FireWall-1 Management Stations

The FW-1 Management Stations can be configured to provide redundancy in the event of a
failure.

Note: Although this redundancy solution is based upon a Check Point document, Check Point
do not support this configuration. There are a number of caveats and management processes
that must be adhered to for it to work.

The management stations are configured as primary and secondary. It isimportant that under
normal operation, all management of the firewallsis carried out via the primary management
station - the secondary should only be used when the primary has failed. When a policy or
user database is downloaded from the primary management station to the firewalls, then the
updated files are automatically transferred via FTP to the secondary firewall. Therefore if the
primary management station fails, then the secondary will have up to date copies of both the
rulebase and the user database, and management can be carried out via the secondary, until the
primary is back online again.

a All management must be carried out viathe primary management station

a Inthe event of afailure, management can be carried out from the secondary management
station, but any changes made must be manually transferred bad to the primary - either
by file apy, or else by applying the same thanges to the primary rul ebases.

Q For the user database to transfer succes<ully, the Firewall-1 service on the secondary
must not be running. This is because the fwauth.NDB* files are held open by the
Firewall-1 service and any changes will not be picked up. Therefore the Firewall-1 fil es
are wpied over into temporary holding drectories on fwmngr02. A separate script runs
every 15minsto seeif any files have been transferred over. If so, then the FW-1 serviceis
stopped onfwmngr02, the files moved from the temporary directories to the corred FW-1
directories, and then the FW-1 serviceis restarted. If no new files have been transferred
over then the script will exit without doing anything

Q The FTP script used to transfer the files has no error handling built in. It is the
responsibility of the person installing the rulebase to check the log output to ensure that
all of the files have transferred over successully. FTP transfers can take afew minutes to
complete, and the regular check for the updated files could easily overlap a transfer in
progress This would result in the secondary running the update batch file with an
incomplete database. To owercome this, create a file cdled “ftpdonetxt” in the
c:\winnt\fw direcory containing some arbitrary explanation text. This file is then copied
over last. It isthisfile that is checked for in the remote management server update batch
file.

Configuration - fwmngr01

The primary management station (fwmngrO1) has been configured to automatically copy the
firewall configuration files via FTP to the secondary management station (fwmngr02)
whenever anew firewall policy or user databaseis loaded.

This has been adhieved by making the following changes to the file C:\winnt\fw\lib\setup.c on

fwmngrO1:
(
:setup_version (300)
;1 oad_program (" C:\ bat ch\ hangr. bat") << ADDED
. dbl oad_program ("C:\ bat ch\ hangr. bat") << ADDED
chas_iiicom (true)

The effed of these 2 lines is that whenever a new security policy or user database is
downloaded, the script C:\batch\hamgr.bat will be exeauted. This <ript downloads the
pdicy/user database to the firewall module, and then exeautes the FTP script
c:\batch\ftphits.txt



Note that when the Firewall-1 software is upgraded, these changes to setup.c will be
overridden, and will haveto bere-applied.

C:\batch\hamgr .bat

@cho of f
C\winnt\fwbin\fw %d % %38 % % %6 %7 %8 %9

echo Do not close window until files have copied over!!!
ftp -s:c:\batch\ftpbits.txt
echo Conpleted - check |og output for errors

C:\batch\ftpbits.txt

open 10.x.y.z

fwl

** * PASSWORD* * *

asci i

pr onpt

cd /conf

nmput c:\w nnt\fw conf\*.*

bi n

nmput c:\w nnt\fw conf\fwaut h. NDB*
asci i

cd /state

mput c:\winnt\fwhstate\*.*
cd /db

mput c:\w nnt\fw dat abase\ *. *
cd ..

put c:\w nnt\fw\ftpdone.txt
cl ose

bye

Configuration - fwmngr02

The secondary management server has the Microsoft FTP Server installed and configured
(subset of 11SV4.0). 11S requires that Microsoft networking is install ed and running, However
there is arequirement that the server isnot visible to Microsoft clients on the internal network.
This has been achieved by configuring the MS Loopback Adapter with an address of 12.0.0.1.
Microsoft Networking has been bownd to the loopbad interface and removed from the
Ethernet card.

The FTP server has been setup to only allow connedions from the address 10.ab.c
(fwmngr01). The directory structure has been created thus:

C:\Firewall_transfer\
\conf
\state
\database
The default ftp login directory has been set to c:\firewall _transfer.

The following batch file, fwtxcfgs.bat, has been configured as a Scheduled Task to run every
15mins. This can be dore using the at command thus,

at 07:00 /every: cmd /c c:\batch\fwtxcfgs.bat run daily at 0700hrs
at 07:15 /every: cmd /c c:\batch\fwtxcfgs.bat run daily at 0715hrs
at 07:30 /every: cmd /c c:\batch\fwtxcfgs.bat run daily at 0730hrs

etc.....for every 15 minutes that it is required to run. Very tedious and clumsy to set
up but it works and the author doesn’t know another way to doiit!!! | ended up only running it
duringworking hours, +/- 2 hours.



If ftpdone.txt existsin the c:\Firewall_transfer directory, then the rest of the script is executed,
and thefiles are transferred over.

C:\batch\txfwcfgs.bat
remBatch file to check for updated firewall configs
if not exist "C:\FireWall _transfer\ftpdone.txt" goto end

rem Need to shutdown the FW1 Managenent server first
call c:\wi nnt\fw bin\fwstop

rem Renove ol d user databases

del C:\w nnt\fw\conf\*. ND*

del C: \w nnt\fw\ database\*. ND*

xcopy C\FireWall _transfer\conf\*.* C\winnt\fwconf /c

xcopy C:\Firewall _transfer\state\*.* C\winnt\fwstate /c
xcopy C:\FireWall _transfer\database\*.* C:\w nnt\fw\ database /c

rem Ti dyup

del /QC \Firewall _transfer\conf\*.*

del /QC\Firewall transfer\state\*.*
del /Q C\FireWall _transfer\database\*.*
del /QC\FireWall _transfer\*. *

rem Restart FW1 Managenent server
call c:\winnt\fwh bin\fwstart
:end
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