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Disclaimer, License of use and Limit of Liability  
The programs Object Filler, Object Dumper and its companions described on this documentation 
are not official nor supported in any form, expressed or implicit, by any entity. 
 
The above statement includes that Check Point Software Technologies does not support nor 
backs these tools. These tools were made by a merely personal initiative as a technology proof-
of-concept, neither for profit nor for financial gain in any form. This also means that no other 
company supports this effort at the present time. 
 
These programs come with no support of any kind and with no warranty of any kind. You  (the  
user of it) are responsible for any use these programs may have, good or bad; and for any other 
good or bad thing derived of these programs anyhow while you use them directly or indirectly 
(including but not limited to data loss, programs failure of any kind or even promotions you may 
get). The author(s), their employers and any other entity with direct or indirect relationship to 
them, are not liable in any way or form because of the use, misuse or abuse of the mentioned 
programs. The author(s) have made no warranty nor representation that the operation of this 
software will be error-free or suitable for any direct or indirect application, and they are under no 
obligation to provide any services, by way of maintenance, update, or otherwise. This software is 
an always experimental prototype offered on an as-is basis; and should be treated accordingly. 
 
You are not allowed to disassemble, reverse engineer or perform any other known or unknown 
way to discover the mechanisms used by the tools, over the binary forms. You may also not use 
these tools, the knowledge of them, to harm in any known or unknown way to the author, Check 
Point Software Technologies, or any other entity with relationship to them. 
 
You may use the programs Object Filler, Object Dumper and its companions described on this 
documentation, free of charge (free of cost), but if you are not a Check Point Software 
Technologies employee, you are not allowed to redistribute them and cannot redistribute them in 
any form. If you want to share these programs, you must direct the interested entity to download it 
from any of the sites where they are available. 
 
Check Point Software Technologies employees are allowed to use and redistribute this software, 
as long the original program package and documentation is preserved. 
 
If you want to contribute somehow with enhancing these tools, please read the questions 1.11, 
1.12, 1.13 and 2.6 in the Frequently Asked Questions section for more information on how you 
can contribute. 
 
All brands and commercial trademarks mentioned thorough the present and related 
documentation, as well as the brands and trademarks shown in the programs described by this 
documentation, are property of their respective owners. 
 
Object Filler and Object Dumper have Copyright ©2003-2006 by Martín Hoz and Check Point 
Software Technologies, Inc. 
 
Using the tools in any way, makes you explicitly accept the terms of use above listed.
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1. Introduction 
 
Administrators using Check Point products and maintaining the SmartCenter server may find the 
graphical interface provided to manage their security configuration very appealing for the day-to-
day operations. However, from time to time there are needs where a graphical interface may fall a 
bit short, or where you may wish additional functionality today not freely available. Samples of 
these cases may be: 
 
1.- You are tasked by a customer to configure a Check Point solution where creating all the 
networks from 10.100.0.0 to 10.100.255.0 with a 24 bit netmask (255.255.255.0) is needed. This 
means you'll have to manually click to create 256 objects. If all of them will be NATted using Hide 
NAT and the IP address 1.2.3.4, them more clicks are needed when generating the objects. This 
may be painful and time consuming 
 
2.- You're migrating from a Cisco PIX or Cisco Router ACL, Juniper/NetScreen, Symantec’s 
Raptor, SecureComputing’s SideWinder or Gauntlet  to a Check Point solution. You have tons of 
rules already created and you want to save some time while passing this information from the old 
platform to your brand new Check Point.  
 
3.- You or your customer has 50 IP addresses (or more) assigned to internal  users or services, 
on a Microsoft Excel sheet. Those IP addresses are not on any given order, so you cannot create 
networks or ranges, and it’s needed to create individual host objects representing such 
workstations for granular access control policies. This may take some time and can be error-
prone if done via a Graphical Interface. 
 
4.- You have 200 Host Objects and you want to mark them as Web, DNS or Mail Servers; and 
don’t want to click in all of them to enable this setting.  
 
For all those cases, it’s possible to save some time using a marvellous command line interface 
that is installed with all the Check Point SmartCenters on any supported platform. This command 
line interface is supported by Check Point and is called DBedit . 
 
DBedit is then, a very powerful command-line based tool that allows to  control  the Check Point's 
SmartCenter object database (which you can find in  a  somehow human-readable text file on 
$FWDIR/conf/objects_5_0.C on SUN Solaris, Nokia IPSO, Red Hat Linux, Check Point 
SecurePlatform, or %FWDIR%\conf\objects_5_0.C in Microsoft Windows) 
 
Object Filler  and Object Dumper  are tools oriented to Security Administrators or Security 
Engineers using Check Point Products, which ease the use of DBedit to perform administrative 
tasks 
 
Object Filler is an automated tool that can take a couple of IP addresses and a netmask as entry 
from the command line, or information from a file with certain format, and then produces DBedit 
commands that automatically generate network objects, services and rules, easing the task of  
populating  the SmartCenter with the information you need. 
 
In the other hand, Object Dumper does somehow the opposite: given an Objects_5_0.C file, 
Object Dumper can export the content to a CSV file which you can review or modify using any 
spreadsheet program able to understand CSV (Comma Separated Values). Microsoft Excel is an 
example. If you want, you can modify such CSV file, and then import back your modifications to 
the SmartCenter Server using Object Filler. 
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Object Dumper also gives you the chance of exporting the Objects_5_0.C file to an HTML table 
for documentation purposes; even though I would recommend using some other program to do 
that (please refer to the FAQ section of this document for a list of suggested programs). 

  
1.1 Document Scope  
This manual describes how these tools work as well as real-life examples on where they can be 
useful.  
 
If you have a question with regards to the tools, please make sure to take a look at the Frequently 
Asked Questions (FAQ) section on this document. 
 
Please read all this documentation before sending a question to the author or any other entity, 
such as mailing lists. 
 
If you need a faster introduction to the tools, not too deep and detailed, but something more 
practical in a step-by-step format, then it is strongly recommended to take a look at the Object 
Filler and Object Dumper Tutorial document, available in the same package with the tools, and 
posted in some of the same sites where the tools are published 

 
1.2 Contacting the Author 
If you wish to contact the author of the tools, you may send an e-mail to martinhoz at gmail dot 
com or mhoz at mexico dot com with the subject About Object Filler. I always read and answer 
my e-mails, and I always take in account the suggestions given. Please allow up to a couple of 
days (sometimes up to a week) for an answer, as I travel a lot because of my regular duties, and I 
not always have access to my personal e-mail addresses. 
 
If for any reason, the communication requires to transfer some sensitive files or messages, you 
may encrypt such content using my PGP public key included in the distribution files. If for any 
reason you have no access to such file, you may locate it in a public key server, under the PGP 
Key ID 0x0454E8D9 
 
I strongly encourage you to send me an e-mail if you are successfully using these tools in your 
environment. If possible, I would like to know more of any use you may have given to the tools, 
any stories (good or bad) around them, suggestions of course, and overall what do you think on 
them in general. 
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2. Related programs 
 
There are several programs that do tasks similar or related to what Object Filler and Object 
Dumper do. Some of them are supported by Check Point. The following is an incomplete list of 
such programs, that you may find useful in tasks Object Filler/Object Dumper are not designed to 
do: 
 
- Web Visualization Tool:  

http://www.checkpoint.com/downloads/quicklinks/utilities/downloadsng/utilities/smartcenter_t
ools.html 
http://www.checkpoint.com/downloads/quicklinks/utilities/ngx/utilities.html  
Officially supported by Check Point, that supports exporting rules and objects to HTML/XML 
format.  

 
- SmartPortal:  

http://www.checkpoint.com/products/smartcenter/smartportal.html  
Officially supported by Check Point. Is an Online Portal to show objects, rules and logs in a 
Web format, to which only authorized users can have access. 
 

- FW1Rules:  
http://www.wyae.de/software/fw1rules/    
Unsupported by Check Point tool, that allows exporting both objects and rules in several 
formats, including HTML and CSV. Written on PERL. 

 
- CPrules: 

http://www.wormnet.nl/cprules/  
Unsupported by Check Point tool that allows exporting the rulebase and objects to HTML. 
Tool especially enhanced for NG installations. Written on PERL. 

 
- fwbuilder 

http://sourceforge.net/projects/cp2fwbuilder/  
http://www.fwbuilder.org/  
GNU tools to build configurations for firewall software supported on GNU/Linux 
 

- Upgrade tools: 
http://www.checkpoint.com/downloads/quicklinks/utilities/downloadsng/utilities/smartcenter_t
ools.html 
http://www.checkpoint.com/downloads/quicklinks/utilities/ngx/utilities.html 
Supported by Check Point tools that help to migrate from previous versions to the current 
one. These tools also proactively tell of potential problems (and the solution) when 
upgrading. Besides that, they can export and import the whole configuration in different 
machines and even across platforms. Documentation included in the package, as well as in 
the Upgrade Guide document which is available both from the Check Point Documentation 
Web Page, as well as in the \Docs directory in the Check Point Software CD. 

 
- CP Merge: 

http://www.checkpoint.com/downloads/quicklinks/utilities/downloadsng/utilities/smartcenter_t
ools.html 
Supported by Check Point tools that help import, export, delete and merge policies from and 
to the SmartCenter. Documentation included in the package. 

 
- fw dbimport/fw dbexport: 

Supported by Check Point command line tools included in the product, that help to import 
and export user’s information. The documentation for such commands is available at the 
Docs directory in the CD where the Check Point’s software comes, and the filename is 
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CommandLineInterface.pdf. You may find the Online version of the manual here (Valid 
Software Subscription Account is required): 
http://www.checkpoint.com/support/downloads/docs/firewall1/r55/CommandLineInterface.PD
F 
http://updates.checkpoint.com/fileserver/ID/6354/FILE/CheckPoint_R61_CLI_UserGuide.pdf  
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3. Object Filler & Object Dumper Programs Availability 
 
Object Filler and Object Dumper have no associated cost (i.e. no license or maintenance fee)  
 
The tools are NOT part of the official Check Point Software. 
 
Latest versions are always available at the following sites (they are not listed on any particular 
order): 
http://ofiller.chatscope.com/ (under downloads – this is the main download site with forums, FAQs 
and other nice resources) 
http://www.lindercentral.com/ofiller/  
http://www.cpug.org/check_point_resources.htm (or http://www.cpug.org/  and then under “Check 
Point Resources”)  
 
Other sites different from the ones listed above, are NOT authorized to redistribute these tools. If 
you find sites violating this, I’d appreciate a lot if you let me know about it. Basically I want to 
prevent any Trojan programs around there or having people publishing the tools and asking for 
money on them. While this is not likely to happen, it is always better to prevent…  
 
These programs are also available through Check Point System Engineers world wide on a non-
official way - i.e. they are not obligated to provide them to you, they are also not obligated to 
support you, if you run into problems. They are not even obligated to know that these tools exist! 
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5. Program History 
* Version 2.4 – December 2006 

• Object Filler 
- FIXED LIMITATION:  Object Groups and Service Groups are properly  

recognized with Colors and comments. 
- FIXED LIMITATION: When importing configurations from Cisco PIX, now it is 

supported to have groups defined, even when importing rules. In General, 
importing rules from Cisco PIX has been *greatly* enhanced. 

- FIXED BUG: Network objects (network type) with the same IP but different 
netmask are now properly differentiated.  Previously they were mistakenly taken 
as duplicates. 

- FIXED BUG: Now it recognizes correctly the "replies" setting for services. 
- Solaris SPARC is now supported. Fixed several internal bit-to-bit operations (to 

deal with little to big endian representations) so they can work fine there, and 
compiled the tools under Solaris 2.8 SPARC. 

- Now the tool recognizes "disabled_sec_rule" and process it appropriately. 
- Enhanced support for Connectra devices. Now it recognizes Connectra NGX  and 

administration port. 
- Now it supports objects representing InterSpect NGX devices. 
- Regular VPN-1 Edge objects are now supported. 
- Source port for TCP and UDP services is now properly recognized and    

processed. 
- Resource objects are now recognized, with some limitations. 
- Full support for Security Rules, including rules with resources, with user groups 

as sources and negated cells.  
- When "No Policy Verification" (nopv) is used, it causes not to check for   

duplicates while processing CSV files. Avoids issues especially when    
processing rules. 

• Object Dumper 
- FIXED LIMITATION: Recognizes "User Defined  2"  and  "User Defined 3"  as  a 

valid track option in rules. 
- FIXED LIMITATION: Object and Service Groups are properly recognized with  

Colors and comments. 
- FIXED LIMITATION: All object colors are now properly recognized. 
- The tool now recognizes disabled rules and prints them as "disabled_sec_rule".  
- FIXED LIMITATION: Work with policy files, not needing to specify an objects  file 

in the Command line. The "-p" switch can be used by itself. 
- Added Support for Groups while processing the objects.C found in gateway   

machines  under  the  $FWDIR/database  directory -  Useful  for   recovering 
objects from the Gateway, when SmartCenter has been crashed and no backup 
is available. 

- Enhanced support for Connectra devices. Now it recognizes Connectra NGX  and 
administration port. 

- Now it supports objects representing InterSpect NGX devices. 
- Source port for TCP and UDP services is now properly recognized. 
- Regular VPN-1 Edge objects are now supported 
- Resource objects are now recognized, with some limitations (see  the  User's  

Manual for more information) 
- Full support for Security Rules, including rules with resources, with user groups 

as sources and negated cells. 
• Documentation 

- Changed the User’s Manual to reflect the new items supported. 
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* Version 2.2 – December 2005 
• Object Filler 

- Fixed bug: When there was a comma in the comments field of the object, Object 
Filler didn't behave well. Now it works correctly. 

- Fixed bug: Alert was not properly recognized as a Track option for security rules. 
Now is recognized and applied properly 

- Fixed bug: Under some circumstances, IP ranges were not processed properly 
throwing an error “Found out that specified parameters don't make sense as 
specified object type requires. Ignoring...” – Now all the Object Ranges are under 
all circumstances processed correctly. 

- Now when processing Service Groups, Object Filler recognizes if the service 
being added is a predefined one. If it is a predefined service, then it processes it 
successfully even though such service was not explicitly processed during the 
program execution. 

- Now when importing from PIX configurations, it does Service Group recognition 
with the properly group type (TCP/UDP) for the services. 

- Added support to configure Host Objects as Mail and DNS Servers. Useful in  
R55W and R60. 

- Added support for InterSpect gateways. Useful from R55W and up. 
- Added support for Connectra gateways. Useful from R60 and up.  
- Added support for Multicast Address Ranges. Useful on R60 only. 
- Added support for Empty Groups (groups that have no elements inside them). 
- Added support for Groups with Exclusion (groups with Exceptions). 
- Different policy packages are now recognized properly using the keywork 

“rulebase_header”. Object Filler recognized, imports and process these tags 
appropriately.  

- Tested to work properly on Provider-1 NGX R60 and SmartCenter NGX R60 (with 
some limitations. Please read the limitations section) 

• Object Dumper 
- Added support to recognize Host Objects as Mail and DNS Servers. Useful in 

R55W and R60. 
- Added support for Multicast Address Ranges. Useful on R60 only. 
- Added support for InterSpect gateways. Useful from R55W and up. 
- Added support for Connectra gateways. Useful from R60 and up.  
- Added support for Empty Groups (groups that have no elements inside them). 
- Added support for Groups with Exclusion (groups with Exceptions) 
- Different policy packages are now recognized properly using the keywork 

“rulebase_header”. Object Dumper exports these tags appropriately. 
- Now Object Dumper recognized the default objects by Object Type and not only 

by object name. 
• Documentation 

- Created a Tutorial document, meant to be a step-by-step document to be 
followed to perform some of the basic operations with the tools 

- Created a Provider-1 objects manipulation document, that shows (Among other 
things) how to move objects between CMAs and the MDS Global Objects 
Database. 

- Added to the Documentation a “medium-level” (not too technical but not too light) 
Presentation about the tools. 

 
* Version 2.0 – February 2005 

• Object Filler 
- Added support for ICMP, Other, RPC and DCE-RPC services in CSV files. 
- Added support for Check Point Dynamic Gateways (Check Point Gateways with 

Dynamic IP address) in CSV Files 
- Enhanced support for Raptor files, including services recognition  
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- Added support for interfaces on Check Point gateways (including Clusters and 
Dynamic IP gateways) and interoperable devices. Interfaces with dynamic IP are 
also supported. This is in CSV files. 

- Added support for setting the encryption domain on Check Point gateways 
(including clusters and dynamic IP gateways) and interoperable devices in CSV 
files. 

- Added support for setting the WebServer property, when configuring Hosts in 
CSV files. 

- Enhanced and corrected bugs in the support for rules from CSV files 
- Added support for a “modifications mode”, used mainly to modify some properties 

on currently build objects in CSV files. This option is designed to be used with 
object dumper. 

- Enhanced support for NATted objects when importing from PIX configurations. 
Now the results are more accurate. 

- Enhanced support for Rules processing when importing from PIX and Cisco 
Router configurations: Now splits in different sections of the imported rulebase, 
the different ACLs that the configuration may have 

- Now, when creating groups from CSV Files the groups are created first and then 
elements are added to them. 

• Object Dumper 
- Added support for services (TCP, UDP, ICMP, Other and RPC) 
- Added support to recognize basic rules from the rulebases (rulebases_5_0.fws) 

file. 
- Added support for interfaces with Check Point gateways (including clusters and 

dynamic IP gateways) and Interoperable devices. This includes interfaces with 
dynamic IP 

- Support for recognizing the webserver property on hosts 
- Support for recognizing the encryption domain on Check Point Gateways 

(including clusters and dynamic IP gateways) and Interoperable devices. 
- Enhanced the support for reading objects.C files from gateways. 
- Tabulation (-tab) mode is not supported anymore (seems that nobody was 

actually using it). 
• Documentation 

- For the first time, the tools have a more decent manual. It’s the plan to enhance 
the documentation in the next releases 

 
* Version 1.9.2 - November 2004  

• Object Filler 
- Added support for TCP/UDP services when importing from CSV Files, Cisco PIX, 

Cisco Routers and Juniper/NetScreen configuration files. 
- Added support for importing basic layer 3 and layer 4 rulebases  from  CSV files  
- Added support for importing rules from Cisco PIX and Cisco Routers with access-

list configurations. 
• Object Dumper: 

- Added support for objects.C files found on gateways, for recovery options. 
- Added support for Check Point dynamic IP gateways. 

 
* Version 1.8 - March 2004 

• Object Filler 
- Support to DELETE and RENAME operations over objects, when  specifying  

such operations on CSV files 
- Support to Domain and Dynamic objects.  
- Clusters and cluster members are also now supported. 
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- Support to the following SmartLSM objects: IP40 ROBO gateways, Edge X 
ROBO gateways, profiles (SmartLSM VPN-1 Egde/Embedded NG profiles). 

- Support to PIX network-object groups and to name statements. 
- Support to Raptor configuration files. 
- Support to Cisco IOS ACLs (including the ones declared with inverse masks). 
- Support to NONAT mode when importing from files. 

• Object Dumper 
- Added support to clusters and cluster members. 
- Added support to Domain objects. 
- Added support to SmartLSM VPN-1 Edge/Embedded profiles  
- Added support to Dynamic Objects. 

 
* Version 1.6 - January 2004 

• Object Filler 
- Fixed bug: Now it works with IP address range objects behind a NAT IP range. 
- Fixed bug: Now it recognizes “cpgws" as a valid object type when using 

command line parameters. 
- Fixed bug: Correctly handles objects hidden behind “All gateways”, when "All" is 

specified on the NATting Object column, when importing from CSV files. 
- Enhanced interactive mode with more comments to ease user experience. 
- Improved support to NAT statements when importing from PIX. 
- Improved summary information when importing information from any file. 
- Now groups are supported when using the cgi mode (HTML form) and importing 

from CSV files. 
- Support to import from SideWinder configuration files. 
- New output mode (ASCII) introduced, which instead of writing DBedit commands, 

leaves the information on CSV format, which is easier to read and compare. 
- Support to Interoperable Devices, Plain Gateways and OSE Devices when 

importing from CSV files and when generating objects from command line. 
- Now when importing from a LIST type of file, it's possible to create ranges and 

groups. 
- Native binary support for Linux/SecurePlatform. 

• Object Dumper 
- Now it recognizes Interoperable Devices, Plain Gateways and OSE Devices. 
- Enhanced interactive mode with more comments to ease user experience. 
- HTML mode for output files is now available.  
- TAB (Column) mode for output files is now available.  
- Native binary support for Linux/SecurePlatform. 

 
* Version 1.4 - December 2003 

- Support to interactive mode (command line is still supported). 
- Enhanced support to duplicates (now it takes in account the object type, not only 

the IP address). 
- IP ranges support when creating objects and when importing from CSV files. 
- Support to import objects from Gauntlet configuration files. 
- Support to comments when importing from CSV files and List files. 
- Support to import groups when importing from CSV files. 
- Support to groups when importing from CSV files. 
- Gives a summary of how many objects of each known type were processed. 
- Object Dumper companion tool was created .  

 
* Version 1.2 - July 2003 

- Support to import objects from CSV (comma separated) files, where you can 
detail the objects you need to create. 
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- Support to import from lists files, where you just detail IP and netmask, 
- Object name and everything else is calculated automatically. 
- Support to import objects from operating system's host file. 
- Support to import objects from Cisco PIX and Juniper/NetScreen configuration 

files, and create network objects from there. Importing rules is not supported. 
- Support for Hide NAT on created sequential objects. 
- Support for Static NAT on imported objects from files. 
- Support to NAT ranges to hide created objects. 
- Support for color specification on new objects. 

 
* Version 0.96 - May 2003 

- Support for importing from CSV files. 
- Support to Check Point Host and Check Point Gateway objects. 
- Support to Hide NAT for objects generated using command line. 
- Support for colors on created objects. 

 
* Version 0.8 - April 2003 

- This is the Initial Public release (“First Customer Shipment” ;-) 
- Supported only creating hosts and networks. 

 
* Version 0.5 - April 20th, 2003 – 06:57 AM 

- This idea of Object Filler is born. I started with some preliminary designs, 
algorithms and coding that morning. 
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6. Known limitations, issues and particular behaviour for both 
programs 
 
6.1 Object Filler  
 
* General 
- Object Filler cannot detect if there's enough space on disk for the output file. So, please be 
careful and send program's output to a file placed on a disk or partition with enough space for this 
output.  For each object created, take an average size of 750 bytes each. Usually it will take less 
space, but using this consideration you will be safe. 
 
- Since Object Filler is not the entity that interacts with SmartCenter, it cannot sense what’s the 
SmartCenter version currently used. Due this, it is possible that Object Filler creates code for 
object types not supported in the specific SmartCenter version you are using. Object Filler warns 
after each run when it has processed objects supported specifically in certain SmartCenter 
versions. 
 
- 0.0.0.0 is not a valid IP address for Object Filler. 
 
- Object Filler doesn’t support IPv6 objects. 
 
- The tool has been not tested with VSX management. 
 
* Importing objects from CSV or LIST files 
- When using Check Point Gateways for NATted Objects, the Check Point object has to be 
defined first. Otherwise this will cause an error when the DBedit file gets imported to the 
SmartCenter. 
 
- When using Check Point Gateways to protect Web or DNS Server objects, or using the Check 
Point Gateway as the install point for a NATted object, the Check Point Gateway has to have at 
least “FireWall-1” marked as installed product in the Products section of the General tab. 
Otherwise, the objects that reference to such Check Point Gateway problem will generate 
problems. 
 
- When you create Check Point Objects, they are created with the version that is being used 
currently. If you need to specify a different version for the objects you are creating, this operation 
has to be done manually. 
 
- It's not possible to include groups as members of other groups, when importing LIST files. 
Groups are supported as members of other groups when CSV is used 
 
- OSE devices cannot have NAT properties defined. 
 
- It's not possible to create Check Point Hosts, Check Point Gateways, Check Point Dynamic 
Gateways, OSE Devices, Interoperable Devices, Connectras, InterSpect, SofaWare (Edge) 
devices, Plain Gateways or Services, when importing LIST files with Object Filler. 
 
- When defining interfaces, the antispoofing configuration is not set by Object Filler. 
 
- Building/importing/configuring interfaces for Edge objects is not possible.  
 
- When defining interfaces, the interfaces have to be defined after the gateways that owns such 
interfaces. Also, Object Filler assumes that it’s defining the first interfaces on the object. Adding 
interfaces to an object that already has interfaces defined is not supported. 
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- When defining InterSpect objects from CSV files, the objects are created with no associated 
username nor password. However, if you open the recently created object within the 
SmartDashboard, you will be asked to enter a proper username and password. 
 
- When defining clusters, you must define first the cluster members and after that the cluster 
itself. In some cases, Object Dumper dumps fist the cluster and then the members, causing a 
processing error for Object Filler. You should check that manually before creating clusters with 
Object Filler. 
 
- When you define networks, the netmask 255.255.255.255 is not recognized as a valid one by 
Object Filler, even though SmartDashboard and the SmartCenter allow 255.255.255.255 as a 
valid netmask for networks. 
 
- When importing resources, they are build based on default settings. It is not possible to import 
the configuration for resources.  
 
- When processing services, the Protocol Type and Synchronize on Cluster settings are not set 
by Object Filler. The defaults will be left. 
 
- When importing groups, some elements might not be included because they may be duplicates. 
If this happens, the objects not processed will be reported as invalid on the final report when –v 
(verbose) mode is used. 
 
- When processing groups, sometimes the amount of processed  groups will be mistakenly 
reported as -1 ("Total successfully processed Groups = -1”). This is an error in the internal way 
the tool deals with default groups on fresh installations mainly. This problem will be corrected on 
the next release of the tools. 
 
* Importing rules & policies from CSV files 
- The last line on a CSV file must be always a blank line. 
 
- If you want to process policies, you should use the –p switch and specify a policy name. The 
name might not be used (since you import the name from the CSV file), but it has to be specified 
anyways. 
 
- When creating rules from CSV Files, adding rules to an existing policy is not supported. You 
may however, export rules with Object Dumper, perform modifications over the resulting CSV file 
and then import back such policy with Object Filler into a different policy (a policy with a different 
name) that contains the previous rules and the modifications as well. 
 
- When importing policies, all the VPN Communities used by the imported rules must exist 
previously. Otherwise, errors indicating invalid references will be thrown by DBedit. 
 
- When importing policies, all the User Groups used by the imported rules must exist previously. 
Otherwise, errors indicating invalid groups will appear when trying to open the policy with 
SmartDashboard. 
 
- In general, when importing policies, all the elements referenced by the rules of the policy must 
exist previously. In case that some object does not exist, errors will occur. Due this, it is 
suggested to import all the objects separately, and making sure they were created successfully 
before attempting to import/create the rules. 
 
- When importing policies, it adds the letters “OF” (from Object Filler) as prefix of the created 
package name, in an attempt to avoid any conflicts with existing package names. The policy 
package can be renamed later via SmartDashboard. 



 

.                Page 17 

Object Filler & Object Dumper v2.4 - User’s Manual 
 

 
- When importing policies whose actions are User Authentication, Session Authentication or 
Client Authentication, the specific settings for the authentication are not carried over, and the 
settings for the authentication are set to the defaults. 
 
- If you try to import a rule with a name that currently exists, an error indicating that the rule 
already exists will appear. This is very likely to happen with the “Standard” policy which is the 
default policy that exists on every Check Point installation. 
 
- Directional VPNs are not supported when importing rules. 
 
- Rule Names (available since NGX R60) are currently not supported. 
 
* Importing configurations from other firewall bran ds 
- When importing from Cisco PIX configurations, IP Address ranges specified on the original 
configuration won't be processed. If you've a  range like 1.2.3.4-1.2.3.99, this range will simply be 
ignored. Individual IP's will be processed, however. 
 
- When importing from Cisco PIX configurations, and there are 2 global statements (one for the 
external interface and one for the DMZ, as an example), only the first one found is applied and 
the second is ignored. 
 
- When importing from Cisco PIX configurations, and there are NAT statements where names are 
used,  Object Filler won’t process such statements. An example of this kind of statements is: 
static (inside,outside) nameone nametwo netmask 255.255.255.255 0 
 
- When importing from Cisco PIX configurations, all the services imported have the “Match for 
Any” property enabled by default. This may conflict with other predefined services, and the 
SmartCenter will issue a warning for such cases. 
 
- When importing from Cisco PIX configurations, some access-lists may have –neq statements to 
indicate “not equal to” operations over certain ports. This statement is not supported (not 
recognized properly) by Object Filler. 
 
- When importing from Juniper/NetScreen configurations, Hide NAT and PAT are not supported, 
so if you have "dip" or "vip" statements, they will be ignored as NAT statements but will be 
processed as any other normal line (i.e. the IP addresses will be converted to objects) . Please 
note that if you have "mip" statements  (Static NAT),  they will be processed as Static NATted 
objects, and the right output will be produced. 
 
- When importing from Juniper/NetScreen configurations, the import of service groups is not 
supported. 
 
- When importing from SideWinder configurations, domains and service groups are not supported 
while working over the ACL tables. 
 
 
6.2 Object Dumper  
* General 
- Object Filler cannot detect if there's enough space on disk for the output file. So, please be 
careful and send program's output to a file placed on a disk or partition with enough space for this 
output.  For each object or rule dumped, take an average size of 250 bytes each. Usually it will 
take less space, but using this consideration you will be safe. 
 
- The tool has been not tested with VSX management scenarios. 
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* Objects 
- Object Dumper doesn’t support IPv6 objects 
 
- Object Dumper does not support SmartLSM VPN-1 Edge/Embedded ROBO gateways, like IP40 
or Edge X SmartLSM ROBO gateways. 
 
- In versions previous to NG+AI R54, there may be problems in some cases when reading 
interfaces from gateways. It is recommended that if the interfaces are important for you, to review 
the output file to make sure the export of the data was done properly. 
 
- When defining clusters on Object Filler, you must define first the cluster members and after that 
the cluster itself. In some cases, Object Dumper dumps fist the cluster and then the members, 
causing a processing error for Object Filler. 
 
- When exporting Resources, just the resource type and the resource name are exported. Any 
settings related to such resource are lost. 
 
- Exporting interfaces for Edge objects is not possible.  
 
- Under certain circumstances, when dumping objects from the $FWDIR/database/objects.C file 
from gateways, groups may get exported inaccurately. On those cases, missing objects or 
additional non-sense objects may appear as part of the group. If you are dumping objects on this 
case, double check the groups to see all was included as it should. 
 
- VPN-1 Edge profiles (objects found usually on NG+AI R54 and NG+AI R55 configurations when 
VPN-1 Edges are used) are not recognized as such. They are recognized as Dynamic VPN-1 
Gateways. VPN-1 Edge objects are, however, properly recognized and processed 
 
- When exporting services, the Protocol Type and Synchronize on Cluster settings are not 
exported. 
 
* Rules & Policies 
- All the objects referenced on a Policy are dumped. Some of them (such as the VPN 
communities) are currently not recognized by Object Dumper.  
 
- When importing policies whose actions are User Authentication, Session Authentication or 
Client Authentication, the specific settings for the authentication are not exported. So, whenever 
they get imported by Object Filler they will be set to defaults. 
 
- Rule Names (available since NGX R60) are currently not supported 
 
- Exporting Directional VPN settings (on rules) with NGX is currently not supported. 
 
- Exporting traditional mode configurations has not been tested. Currently, just Simplified Mode 
configurations has been tested as working. 
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7. Tested scenarios  
 
These programs are not official by Check Point Software Technologies, nor supported in any way 
by any entity. 
 
These programs can run in a native form and have been tested (in different versions) by the 
author and others on, at different points of life, with different tools’ version:  

- Microsoft Windows NT 4.0, Microsoft Windows 2000,  Microsoft Windows XP, Microsoft 
Windows 2003 

- Red Hat Linux 7.2 
- SecurePlatform (NG+AI R55, NG+AI R55W, NGX R60, NGX R60A, NGX R61) 
- Solaris 2.8 SPARC 

 
 
In particular, version 2.4 has been tested on Windows XP, Solaris 2.8 and SecurePlatform NGX 
R61 only. 

 
However, since programs output is just regular ASCII TEXT, it can be easily transferred (using 
scp, ftp, diskettes or any other file transfer mechanism) to a SmartCenter Server on other 
operating system, as shown below. Please make sure  that if you transfer files among operating 
systems you do that as ASCII TEXT files.  
 
Since the tools are programmed under Microsoft Windows, they are tested more deeply in this 
platform. Then they are recompiled under GNU/Linux and tested for basic functionality. While this 
means not so much testing on GNU/Linux, the functionality should be the same. I recently got 
report of some things working in Windows but not in GNU/Linux. If it happens that you find 
something like this, I’d appreciate very much your report on it. 
 
Requests for natively supporting other OSes by the programs are always welcomed and taken in 
account.  
 
Object Filler output has been tested so far by the Author with SmartCenter Servers running on: 

- SecurePlatform: NG+AI R55, NG+AI R55W, NGX R60A, NGX R61 
- Nokia IPSO: NG+AI R55 
- Windows NT 4.0: NG FP3 
- Windows 2000 Server: NG+AI R54, NG+AI R55, NGX R60, NGX R61 

 
Object Filler 2.4  output has been tested more deeply on SecurePlatform NGX R61  
 
Object Filler output has also been tested with Provider-1 NG+AI R54 MDS Manager + Container, 
under Solaris 2.8; as well as under Provider-1 NGX R60 and R61, MDS Manager + Container 
under SecurePlatform. 
 
To review what specific software/firmware versions were tested when importing configurations 
from other brands, please take a look on the proper section below on this document. 
 
Object Dumper has been tested using Objects_5_0.C files coming from: 

- SecurePlatform: NG+AI R54, NG+AI R55, NGX R60, NGX R60A, NGX R61 
- Nokia IPSO: NG FP3, NG+AI R54, NGX R61 
- Windows: NG FP3, NG+AI R54, NG+AI R55, NGX R60, NGX R61 

 
As you may imagine, my testing resources are finite and small, so if you use this program on a 
different environment, I'd really appreciate if you send me a note saying so, will surely help 
improving this documentation, and everybody that uses these programs. 



Revision 20061229 20 

 
In the event of any program bug, failure, request, comment, grammar correction on this 
documentation or the messages sent by the programs, or any other request for enhancement, 
PLEASE  send an e-mail to mhoz at mexico dot com or martinhoz at gmail dot com with the 
subject About Object Filler. I don't promise I'll fix immediately whatever you're asking for, as I'm 
doing this on my -not so abundant- free time, but I'd like to hear from you anyways, and I promise 
to try to implement your suggestion, whatever that is. In general, so far I’ve been able to 
implement specific features, in a two-week timeframe, for people asking/requesting me such 
features and willing to help on testing them. 
 
If you wish, you may use the provided public PGP key (included in the distribution file) to encrypt 
any files or message sent to me. My PGP Key ID is 0x0454E8D9.  
 
Always keep in mind also that this is not official nor supported software. 
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8. Tools Installation  
 
The tools do not need to be installed at all. They are executables that don’t need any special 
library. Under Un*x flavors, the tools need access only to the standard libraries that any other 
program needs. 
 
In the other hand, remember that you don’t have to have the executable running natively on the 
platform where you have the SmartCenter server. If you have the SmartCenter Server on Nokia 
IPSO for example, you could execute Object Filler or Object Dumper in any other platform, and 
then just transfer the needed files via FTP, SCP or any other file transfer mechanism. 
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9. Introduction to the object types used by the tools 
 
9.1 Introduction 
All the elements from which a network security policy is composed, are represented by Objects in 
SmartCenter. Each object is an atomic element that has different properties. You may see an 
introduction of this in the SmartCenter manual that comes on the CD where the Check Point 
software is distributed. The Chapter 1 (SmartCenter Overview) contains a section named 
“Managing Objects in SmartDashboard”, as well as the Appendix A named “Network Objects” 
where you may find more information with regards to Objects. 
 
The following is a brief and simple explanation on common situations for the objects, and what to 
expect or when to use them while using Object Dumper and/or Object Filler. 
 
9.2 Network Objects Definition 
A network object, in general, is a graphic representation of a network device that interacts 
somehow with other network elements. 
 
Check Point Hosts 
Represent servers with one or more NICs (interfaces) attached to them, but where no routing 
through it is performed (packets cannot go from one interface to another). If a Check Point Host 
has more than one interface, all of them will be automatically marked as external. Check Point 
Hosts usually indicate VPN-1/FireWall-1 SecureServers or SmartCenter Servers that are in a 
distributed configuration. 
 
Check Point Gateways 
Represent gateways - i.e. hosts with more than one interface, but where the packets are 
processed, routed and passed (if allowed by the security policy on them) between interfaces. 
Usually indicate Check Point Gateways (Enforcement Points), in either StandAlone or distributed 
configuration. 
 
Check Point Dynamic Gateways 
These are Check Point Gateways, where the main IP address is a dynamic IP Address (i.e. is not 
a Fixed IP Address) 
  
Check Point Cluster 
A group of Check Point Gateways that behave as if they were just one entity. 
 
Check Point Cluster Member 
A Check Point Gateway that belongs to a cluster. 
 
Check Point InterSpect Gateway  
A Check Point Internal Security Gateway (InterSpect) type of object. 
 
Check Point Connectra Gateway  
A Check Point Web Security Gateway (Connectra) type of object. 
 
Check Point SofaWare (Edge) Device 
An object representing a device (such as VPN-1 Edge or Nokia IP 40) that has loaded the 
SofaWare firmware. 
 
Plain Host 
A host with one or more interfaces (single homed or multihomed), where no Check Point product 
is installed, and where no routing among interfaces is performed. Used to represent user’s 
machines, workstations, hosts or servers. 
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Network 
A simple network segment, delimited by an IP address and a netmask. 
 
Plain Gateway 
A device that passed packets through it – i.e. performs routing among interfaces, but has no 
Check Point products installed. 
 
Interoperable Device 
A Plain Gateway that has some sort of VPN software installed on it, and has the capability of 
establishing a VPN tunnel with a Check Point Gateway. 
 
OSE Device 
Is a Cisco or Nortel device from which is possible to read and/or write security rules. 
 
IP Address range 
A group of consecutive IP addresses that cannot be delimited with a netmask, but that have 
something in common to the effects of the security policy. The range is delimited by one initial IP 
(first IP) and one ending IP (last IP). 
 
Multicast Ranges 
Is an IP address range, where the first and last IP addresses belong to the Multicast Class, which 
means the range between 224.0.0.0 and 239.255.255.255 
  
Dynamic Object 
An object that takes different IPs, depending of the associations made at the gateway level, once 
the security policy has been applied. 
 
Domain 
A domain name. 
 
Network Object Group (Simple Group) 
A set of Network objects with something in common. The “commonness” criteria is left to the 
Administrator. 
 
Empty Groups 
Network Object groups with no members defined. 
 
Groups with Exclusion 
A group defined in such a form that includes all the members that belong to one previously 
defined group, but excludes from that set all the members that belong to a second previously 
defined group. 
 
Interface 
An interface represents the IP address and netmask for a NIC that belongs to a gateway. 
 
SmartLSM Profile for NG Embedded 
A Profile going to be used to define security policies and VPNs with NG Embedded devices, with 
Smart Large Scale Manager (LSM). Valid only if SmartLSM has been enabled on the 
SmartCenter. 
 
SmartLSM Edge X gateway 
A gateway defined as Check Point VPN-1 Edge X gateway, usable with SmartLSM. Valid only if 
SmartLSM has been enabled on the SmartCenter. 
 
SmartLSM IP40 gateway 
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A gateway defined as Nokia IP40 gateway, usable with SmartLSM. Valid only if SmartLSM has 
been enabled on the SmartCenter. 
 
9.3 Services Definition 
A service is a protocol or port (you may think of it as a pipe) used for some application to move 
information from one place to another. 
 
TCP Service 
Service definition that uses the Transmission Control Protocol (TCP). The main property for this is 
a Port number that may go from 1 to 65,535 
 
UDP Service 
Service definition that uses the User Datagram Control Protocol (UCP). The main property for this 
is a Port number that may go from 1 to 65,535 
 
ICMP Service 
Service definition that uses the Internet Control Message Protocol (ICMP). The main property is 
the ICMP type, as defined in several RFCs.  
 
RPC Service 
It is a definition that makes reference to service running over Remote Procedure Calls. The 
definition of the service is made with program numbers. 
 
DCE-RPC Service 
Distributed Computing Environment/Remote Procedure Call. It’s a different kind of RCP services. 
The identification is made using UUIDs. 
 
Other Service 
Used when it is needed to define an IP protocol number (this is, when the inspected 
communication is not ICMP, UDP or TCP) and/or when there is some traffic that requires some 
special INSPECT code (the “Match”) in order to be properly analyzed. 
 
9.4 Resources Definition 
A Resource is in general a way to describe actions at the layer 7 for certain protocol. A resource 
allows bigger granularity on what to allow or refuse on a connection. 
 
CIFS Resource 
Used for CIFS traffic. Allows to define shared printers or disk shares. 
 
FTP Resource 
Used for FTP traffic, and specify flows on transferred files, such as PUT or GET. Used as well to 
deviate traffic to a CVP server for further content inspection. 
 
SMTP Resource 
Used to define SMTP flows, and decide if headers should be changed, allows stripping on the e-
mail message and forward the traffic to a CVP server. 
 
TCP Resource  
Used as well to deviate traffic of any port to a CVP or UFP server for further content inspection. 
 
URI Resource 
Used for HTTP protocol, allows to specify URLs and URIs to certain resources, and place a policy 
over them. As well can be used to forward traffic to a CVP or UFP server for further content 
inspection. 
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9.4 Table of Objects, Services and Operations supported by Object Filler 
 Object Filler 

 
CLI 

mode CSV File CSV File Supports Web, DNS, Mail Encryption 

   create modify NAT 
Server 

property Domain 

Network Objects             

Check Point Cluster N/S cluster modcluster No No Yes 

Check Point Cluster Member N/S member N/S No No No 

Check Point Connectra Gateway N/S connectra modconnectra No No No 

Check Point Dynamic Gateway N/S dynamicgw moddynamicgw No No Yes 

Check Point Gateway cpgw cpgw modcpgw Yes No Yes 

Check Point Host ss ss modss Yes No No 

Check Point InterSpect Gateway N/S interspect modinterspect No No No 
Check Point NGX Embedded  
(Edges) N/S edge modedge No No Yes 

Domain N/S domain Ñ/S No No No 

Dynamic object N/S dynamic N/S No No No 

Empty Network Objects Group N/S emptygrp N/S No No No 

Interface N/S interface N/S No No No 

Interoperable device idevice idevice modidevice Yes No Yes 

IP Address Range range range modrange Yes No No 

Multicast Address Range N/S mcastrange modmcastrange No No No 

Network net net modnet Yes No No 

Network Object Group with Exclusion N/S exclgrp N/S No No No 

Network Objects Group (Simple) N/S group N/S No No No 

OSE Device ose ose modose No No No 

Plain Gateway plaingw plaingw modplaingw Yes No Yes 

Plain Host host host modhost Yes Yes No 

SmartLSM IP40 gateway lip40 lip40 N/S No No No 

SmartLSM Profile for Embedded NG N/S lprofile N/S No No No 

SmartLSM VPN-1 Edge X gateway ledge ledge N/S No No No 

Resources             

CIFS Resource N/S cifsresource N/S N/A N/A N/A 

FTP Resource N/S ftpresource N/S N/A N/A N/A 

SMTP Resource N/S smtpresource N/S N/A N/A N/A 

TCP Resource N/S tcpresource N/S N/A N/A N/A 

URI Resource N/S uriresource N/S N/A N/A N/A 

Services             

TCP Service N/S tcp modtcp N/A N/A N/A 

UDP Service N/S udp modudp N/A N/A N/A 

ICMP Service N/S icmp N/S N/A N/A N/A 

RPC Service N/S rpc N/S N/A N/A N/A 

DCE-RPC Service N/S dcerpc N/S N/A N/A N/A 

Other Service N/S other N/S N/A N/A N/A 

Services Group N/S srvgroup N/S N/A N/A N/A 

Operations             

Delete operation N/S DELETE N/A N/A N/A N/A 

Rename operation N/S RENAME N/A N/A N/A N/A 
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N/S=Not Supported. N/A=Doesn’t apply 
* CLI mode means it is supported by Object Filler from Command Line. The content of the cell is the keword used. 
* CSV File create means that object can be created via a CSV File.  
* CSV File modify means that the object exist, but its properties will be modified. 
* Web, DNS or Mail server property means that the object will be marked as Web Server, DNS Server and/or Mail Server. 
Used in configurations from R55  (WebServer) and R55W (Mail Server, DNS Server). 
* Encryption domain means that the object will have an encryption domain associated. 
* Operations Delete and Rename are only supported for Network Objects, not services. 
 
 
 

9.5 Table of Objects, Services and Operations supported by Object Dumper 
 

 Object Dumper 
 Supported Interfaces Web, DNS, Mail Encryption 

     Server property Domain 

Network Objects         

Check Point Cluster cluster No No Yes 

Check Point Cluster Member member No No No 

Check Point Connectra Gateway connectra No No No 

Check Point Dynamic Gateway dynamicgw Yes No Yes 

Check Point Gateway cpgw Yes No Yes 

Check Point Host ss Yes No No 

Check Point InterSpect Gateway interspect No No No 
Check Point NGX Embedded  
(Edges) edge No No Yes 

Domain domain No No No 

Dynamic object dynamic No No No 

Empty Network Objects Group emptygrp No No No 

Interface interface No No No 

Interoperable device idevice Yes No Yes 

IP Address Range range No No No 

Multicast Address Range mcastrange No No No 

Network net No No No 

Network Object Group with Exclusion exclgrp No No No 

Network Objects Group (Simple) group No No No 

OSE Device ose No No No 

Plain Gateway plaingw Yes No Yes 

Plain Host host Yes Yes No 

SmartLSM IP40 gateway N/S No No No 

SmartLSM Profile for Embedded NG lprofile No No No 

SmartLSM VPN-1 Edge X gateway N/S No No No 

Resources         

CIFS Resource cifsresource No No No 

FTP Resource ftpresource No No No 

SMTP Resource smtpresource No No No 

TCP Resource tcpresource No No No 

URI Resource uriresource No No No 

Services         

TCP Service tcp N/A N/A N/A 

UDP Service udp N/A N/A N/A 

ICMP Service icmp N/A N/A N/A 

RPC Service rpc N/A N/A N/A 
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DCE-RPC Service dcerpc N/A N/A N/A 

Other Service other N/A N/A N/A 

Services Group srvgroup N/A N/A N/A 

Operations         

Delete operation N/A N/A N/A N/A 

Rename operation N/A N/A N/A N/A 
 
N/S=Not Supported. N/A=Doesn’t apply 
* Supported means that Object Dumper will recognize the object, and the output will have the keyword listed. 
* Interfaces means that if the object has interfaces attached, such interfaces will be listed in the output. 
* Encryption domain means that if the object has an encryption domain associated, it will be listed in the output. 
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10. Object Filler 
 
10.1 Introduction 
Before reading any of the following lines, remember that Object Filler takes text files and 
produces text files. So, if you have any doubt of the outcome of Object Filler, you can always 
open your favourite text editor and take a look on what’s there… 
 
10.2 Program syntax 
 
1) ofiller  help  (prints help pages - with example s) 
2) ofiller  -f file -i input [-o|-a] file [-c color ] [-t type] 
            [-p policy] [-nopv] [-nonat] [-v] 
3) ofiller  -t type -s ip -d ip -m mask [-c color] 
            [-n ip | -ns ip -nd ip -nm mask] [-b ob j] [-o|-a] file [-v] 

 
10.3 Program syntax #1 : Asking for help 
ofiller help 

 
This syntax allows you to see the incorporated help in the program. The result is simply a brief 
documentation on the program’s switches 
 
10.4 Program syntax #2 : Importing from a file 
ofiller  -f file -i input [-o|-a] file [-c color] [ -t type] 
         [-p policy] [-nopv] [-nonat] [-v] 

 
This syntax allows you to produce objects information (and possibly rules information) having as 
source for it, a file. This file may be a CSV File in a pre-defined format, or the configuration of 
another firewall. 
 
 -i - Input type - It can be either:  
      * csv - File must be formatted on csv format.  You may take a look on the file sample_csv.csv 
for more information on this switch. 
 
      * list - File must contain 2 mandatory fields: IP Address and netmask. You may take a look on 
the file sample_list1.csv for more information. 
 
      * hosts - File has the format of a hosts file (/etc/hosts on Un*x systems, or 
%SYSTEMROOT%\system32\drivers\etc\hosts on Microsoft Windows systems). You may take a 
look on the sample file sample_hosts for more information. 
 
      * pix - File is the configuration listing from a Cisco PIX device. You can get this information 
from a PIX device using the command show running or write terminal. 
 
      * netscreen - File is the configuration listing from a Juniper/NetScreen device. You can get 
this information from a Juniper/NetScreen device using the command get config all. 
 
      * gauntlet - File is the configuration file of Gauntlet (gauntlet.conf). 
 
      * sidewinder - File is the configuration file of SideWinder (ACL and ipfilter files). 
 
      * raptor - File is the Raptor configuration file that contains the IPs and rules of the firewall.  
 
      * ciscorouter - File contains is the result of executing the show running command from a 
device running Cisco's IOS. 
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This is a required parameter. 
 
      Example: 
   ofiller -i csv -o all_objects.txt -f input.txt 
 
 -f - input File - Takes the input from the specified file. See details on –i switch on how this file 
needs to be formatted. Required parameter.  
 
      Example: 
   ofiller -f my_old_5XT.cfg -o output.dbedit -i ne tscreen 
 
 -p - Policy name - It specifies the policy name that the imported policy will have when it's 
imported into the SmartCenter. It also used to tell Object Filler that you want to import a policy.  If 
you don't specify this switch, even if the configuration contains a policy, Object Filler won't try to 
process it. This switch is only valid for the supported input files, currently Cisco PIX, Cisco 
Routers and CSV Files. Optional parameter . 
 
      Example: 
   ofiller -p mypolicy -f Conf_PIX515.txt -o output .dbedit -i pix 
  
 -nopv - No Policy Verification - This switch is used to decide if the objects will be verified to see if 
they were processed by Object Filler on this run or not. If it is not specified, when importing 
policies, all the objects present in rules definition that have not been processed on this Object 
Filler run, will be translated to \"Any\". If you use this switch when objects are being processed, 
then duplicates (same IP with different object name for example) will be allowed. Optional 
Parameter.  
 
      Example: 
   ofiller -nopv -p mypolicy -f new_rules.csv -o ou tput.dbedit -i csv 
 
 -c - Color - The color we'll use to build the objects. Can be black blue, green, gray, red, pink, 
brown, cyan, yellow, orange, magenta, sienna, gold, coral, firebrick. When importing from a File, 
this parameter will take precedence over any specified color on the importing file. Optional 
parameter.   
 
      Example: 
   ofiller -c blue -f c:\files\my_old_535.txt -i pi x -o d:\\tmp\\objects.txt  
 
 -t - object Type - It's the object type we'll build can be host, cpgw (Check Point Gateway), ss 
(SecureServers - Check Point Host), idevice (Interoperable Device), plaingw (Plain Gateway)  or  
ose (OSE  Device). This parameter will be relevant only if importing from a hosts file. If specified 
with any other type of file, it will be ignored. Optional parameter . 
 
      Example: 
      ofiller -t ss -f /etc/hosts -i hosts -o /home/admins/root/host_smc.txt 
 
 -o - Output file - The name of the file where resulting DBedit commands will be stored. Please 
make sure you have enough disk space to store all produced commands. To calculate this pace, 
take an average of 750 bytes per object to process. The File must not exist previously.. If it exists, 
the execution of the program will be aborted. This switch is mutually exclusive with -a (i.e.  if you 
can only specify  -a or -o, but must at least use one of them). Required parameter if –a was not 
specified.  
 
      Example: 
   ofiller -o all_objects.dbedit -i csv -f input.tx t 
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 -a - Ascii file - The name of the file where resulting CSV information will be stored. This is an 
alternative to -a, and instead of writing DBedit commands, Object Filler writes information 
regarding the created objects (name, ip, comments, etc.) on CSV format, so you can take a  look  
on a spreadsheet program first.  Please make sure you have enough disk space to store all 
produced commands. To calculate this space, take an average of 120 bytes per object to 
process.  File must not exist previously.  This switch is mutually exclusive with -o (i.e. if you can       
only specify -a or -o, bust must at least use one of them). Required parameter if –o was not 
specified.  
 
      Example: 
   ofiller -a all_objects.csv -i netscreen -f ns520 0.conf 
 
 -nonat - Use this option if you want that the importing file NAT statements not to be processed. 
This will cause that build objects won't be NATTEd, even if they are on the original configuration 
used to feed Object Filler. Optional parameter.  
 
      Example: 
   ofiller -a all_objects.csv -i netscreen -f ns520 0.conf -nonat 
 
 -v - Verbose mode - shows on the console (the screen) details on how the processing is being 
done line-by-line. This is very useful especially when importing files, since it says how each line 
was treated. Optional parameter.  
 
      Example: 
   ofiller -v -i csv -o all_objects.txt -f input.tx t  

 
 
10.5 Program syntax #3 : Specifying arguments from command line 
ofiller  -t type -s ip -d ip -m mask [-c color] 
         [-n ip | -ns ip -nd ip -nm mask] [-b obj] [-o|-a] file [-v] 

 
 -t - object Type - It's the object type we'll build. It can be:  

cpgw (Check  Point  Gateways)   
   ss (Check Point Hosts)  

host (Plain hosts)  
       plaingw (Plain Gateways)  
 net (Plain Networks) 

range (IP Address ranges)  
ose (OSE Devices)  
idevice (Interoperable devices)  
ledge (SmartLSM VPN-1 Edge X gateways)  
lip40 (SmartLSM IP40 gateways)  

 
For the last 2 type of objects, please see the notes at the end of  this document section. 
 
      The object type is a Required parameter . 
 
      Example: 
   ofiller -t host -s 10.2.3.4 -d 10.2.3.99 -m 24 - o output.dbedit  
 
 -s - Source ip - Indicates the first IP we'll use to build the ranges. Note that when building 
SmartLSM Edge X or IP40 gateways, this initial IP cannot be smaller than 0.0.0.10 (and it's 
recommended to be 0.0.0.10). Required parameter .  
 
      Example: 
   ofiller -s 10.2.3.4 -t net -d 10.2.30.99 -m 24 - o output.dbedit  
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 -d - Destination ip - Indicates the IP where the range finishes. It must be "bigger" (network-wise) 
than Source IP. Note than when building SmartLSM Edge X or IP40 gateways, this ending IP 
cannot be bigger than 0.0.254.254. Required parameter . 
 
      Example: 
   ofiller -d 10.2.30.99 -t net -s 10.2.3.4 -m 24 - o output.dbedit  
 
 -m - Mask - The mask that we'll use to build the objects.   Must  be  between 
      8 and 30 bits. Required parameter. 
 00 bits = 0.0.0.0   08 bits = 255.0.0.0     
  09 bits = 255.128.0.0   10 bits = 255.192.0.0    
 11 bits = 255.224.0.0   12 bits = 255.240.0.0    
 13 bits = 255.248.0.0   14 bits = 255.252.0.0    
 15 bits = 255.254.0.0   16 bits = 255.255.0.0    
 17 bits = 255.255.128.0   18 bits = 255.255.192.0    
 19 bits = 255.255.224.0   20 bits = 255.255.240.0    
 21 bits = 255.255.248.0   22 bits = 255.255.252.0    
 23 bits = 255.255.254.0   24 bits = 255.255.255.0    
 25 bits = 255.255.255.128  26 bits = 255.255.255.192   
 27 bits = 255.255.255.224  28 bits = 255.255.255.240   
 29 bits = 255.255.255.248  30 bits = 255.255.255.252 
 32 bits = 255.255.255.255 
 
      Example: 
    ofiller -m 25 -t net -s 10.2.3.0 -d 10.2.30.0 -o net.dbedit  
 
 -c - Color – The color we'll use to build the objects. See Appendix B for a list of valid Colors. 
Optional parameter. 
 
      Example: 
   ofiller -c sienna -m 25 -t net -s 10.2.3.0 -d 10 .2.30.0 -o net.dbedit  
 
 -n - NAT ip - The IP behind which the objects will be automatically NATted. If not specified, no 
NAT will be done to created objects. Only Hide NAT is supported on this syntax. It cannot be 
used with -ns,  -nd  and -nm switches. Optional parameter .  
 
      Example: 
   ofiller -n 192.168.1.3 -m 25 -t net -s 10.2.3.0 -d 10.2.9.0 -o n.txt 
 
 -ns, nd, nm - NAT range Starting ip, NAT range Destination ip, NAT range Mask - The IP 
address range behind which the created objects will be Hide NATted.  Sometimes there is a big 
network  (let's say a Class B network) with internal addressing, and then a C Class network with 
valid addresses.  These switches allow the administrator to bind every created object to a 
different IP from a declared valid network. This way, if we have the 10.10.0.0/16 invalid network, 
and then the 172.16.200.0/24 valid segment, we can use Object Filler to automatically create 
objects like 10.10.0.0/24 NATted behind 172.16.200.1, then 10.10.1.0/24 NATted behind 
172.16.200.2, next 10.10.2.0/24 NATted behind 172.16.200.3 and so on. When 172.16.200.254 
(the last IP of the valid range) is reached, then the next object will be NATted using 172.16.200.1 
(the first IP in the NATting range) again.. – Optional parameters  
 
      Example: 
   ofiller -ns 192.168.200.0 -nd 192.168.201.255 -n m 24 -s 10.10.0.0 -d 
10.20.255.255 -m 24 -t net -o nets.dbedit 
 
 -b - hiding oBject - The name of the Check Point gateway object which will NAT hide the created 
objects. Optional parameter, but when specified -n must be also used. This object must exist on  
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the SmartCenter before you attempt to use this switch, and the name of the object in the 
SmartCenter must be exactly as specified here, as all involved programs (including ofiller and 
DBedit) are case sensitive. If -n was given, but -b not specified, then objects will hide behind All 
gateways (*All) as default. Optional parameter.  
 
      Example: 
   ofiller -b The_Wall -n 10.9.8.7 -m 25 -t net -s 10.2.3.0 -d 10.20.9.0 -o 
x.txt 
 
-o - Output file - The name of the file where resulting DBedit commands will be stored. Please 
make sure you have enough disk space to store all produced commands. To calculate this pace, 
take an average of 750 bytes per object to process. The File must not exist previously.. If it exists, 
the execution of the program will be aborted. This switch is mutually exclusive with -a (i.e.  if you 
can only specify  -a or -o, but must at least use one of them). Required parameter if –a was not 
specified.  
 
      Example: 
   ofiller -o dbedit_commands.txt -s 10.2.3.0 -d 10 .2.3.9 -m 25 -t host  
 
 -a - Ascii file - The name of the file where resulting CSV information will be stored. This is an 
alternative to -a, and instead of writing DBedit commands, Object Filler writes information 
regarding the created objects (name, ip, comments, etc.) on CSV format, so you can take a  look  
on a spreadsheet program first.  Please make sure you have enough disk space to store all 
produced commands. To calculate this space, take an average of 120 bytes per object to 
process.  File must not exist previously.  This switch is mutually exclusive with -o (i.e. if you can       
only specify -a or -o, bust must at least use one of them). Required parameter if –o was not 
specified.  
 
      Example: 
   ofiller -a preview.csv -s 10.2.3.0 -d 10.2.3.9 - m 25 -t host  
 
-v - Verbose mode - shows on the console (the screen) details on how the processing is being 
done line-by-line. This is very useful especially when importing files, since it says how each line 
was treated. Optional parameter.  
 
      Example: 
   ofiller –v -o dbedit_commands.txt -s 10.2.3.0 -d  10.2.3.9 -m 25 -t host  
 
10.6 Building SmartLSM Objects with command line 
When building SmartLSM ROBO gateways (ledge or lip40 object types), there are some rules 
that apply, and you must know: 
- Object Filler assumes there are no previously created SmartLSM or regular Edge/Embedded 
NG objects previously created, nor any kind of profiles, nor any dynamic objects 
- The first IP cannot be lower than 0.0.0.10 
- The last IP cannot be higher than 0.0.254.254 
- Automatically creates a SmartLSM VPN-1 Edge/Embedded NG profile called gen_profile with IP 
0.0.0.8, used as the default profile on the created ROBO gateways. 
- Automatically creates a Dynamic Object called gen_dyn_obj with IP 0.0.0.9 used on the created 
ROBO gateways. 
- Automatically assigns the IP Address range 1.2.3.4-1.2.3.5 to all created objects. 
- It doesn't assign any registration key for the created ROBO gateways. 
 
Important note regarding IP addresses for SmartLSM related objects from command line 
When building SmartLSM ROBO gateways with the command line, specified IP Addresses for the 
objects must be in the range from 0.0.0.10 to 0.0.254.254. Please note that you *must make 
sure* that no duplicate IPaddress exist on the configuration. To assure this, please log in to the 
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SmartLSM GUI, sort the elements by "ID" (second column from left to right) and make sure the 
IPs you are specifying are not listed there. Then, use Object Dumper to dump the contents of 
your current Objects_5_0.C file and see that no profile or dynamic object is already using the IPs 
you're trying to assign. 
 
To avoid any problems or IP conflicts in any case, is highly  recommended to have the 
SmartCenter Server clean of SmarLSM objects, dynamic objects, profiles or any kind of dynamic 
objects. This is, you should use Object Filler just for the initial configuration, unless you know 
what you're doing. 
 
The usual recommendation when building SmartLSM VPN-1/Embedded ROBO gateways using 
the command line, is to direct the output to a CSV file using the -a option of Object Filler: 
ofiller -t lip40 -s 0.0.0.10 -d 0.0.0.210 -m 24 -a output.csv 
 
Then edit the resulting file (output.csv on this case) to fill it with the proper ROBO gateway 
information. Finally, use the -i csv option to build the DBedit commands: 
ofiller -f output.csv -i csv -o robogws.dbedit 
 
This way, you can greatly automate the building of the new ROBO gateways. 
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10.7 Examples of program execution 
 
 ofiller -f source.csv -i csv -o objects.txt 
Will take data from file source.csv , with CSV format and leave results (DBedit commands) on a 
file named objects.txt 
 
 ofiller -i csv -f source.csv -o objects.txt -v > r esults.txt 
Same as above, but now the program's verbose output will be directed to a file named results.txt, 
instead of the console, so you may review it later. 
 
 ofiller -i csv -f source.csv –p policy –nopv -o ob jects.txt -v > results.txt 
Same as above, but now the tool will look for policies contained on the source CSV file. 
Duplicates will be allowed on the objects and no consistency checks will be performed on the 
rules versus the processed objects, which is probably the best when importing a policy that was 
created manually before. 
 
 ofiller -t hosts -s 10.0.0.0 -d 10.100.0.0 -m 24 - o hosts.dbedit 
Will build hosts from 10.0.0.0 to 10.100.0.0 skipping network addresses as well as broadcast 
addresses, using 24 bits as objects netmask. Output will be directed to hosts.DBedit file 
 
 ofiller -t nets -s 2.0.0.0 -d 2.5.6.2 -m 24 -c blu e -n 1.2.3.4 -b FireWall -o 
nets.txt 
Will build networks from 2.0.0.0 to 2.5.6.2 skipping broadcast addresses, using 24 bits as objects’ 
netmask.  Objects will be created on color blue, Hide NATed behind 1.2.3.4 and an object named  
FireWall.  This firewall gateway name must be exactly as specified here, as program is case 
sensitive. 
 
 ofiller -f 535.conf -o imp_pix.csv -i pix -v 
Will import a PIX configuration from a file named 535.conf and leave the output (CSV formatted) 
in the file imp_pix.csv.  
 
 ofiller -f 535.conf -o imp_pix.csv –p Imported_Pol icy –nopv -i pix -v 
Will import a PIX configuration from a file named 535.conf and leave the output (CSV formatted) 
in the file imp_pix.csv – In this case, a policy package named “Imported_Policy” will be created, 
containing all the rules imported from the PIX configuration. Duplicates will be allowed and 
consistency checks on the policy will not be performed (Which is usually better when importing 
policies from PIX). 
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11. Importing configurations from files with Object Filler 
11.1 Importing files in general 
First thing you have to know is that Object Filler and Object Dumper don't need dos2unix 
conversions on input files . This is, if you get a file from a Solaris or Nokia IPSO machine, you 
can get it to Windows, and it doesn't matter the format you transfer it with, will be processed the 
right  way. However, for the output files  may need dos2unix conversions if you move files to a 
different machine from which they were generated. If you're transferring a DBedit command file 
(the results from running Object Filler) over FTP, you must transfer it as ASCII, not Binary file.  
 
Always try to use the ASCII output mode (-a switch) to review what Object Filler would do, review 
the results, and then run Object Filler again on the original file, but using the DBedit mode (-o 
switch) to finally produce the DBedit commands you’ll use to import into the SmartCenter. 
 
If when you run Object Filler you don't choose the right file type (i.e. you ask to translate a PIX 
configuration, whereas you have in the file a Juniper/NetScreen configuration), Object Filler will 
try to figure that out and will tell you this suspicious status, but don’t rely on this mechanism and 
always try to specify the right type of file. 
 
Please be aware that if you have already an object that has the same name of an object you're 
importing, the only property of the object that will be modified is the IP Address, and if the object 
is also NATted, the NATting properties will be modified too... 
 
In general, if you are going to populate a SmartCenter that already has data on it, it is strongly 
recommended to export your current list of objects (using Object Dumper), and compare it to the 
one that will be imported. This may be done using the ASCII output mode (-a) of Object Filler and 
viewing and sorting it with a spreadsheet program along with the current configuration exported 
by Object Dumper. This way you will notice which object have chances to be modified before you 
do any changes to your live configuration. 
 
If possible, it is recommended to use Object Filler only to populate empty SmartCenter Servers. 
 
11.2 Comma Separated Values (CSV) file type 
This is by far the most powerful (but also the more complex) file format supported by Object Filler. 
 
File must be formatted on CSV format, i.e. all values must be separated by a comma. The only 
special consideration is that columns order must be preserved as declared on the sample file and 
as is explained below. Non-used spaces can be just left empty (or filled with zeroes), but the 
space still has to be defined by a comma however. 

11.2.1 Format of the CSV File used by Object Filler  
This is the definition of the CSV file format used by Object Filler to take information to build or 
modify objects from.  
 
Also, this type of file is quite important as it is  the format on which Object Dumper leaves 
the information after processing the input files sp ecified for it. 
 
- Column 1 – Object Name  
The name the object will have. Please consider the naming conventions for objects on 
SmartCenter. Usually the more important things to remember here are: No spaces are allowed 
(use dashes and underscores instead), names must start with a letter (no numbers), and limit the 
names shorter than 32 characters. 
 
- Column 2 - Type of object or operation.  
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Use the same as the supported object types on Object Filler with command line, or the ones 
listed in the table with supported types above: cluster, member, connectra, dynamicgw, cpgw, ss, 
interspect, edge, domain, dynamic, emptygrp, interface, idevice, range, mcastrange, net, exclgrp, 
group, ose, plaingw, host, lip40, lprofile, ledge, cifsresource, ftpresource, smtpresource, 
tcpresource, uriresource, tcp, udp, icmp, rpc, dcerpc, other, srvgroup.  Please see documentation 
below for building groups.  
 
When creating interfaces, it’s important that the interface is defined after the gateway that owns 
such interface is define. If you define it before, the creation of such interface will not complain on 
Object Filler, but at the import time with DBedit, it will fail. 
 
If you are changing the properties of an object, it’s also accepted on this column to have specified 
modss, modcpgw, moddynamicgw, modcluster, modhost, modnet, modconnectra, modinterspect, 
modplaingw, modidevice, modose, modrange, modtcp, modudp. 
 
The type field can also be used to specify an operation. Currently RENAME  (to change the  
name of a network object) and DELETE  (to delete a network object)  operations are supported. 
Provided object names must match the case of the real object names. Objects are not verified 
that they were processed by Object Filler before, nor that they currently exist on the SmartCenter. 
 
- Column 3 - IP Address, Initial IP Address, Port Number.  
This column usually contains the object's main IP address in "dotted" format like 1.2.3.4  
In the case of IP Address ranges, this column contains the initial IP of the range.  
In the case of TCP or UDP Services, it contains the port number, which can have a preceding > 
or < sign. 
 
- Column 4 – Netmask, Final IP Address, SofaWare device type, Timeout 
This column regularly specified the netmask in "dotted" format like 255.255.0.0 or 255.255.252.0. 
However, in the case of IP Address ranges, this column contains the final IP address of the 
range.  
In the case of TCP or UDP services, it contains the timeout for the service, which can be either 
“default” (the default global timeout specified in the SmartCenter), or a number in seconds.  
In the case of SofaWare devices, this column may contain the SofaWare device type 
(EdgeX,EdgeS,EdgeW, IP30, IP40, SBlade, SBlade300). 
 
- Column 5 – Color or Main device 
This column contains the color of the object. For a list of valid colors, please see Appendix B. 
When no valid color is specified, then black is assumed. 
However, if the object being specified is an interface, then this column contains the name of the 
network object (usually a gateway) that owns such defined interface 
 
- Column 6 – NATting IP, Interface location, replies accepted, version, edge device settings 
This column contains the NATting IP behind which the object will be NATted. This is optional. 
When the object being processed is an interface, however, this column contains the interface 
location (internal or external).  
If the object is a service in the other hand, then it specifies if the service accepts replies or not. If 
they are accepted, then the column should list the word replies. 
If the object is an InterSpect or Connectra device, this column will show the software version 
installed on the device (version1, version2 or NGX for InterSpect devices or version2, version60, 
version61 for Connectras).  
If the object is a SofaWare (Edge) device, then this column will contain the settings for the device 
either dynamicip or staticip, and internal or external, on any combitation. These settings will be 
separated by a semicolon such as dynamicip;internal or staticip;external. 
 
- Column 7 – NATting object, Interface Topology, Administration port, VPN settings 
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The name of the Check Point Gateway behind which the object hides. This is especially useful 
when the same SmartCenter is managing several Check Point firewalled gateways, and you want 
to perform NAT using only one of them. If not specified (if the column is empty, but NATting IP 
has being specified), or if All is used, then it will hide behind *All the gateways managed by the 
SmartCenter.  
In the case of Interfaces, this column specifies the IP addresses behind this interface (the 
topology). The valid values are undefined, which means there is no topology defined; local, which 
means all the IP addresses in the network specified by the interface’s IP address; or the name of 
a network object (this has to be of type network or network object group) to be defined as the 
specific topology information for this interface. 
When the object being defined is a Connectra device, then this column contains the 
administration port for the device 
In the case of SofaWare (Edge) devices, this column holds the VPN settings for it. If the work vpn 
appears, then the object is marked as capable of doing vpn. If the word novpn appears, then the 
object is marked as not capable of doing vpn. 
 
- Column 8 - NAT type, password, source port 
It's the type of NAT that will be used for this object. Accepted values for this column are Static 
and Hide. If empty, but a NATting IP has been defined, Hide NAT type will be used by default. 
If the object being defined is a SofaWare (Edge) device, then this column holds the password, as 
well known as the Registration Key, so the device and the SmartCenter recognize each other. 
The password can appear as crypted. Object Filler always dumps the password encrypted (as in 
7c727f7321232988) and it’s recognized this way by Object Dumper. However, if you specify the 
password with the keyword crypt followed by a colon and then a cleartext password (as in 
crypt:uglyduck12), Object Filler will crypt and assign such password to the device. 
If the object is a TCP or UDP service, and has defined a source port, this source port will appear 
here.  
 
- Column 9 - Comments 
This column is used by all objects to put comments. 
 
- Column 10 – Additional properties (web;dns;mail, encdomain) 
When processing plain hosts, this column may contain the keywords web, dns and/or mail; which 
means that this object will be marked as a Web Server, DNS Server and/or Mail Server for the 
effects of SmartDefense and/or Web Intelligence settings. If several servers need to be defined, a 
semicolon should be used to separate the several server definitions. 
 
When processing Check Point Gateways, Check Point Dynamic Gateways, Check Point Clusters, 
Plain Gateways or Interoperable Devices, this column may contain the keywork encdomain, to 
specify that a manually defined encryption domain will be defined for this object 
 
- Column 11 – Protecting gateways for Web Servers, Encryption domain 
When processing plain hosts, and the host has been defined as Web Server by the previous 
column, this column may specify behind which Check Point gateways this Web Server is 
protected. If All is specified, it will be enforced behind all the gateways. If a gateway name is 
specified, this gateway will be the one specified as the protecting one. If leaved blank but 
webserver was specified in column 10, All will be assumed. 
 
When processing Check Point Gateways, Check Point Dynamic Gateways, Check Point Clusters, 
Plain Gateways or Interoperable Devices, this column contains the object (network or network 
object plain group) that will be used as the encryption domain, if the keyword encdomain was 
specified in column 10 
 
- Column 12 – Protecting gateways for DNS Server 
When processing plain hosts, and the host has been defined as DNS Server by column 10 using 
the dns keyword, this column may specify behind which Check Point gateways this DNS Server is 
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protected. If All is specified, it will be enforced behind all the gateways. If a gateway name is 
specified, this gateway will be the one specified as the protecting one. If leaved blank but dns was 
specified in column 10, All will be assumed. 
 
Examples of valid lines in a CSV file used as input for Object Filler. 
Following are a couple of examples: 
MyServer, host, 1.1.2.8,255.255.255.255, blue,         ,     ,     , HTTP Srvr 
Users,    net,  1.2.0.0,255.255.0.0,     green,10.1 .1.1, FW_3, Hide, users net 
GW1,      cpgw,10.3.3.1,255.255.255.255,  black,        ,     ,      ,Main FW 
eth0,     interface,10.3.3.1,255.255.255.0, GW1, ex ternal,    ,      , 
eth0,     interface,1.1.2.1,255.255.255.0, GW1, int ernal,Users,      , 
   
The first line will create a host named "MyServer" with IP 1.1.2.8, color blue and will have "HTTP 
Srvr" as comment. 
 
The second line will create a network named "Users" with IP 1.2.0.0 and netmask 255.255.0.0 
which will be Hide NATted behind the IP 10.1.1.1 and the Check Point gateway FW_3. In the 
comments  field  we'll  have  "users  net"  as comment. Object will be of color green. 
 
The third, fourth and fifth lines define a Check Point Gateway with interfaces that belong to it. 
 
When defining IP address ranges, you must define two IPs: the startingIP on the "IP address" 
column, and the ending IP of the range on the Netmask column (column 4).  The ending IP must 
be "greater" network wise than starting IP, or Object Filler will reject it. The following is a valid 
example: 
Int_Srvrs, range, 1.2.3.50, 1.2.3.60, green, 10.1.1 .1, GatewayA, Hide, servers 
 
This line will build an IP address range objects named "Int_Srvrs" from the IP 1.2.3.50 to IP 
1.2.3.60, with green color, NAT Hide behind IP 10.1.1.1 and  behind Check Point Gateway (which 
must be previously defined) GatewayA, and  will use "servers" for the comment field. 
When modifying properties, you may use the mod object types: 
MyServer, modhost,1.1.2.8,255.255.255.255,blue , , , ,HTTP Srvr,web;dns,GW1,GW2 
GW1,      modcpgw,1.1.2.1,255.255.255.255,black, , , ,Main FW,  encdomain,users 
 
The lines above will modify a currently existing MyServer host object, will mark it as both Web 
and DNS Server for SmartDefense and/or Web Intelligence purposes, being the Web Server 
protected by gateway GW1 and the DNS Server by gateway GW2. 
The second like will modify the already existing GW1 Check Point gateway, and will define the 
network users as the encryption domain for it. 

11.2.2 CSV file type and Service objects 
Since Object Filler 1.9.2 you can define TCP and UDP services using CSV files. Since Object 
Filler 2.0 ICMP, RPC, DCE-RCP and Other Services are also supported. 
 
The format you must follow is this: name, type, number, timeout, color, replies, expression, 
sourceport 
name is the name you will give to the service. 
type can be tcp, udp, icmp, other, rpc or dce-rpc 
number is the port number that will be assigned to the service in the case or TCP and UDP 
services. This can be a single number, the indication ">" (as in >82) meaning whatever port 
bigger than the number specified, the indication "<" which means whatever port lower than the 
number specificed (as in <81) and also a range (as in 84-98) which means whatever port in 
between those 2. The rest of the columns is ignored. For DCE-RPC services, this column should 
contain the UUID of the service. For RCP services this column indicates the program number. For 
ICMP Services this specifies the ICMP type. For services of type Other, this column is the 
protocol number of the service. 
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Timeout is the timeout for the service (the time after which a session of this service would be 
considered no longer valid) in seconds. If default is specified, then it means that the default 
timeout specified for all the services of this type in the Global Properties of the SmartCenter, will 
be applied. 
Color is the color the service object will take 
Replies indicates if the service can accept replies or not. Especially relevant for UDP services. 
Expression is used almost exclusively by service objects of type other, and indicates especial 
INSPECT code that will be used to handle the service 
Source port is especially relevant for TCP and UDP services. It describes the ports that may open 
a connection using this service. 
 
The following is an example of services definition: 
udp_81,   upd,   81,    default,green, 
tcp_bigger_82, tcp,   >82,   600, 
udp_lower_83,  udp,   <81,   default, 
my_tcp,  tcp,  998, default, red, , , >1024 
tcp_range_84-85,  tcp,   84-85, 1200,   blue, 
sample_dcerpc, dcerpc,12345678-90ab-cdef-0123-45678 90abcde,,red 
sample_other,       other, 87,    default,red,repli es,ip_cmd=RIPCMD_RESPONSE 
sample_rpc,         rpc,   100006,    ,   red, 
sample_icmp,        icmp,  6,         ,   red,  

11.2.3 CSV file type and Cluster related objects  
Beginning with Object Filler 1.8, cluster objects are also supported with CSV files. To define 
clusters, there are 2 relevant object types, and the syntax is a bit different: First you've to define 
the Cluster Members (one line per cluster member), and then you have to define the cluster 
object itself. However, when defining the cluster object, you have to split it on several lines, 
indicating instead of the network mask, an object member that belongs to such cluster. All the 
other parameters have to be the same. The following is an example: 
clmember1,  member,   10.2.99.1,  255.255.255.255,  blue, , , Cluster Member A 
clmember2,  member,   10.2.99.2,  255.255.255.255,  blue, , , Cluster Member B 
clmember3,  member,   10.2.99.3,  255.255.255.255,  blue, , , Cluster Member C 
clusterA,   cluster,  10.1.2.33,  clmember1,     gr een, , ,Cluster Object 
clusterA,   cluster,  10.1.2.33,  clmember2,     gr een, , ,Cluster Object 
clusterA,   cluster,  10.1.2.33,  clmember3,     gr een, , ,Cluster Object 
 
The first three lines define the cluster members. The last three lines define the cluster itself, and 
acknowledges clmember1, clmember2 and clmember3 as members of defined cluster "clusterA". 
Please note that all the fields are the same for the cluster, with the exception of the column to 
indicate the member. 
 
Please also note than no other Cluster's properties are set (such as synchronization network or  
cluster topology),  so  this cannot be used to backup cluster configurations. 

11.2.4 CSV file type and Groups  
As of Object Filler 1.6, defining simple groups for network objects with CSV files is supported. 
Since Object Filler 2.0, defining service groups is also supported.  
 
To do this, you must specify the name of the group on the name column (Column 1), the word 
"group" for network objects groups or “srvgroup” for service groups on the type column (Column 
2), and then specify the name of the member on the IP Address column (Column 3). If the 
member name is not an object that was processed by Object Filler in this file (or predefined), it 
will reject this member and this will be reported as such. This behaviour is by design and by 
default, so the user knows that it's trying to include a member that was not created by the file.  
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This behaviour may be changed if the –nopv switch is used when Object Filler is invoked. This 
way, even duplicates will be carried over, so no failures will occur when including objects into a 
group. 
 
Following is an example of a group definition: 
group1, group, Int_Srvrs , , , , , ,  
group1, group, Users     , , , , , ,  
group1, group, MyServer  , , , , , ,  
 
tcps1, srvgroup, tcp_81  , , , , , ,  
tcps1, srvgroup, tcp_gt90, , , , , ,  
tcps1, srvgroup, tcp_lt20, , , , , ,  
 
The previous lines will create an Object Group named "group1", whose members will be the 
previously created objects Int_Srvrs, Users and MyServer. Those lines will create a service group 
named “tcps1” whose members will be tcp_81, tcp_gt90 and tcp_lt20. 
 
Colors and comments on groups is not supported. 
 
Order is important when you are trying to add groups inside groups. If this is the case, make sure 
you have created the group you are trying to include as a member inside of another group... 

11.2.5 CSV file type and Operations over objects  
When using a CSV file as input for Object Filler, some operations over objects are supported. 
Currently only RENAME and delete operations are supported. 
 
When specifying the RENAME operation, the first object name is the original one, and the last 
name (the one specified in the Column 3, where usually the IP Address of an object is specified) 
is thenew one for the object. RENAME doesn't  change any object property, such as certificate's 
FQDN, just the name of the object. 
 
When specifying the DELETE operation, the object name declared on the  first column is the one 
that will be deleted.   
 
The following lines are a sample of operation statements using a CSV files: 
object1, rename, ObjectA  , , , , , ,  
object3, delete,          , , , , , ,   
 
The first line will produce the command to rename object1 to ObjectA. The second line will 
produce the command to delete object3. 
 
Both operations are supported only over network objects. Such operations are not supported by 
Object Filler on service objects. 
 
CSV file type is the only one that accepts operations over objects. 

11.2.6 CSV file type and SmartLSM related objects 
Since Object  Filler 1.8, defining some SmartLSM related objects is supported. These objects 
include Dynamic Objects, SmartLSM VPN-1 Edge/Embedded profiles and SmartLSM VPN-1 
Edge/Embedded ROBO gateways (types IP40 and VPN-1 Edge X Series). For this to work 
properly, SmartLSM must be enabled  first on the SmartCenter, using "LSMenabler on" 
command. 
 
The columns here are a bit different, and mean the following: 
* For Dynamic Objects 
- Column 1- name: The name of the dynamic object. Mandatory field. 



 

.                Page 41 

Object Filler & Object Dumper v2.4 - User’s Manual 
 

- Column 2 type: Must be set to "dynamic" (Without the quotes). Mandatory field. 
- Column 3 IP Address: IP for this Dynamic object. Please see note below regarding IP addresses 
for this kind of objects. Mandatory field. 
- Column 4 Mask: Must be set to 255.255.255.255 - Mandatory field. 
- Column 5 Color: Color for the object. Optional field. 
- Columns 6, 7 and 8 are not relevant 
- Column 9 Comment: The comment for the object. Optional field. 
 
* For SmartLSM VPN-1 Edge/Embedded profiles 
- Column 1- name: The name of the profile. Mandatory field. 
- Column 2 - type: Must be set to "lprofile" (Without the quotes). Mandatory field 
- Column 3- IP Address: IP for this profile object. Please see note below regarding IP addresses 
for this kind of objects. Mandatory field. 
- Column 4- Mask: Must be set to 255.255.255.255. Mandatory field. 
- Column 5- Color: Color for the object. Optional field. 
- Columns 6, 7 and 8 are not relevant 
- Column 9- Comment: The comment for the object. Optional field. 
 
* For SmartLSM VPN-1 Edge/Embedded ROBO gateways 
- Column 1- name: The name of the ROBO gateway. Mandatory field. 
- Column 2- type: Must be set to either "ledge" or "lip40" (without the quotes). ledge means type 
set to VPN-1 Edge X Series. lip40 means type set to Nokia IP40. Mandatory field. 
- Column 3- IP Address: IP for this profile object. Please see note below regarding IP addresses 
for this kind of objects. Mandatory field. 
- Column 4- Profile name: It's the name of a SmartLSM VPN-1 Edge/Embedded profile previously 
created on this CSV file, or already existing on the SmartCenter. Mandatory field. 
- Column 5- Dynamic Object: It's the name of a Dynamic Object previously created or already 
existing on the SmartCenter. It's mandatory only if you wish to assign an IP or range of IPs to be 
set as VPN domain behind the created ROBO gateway. 
- Column 6- IP or Range of IPs: Only needed and processed if a valid dynamic object has been 
specified. The IP or range of IPs will be assigned to the dynamic object. If a range needs to be 
specified, then a dash (hyphen) must be used as a delimiter between the first and the last IP of 
the given range. 
- Column 7- vpn/novpn: If set to "vpn", the previously assigned IPs to the dynamic object, will be 
exported as part of the VPN topology of this ROBO gateway. Optional field. 
- Column 8- Registration key: If specified, this will be set as the Registration Key for this ROBO 
gateway. Optional field. 
- Column 9- Comment: The comments for this ROBO gateway. Optional field. 
 
To illustrate this, the following are some examples: 
obj_dyn, dynamic ,0.0.0.19,255.255.255.255,blue,          ,     ,     ,Comments 
prof1,   lprofile,0.0.0.18,255.255.255.255,blue,          ,     ,     ,Comments 
edge_gw ,ledge,   0.0.0.20,prof1,obj_dyn,    192.16 8.10.40,vpn  ,pass1,Comments 
edge_gw2,lip40,   0.0.0.21,prof1,obj_dyn,1.2.3.4-1. 2.3.9,  novpn,word2,Comments 
 
The first line just creates a dynamic object named "obj_dyn". The IP address specified is 
necessary. Please see note below regarding IP Addresses. The object is created on color blue 
and takes "Comments" as the comment for this object. 
 
The second line creates a SmartLSM VPN-1 Edge/Embedded profile. Again, the IP address is 
necessary. Color for the object is blue and the comments are simply "Comments". 
 
The third line creates a SmartLSM VPN-1 Edge/Embedded ROBO gateway with type of it set to 
VPN-1 Edge X Series. The IP is needed (please see note below regarding IP addresses). Then 
uses  "prof1"  as  profile  (this SmartLSM VPN-1 Edge/Embedded profile must exist  previously on 
the SmartCenter, or must be created previously on the same CSV file), uses "obj_dyn" as the 
Dynamic Object, and assigns the IP 192.168.10.40 as the value for this dynamic object. Also 
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specifies that this Dynamic Object belongs to the VPN domain, and sets the Registration Key to 
"pass1". 
 
The fourth line creates a SmartLSM VPN-1 Edge/Embedded ROBO gateway with type set to 
Nokia IP40. The profile is "prof1", the Dynamic object is "obj_dyn", but this time the range 
assigned to the dynamic object is from 192.168.20.10 to 192.168.20.40 (i.e. a range instead of a 
single IP). Please note the hyphen (dash) separating both IP addresses. The Registration Key is 
set to "word2". 
 
Important note regarding IP Addresses for SmartLSM related objects 
When building SmartLSM ROBO gateways with the command line, specified IP Addresses for the 
objects must be in the range from 0.0.0.10 to 0.0.254.254. Please note that you *must make 
sure* that no duplicate IPaddress exist on the configuration. To assure this, please log in to the 
SmartLSM GUI, sort the elements by "ID" (second column from left to right) and make sure the 
IPs you are specifying are not listed there. Then, use Object Dumper to dump the contents of 
your current Objects_5_0.C file and see that no profile or dynamic object is already using the IPs 
you're trying to assign. 
 
To avoid any problems or IP conflicts in any case, is highly  recommended to have the 
SmartCenter Server clean of SmarLSM objects, dynamic objects, profiles or any kind of dynamic 
objects. This is, you should use Object Filler just for the initial configuration, unless you know 
what you're doing. 

11.2.7 CSV file type and SofaWare (Edge) devices 
Since Object Filler 2.4, regular (not SmartLSM) SofaWare (Edge devices) are supported. There 
are a few things that must be known about these object types. 
 
First, the column order is a little bit different, and is as follows: 
- Column 1- Name. The first column indicates the object name. 
- Column 2-Type. The second column indicates this is an edge object and the keyword edge 
should appear here exclusively 
- Column 3- IP address. The third column shows the IP address. If the object is a Dynamic IP 
object, then the IP address is going to begin with “0.0” on the first octets of it. If you are dumping 
the configuration from a SmartCenter or CMA, then you should not worry about this. If you are 
creating the objects, make sure you don’t conflict with any existing addresses on the 
SmartCenter. For this, please dump first the existing configuration and see what IP addresses are 
available for the new objects. 
- Column 4- Edge type. This column will tell Object Filler what Edge type should create. Valid 
types are: EdgeS (VPN-1 Edge Series S), EdgeX (VPN-1 Edge Series X), EdgeW (VPN-1 Edge 
Wireless), IP30 (Nokia IP30), IP40 (Nokia IP 40), Sblade (SecureBlade), Sblade300 
(SecureBlade 300) 
- Column 5 –Color. Object Color. 
- Column 6 -Device settings. It tells Object Filler settings about management and IP addressing: if 
the device has Dynamic (dynamicip) or Static IP (staticip), as well as if the device is managed by 
the SmartCenter (internal) or If it is externally managed (external). 
- Column 7- VPN settings. Tells Object Filler if the device is capable of doing VPN (on which case 
the keyword vpn appears) or if it is not (on which case the keyword novpn appears) 
- Column 8 – Password. The password is the Registration Key you enter when you create an 
Edge device within the SmartDashboard. There are 2 different ways on how you can provide the 
password here. One is dumping it from an existing configuration, on which case the password 
would be already encrypted. If you are creating a new object, just put the password you want to 
use preceded with the keyword crypt: (notice the colon). The password must be between 8 to 32 
characters long to be accepted as valid. If the password doesn’t match the criteria, then it will be 
reset to abcd1234 by Object Filler. This would be notified only if the switch –v (verbose mode) 
was specified when Object Filler was invoked on the Command Line 
- Column 9 – This column  holds the comments  
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- Column 10 - encdomain keyword. If this column includes the keywork encdomain indicated the 
next column has a network object that acts as the VPN encryption domain for this Edge device. 
- Column 11 - Encryption domain object. If in the column 10 the encdomain keyword was 
specified, this column should hold the network object used as encryption domain. The object 
specified should exist previously on the Check Point Objects Database. 
 
Below are some examples: 
IP30A,edge,0.0.0.6,IP30,red,dynamicip;internal,vpn, 70767b772d272d8c,Branch 
1,encdomain,Net_Remote_A, 
This indicates to Object Filler to create an object called IP30A, with the IP address 0.0.0.6, object 
type Nokia IP 30 and color red. This object has Dynamic IP, is managed internally (by the current 
SmartCenter or CMA). This device can do VPN and the password is already encrypted (possibly 
because this object was exported from an existing configuration). The comment for this object is 
“Branch 1”. There is an encryption domain represented by the Network Object Net_Remote_A 
 
EdgeX1,edge,8.8.8.8,EdgeX,green,staticip;external,n ovpn,crypt:123momia,, 
This indicated to Object Filler to create an object called EdgeX1, the IP address is 8.8.8.8. The 
object type is VPN-1 Edge X, the object color is green. As well this device has statically assigned 
IP address, is externally managed (managed by itself or by another SmartCenter or CMA), it 
cannot do VPN, and the password will be encrypted by Object Filler, taking as source the 
password 123momia. 
 

11.2.8 CSV file type and Resources 
Since Object Filler 2.4, resources are supported. However it must be noted that the resource 
configuration is NOT carried over when a resource is exported with Object Dumper and then 
imported with Object Filler. This is, is NOT possible to specify configurations for the resources as 
Object Dumper would NOT recognize them. The resources are always created with the defaults 
(as if they had no configuration on them). So, be careful when using resources with Object Filler. 
 
- Column 1 – Name. Specifies the name of the resource. 
- Column 2 - Resource type. It can be cifsresource, ftpresource, smtpresource, tcpresource, or 
uriresource  
- Columns 3 and 4 are empty 
- Column  5 - Color goes here 
- Columns 6 through 8 are empty 
- Column 9 - Comments go on this Column 
 
Examples of resources are shown below: 
 
Recurso_CIFS,cifsresource,,,yellow,,,,CIFS Resource  with defaults,,, 
RecursoFTP,ftpresource,,,light coral,,,,FTP Resourc e,,, 
Recurso_SMTP,smtpresource,,,darkorange3,,,,This a i s a 'SMTP Resource',,, 
Recurso_TCP,tcpresource,,,navy blue,,,,Created_by_O bject_Filler_v2.3A3 
RecursoURI,uriresource,,,gray90,,,,This is a 'uri r esource' 
 
Object Dumper and Object Filler recognize CIFS, FTP, SMTP, URI and TCP resources. 
 

11.2.9 CSV file type and importing security rules  
 
Since Object Filler 1.9.2, importing basic security rules from CSV files is possible, and since 
version 2.4 the rules are fully supported. When importing security rules, the syntax for the line is 
the following:  
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security_rule,source,destination,vpn,service,action ,track,install_on,time, 
comment 
 
Where: 
security_rule is a key word that specified object filler to treat this line as a security rule definition. 
It must be like this. 
source is a network object. You can specify several, using a semicolon (;) as separator. If a User 
Group is specified as source, (such as in Authentication or Remote Access VPN rules) such User 
group must exist previously to create the rule, or errors will occur when trying to open the policy 
with SmartDashboard. 
destination is a network object. You can specify several, using a semicolon  (;) as separator. 
vpn are the VPN communities used by this rule. If a VPN Community is specified, such 
community must exist previously to the creation of the rule, or the rule creation with DBedit will 
fail. 
service is the service object for this rule. You can specify several, using a semicolon (;) as 
separator.  
Action can be Accept, Drop, Reject, UserAuth, ClientAuth, SessionAuth. Any other action is NOT 
supported 
Track can be Log, Account, Alert, SNMPTrap, Mail, UserDefined, UserDefined2, UserDefined3 or 
None. Any other action is NOT supported. 
Install_on can be any Check Point gateway object, a VPN-1 Edge object, or the word "Any". You 
can specify several, using a semicolon (;) as separator. The objects referenced here by the rule, 
must exist previously. The object must be marked as Check Point Gateway Firewall object or 
VPN-1 Edge object, or the rule creation with DBedit will fail. 
Time can be a time object, or the word "Any". You can specify several, using a semicolon (;) as 
separator. 
 
The following are examples of valid rules defined: 
security_rule, Server1,      Srv2,      Any, tcp_81 ,     accept, log, Any, Any,   
security_rule, Host_X;HostY, Any,       Any, http,      accept, log, Any, Any, XYZ 
security_rule, Group1@Any,   MyNet,     RA,  sqlnet 1,    accept, log, Any, Any,   
security_rule, Group2@Any,   SrvHTTP,   Any, http-> uri1, UserAuth, log, Any, Any,   
security_rule, !Internal_LAN, Srv1;Srv2, Any, NBT,      accept, log, Any, Any, Comment 
security_rule, LocalMachine, Any,       Any, icmp-p roto, drop,   None,Any, Any,   
security_rule, InternalNet,  Any,       Any, ftp;te lnet, accept, Log, Any, Any,   
security_rule, Any,          Any,       Any, Any,        drop,   log, Any, Any,   

 
If possible, whenever you are trying to import security rules, first create the objects, and then, 
once all the objects are created successfully, then proceed to import the policy. This way the 
chance for errors will be minimized. 
 
The processing of rules is affected by the Object Filler switch –nopv – If this switch is not 
specified, Object Filler will try to check that the objects specified in the rules were processed 
before (or are part of the predefined objects). If they were not processed (or predefined), they will 
be substituted by “Any”.  
 
If –nopv is specified, the checks mentioned above are not performed. 
 
If some field is negated, this may be specified adding an exclamation sign (!) before the specific 
field. In the following example, the source, which in this case is Internal_LAN, is negated: 
security_rule, !Internal_LAN, Srv1;Srv2, Any, NBT,      accept, log, Any, Any, Comment 

 
Only the rule source, rule destination and rule service fields can be negated. 
 
Disabled Security rules will be recognized using the keywork disabled_sec_rule in the first 
column. The following would be a disabled security rule: 
 
disabled_sec_rule, !Internal_LAN, Srv1, Any, NBT,      accept, log, Any, Any, Comment 
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Section headers are properly recognized and processed both by Object Dumper, and Object 
Filler while importing rules from CSV Files. If a section header is specified, it should be done 
using the keyword section_header in the first column, instead of security_rule, as in the following 
example: 
section_header, OPSEC_rulebase  
 

Last, but not least by any means, come the Rulebase Headers. These are identified as 
rulebase_header. These tags are special because they identify a new Policy (or rulebase) within 
the list of rules. One example is as follows: 
 
rulebase_header,Standard 
security_rule,Any,Global_WebMail,Any,gsmtp;ghttp,Ac cept,Account,Any,Any, 
rulebase_header,Policy1 
section_header,"Hide rule" 
security_rule,Any,ngxr62,Any,Any,Drop,Alert,ngxr62, Any,"Hide Rule" 
section_header,"Incoming firewall rules" 
disabled_sec_rule,Any,Internal_Nets;DMZ_172.16.87.0 ,Any,Any,Accept,Log,ngxr62,Any, 
section_header,"Outgoing firewall rules" 
security_rule,Internal_Nets,!Internal_Nets,Any,Any, Accept,Log,ngxr62,Any, 
section_header,"Clean-up rule" 
security_rule,Any,Any,Any,Any,Drop,Log,ngxr62,Any," Clean-up rule" 

 
O the above case there are 2 rulebase headers, which identify 2 policies (or 2 rulebases). One for 
a policy named Standard and one for a policy named Policy1. Whenever you see those and you  
use Object Filler over them, make sure a policy named as this doesn’t exist on the SmartCenter 
or CMA you are dealing with, or a conflict will arise giving errors at the time you import the 
configuration using DBedit. To verify there are no policies named the same way, you may try to 
Open the policies from SmartDashboard  (File Menu, Open option) and see the available policies 
there. Take special care with the policy named Standard, since this is the default name for the 
default policy, and you must change the name on the CSV file before importing the configuration 
with Object Filler and DBedit. 
 
 
11.3 List (list) file type 
Specified file must contain 2 mandatory fields: IP Address and netmask.  Additional optional 
columns are color, IP behind which NAT will be done, object behind which NAT will be done, and 
NAT type (Hide or Static). The explanation for all those columns is exactly the same as for the 
CSV file type. 
 
Object Filler automatically calculates (based on provided netmask) if the object is a network, a 
host, an IP Address range or a group, then generates a name (unless it's a Group, for which the 
name it's expected to be the first parameter) and the appropriate network object. Due this, the 
only supported object types are hosts, networks, IP address ranges, and groups.  Check Point 
Hosts, Check Point Gateways, Check Point Dynamic Gateways, Plain Gateways, Interoperable 
Devices, OSE devices and the others are not supported on this type of file. If you need those, 
please take a look on the CSV file type. 
 
When building IP Address Ranges, you must enter the starting range IP on the first (IP Address 
column) and the ending range IP on the second (netmask) column. Ending IP must be "greater" 
network-wise than the starting IP. 
 
If you whish to build Groups, all you have to do is to specify the name of the member on the IP 
Address column, and the IP of the member on the netmask column. If the member (i.e. if the 
object corresponding to this IP) was not processed before in this file, Object Filler will reject this 
member.  This behavior is by design, so the user knows that it's trying to include a member that 
was not created by the file. You cannot include groups as members of another group while you 
are importing a List type of file: this is supported only with CSV files. Also, comments and color 
for groups is not supported. 
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11.4 Hosts (hosts) file type 
Indicated file has the format of a hosts file (/etc/hosts on Un*x systems, or 
%SYSTEMROOT%\system32\drivers\etc\hosts on Microsoft Windows systems). Object Filler 
automatically generates hosts objects using the name and IP listed on the file. 
 
When importing hosts files, you may specify an object type besides plain hosts in the Object 
Filler’s command line with the –t switch, so you can actually build OSE Devices or Plain 
Gateways for example. 
 
 
11.5 Cisco PIX (pix) file type 
When importing from Cisco PIX, following versions were tested: 5.1(1), 5.1(2),  5.1(4), 6.1(4), 
6.2(2), 6.3(1).  
 
The file entered as input for this option is the configuration listing from a Cisco PIX device. You 
can get this information from a PIX device using the command "show running" or "write terminal".  
 
When importing from Cisco PIX, Object Filler will only recognize plain Hosts, OSE devices (for 
the interfaces of  the PIX device itself) and Networks. Object Filler will recognize all valid IPs that 
are listed in the configuration, not only those from the rulebase, and will process it.  
 
Names on the objects are assigned according to the object type recognized (OSE, Host or 
Network). 
 
By default NATted objects (Static or Hide) are supported. As a matter of fact, Object Filler by 
default processes the NAT statements first 
 
In the case of static NAT, NATting to the outside interface it's privileged, this is, if the same IP is 
NATted on several interfaces, Object Filler will try to leave as the imported NAT the one that 
faces to the outside interface. If no outside interface is declared, then the first static statement 
found is applied. 
 
If several global statements are bound to the same NAT ID, only the first IP of all of them will be 
used, and the outside interface will be preferred also. 
 
In the other hand, all NAT statements are processed. If several NAT statements belong to the 
same NAT ID, all of them are processed to the first global IP specified for such NAT ID, as 
explained before. 
 
Object Filler won't process ranges (i.e.  when IP addresses are in the format aaa.bbb.ccc.ddd-
www.xxx.yyy.zzz - Example: 1.2.3.4-1.2.3.10). In those cases, the program will split the range 
and will take in account just the first IP (1.2.3.4 from our example). 
 
NAT processing is also affected by the –nonat switch of Object Filler. If this switch is specified, no 
NAT processing will occur at all. 
 
Since Object Filler 1.9.2 the import of rules from Cisco PIX configuration files is also supported. 
The only supported rules that may be imported are the ones specified with the access-list 
statement. To make this happen, you have to specify the –p (policy) switch in the Object Filler’s 
command line. 
 
If there are several access-lists in the same configuration, all the access-lists will be imported, but 
they will be separated using a standard policy tag in the imported configuration 
 
-neq statements on Access Lists is not supported. 
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To open the imported policy in the SmartDashboard (once you have imported the configuration 
via DBedit), go to File, Open. You will see the Object Filler imported policy there. 
 
 
11.6 Juniper/NetScreen ScreenOS (netscreen) 
When importing from Juniper/NetScreen devices, ScreenOS from NS5XT, NS100, NS500 and 
NS5200 devices were used for testing. Tests have been conducted using ScreenOS 4.X and 5.X 
versions of the OS. 
 
The file entered as input for this option should be the configuration listing from the 
Juniper/NetScreen device. You can get this information from the device using the command "get 
config all".  
 
When importing from Juniper/NetScreen, Object Filler will only recognize Hosts and Networks as 
valid types. Object Filler will recognize all valid IPs (not only those from the rulebase, but any IP) 
and process it. However, only Check Point gateways (for the IPs of the device itself), plain Hosts 
and Networks will be recognized and built. 
 
Names on the objects are assigned according to the object type recognized (Check Point 
Gateway, Host or Network) 
 
Static NATted (mip) objects are supported. Hide NATted (dip) and PAT (vip) objects are not 
supported. 
 
  
11.7 SecureComputing Gauntlet (gauntlet) 
Importing from Gauntlet was tested with version 5.5 running over Solaris. The configuration files 
needed may be found under /usr/local/etc/mgmt - but this may change.  
 
Newer Gauntlet versions should work, but were not tested.  Any reports of Object Filler running 
over other versions would be appreciated.  
 
Only hosts and subnets are recognized, no other types of objects are built. Name is not imported 
from file. Instead, a new name is built according to the object type recognized. 
 
No NAT conversions are done while converting from Gauntlet, mainly because of the lack of more 
testing files.   
 
If you need to convert from Gauntlet and have some problems, have sample files willing to share, 
or have documentation of something unsupported on Gauntlet that should be here (like Groups, 
NAT support), please send me an e-mail. 
 
 
11.8 SecureComputing SideWinder (sidewinder) 
 
When importing from SideWinder, version 5.21 patch 9 configuration files were used for testings, 
with the contents of both ACL and IPFilter settings.   
 
When reading the ACL configuration the following tables are supported: ipaddresses, hosts, 
subnets, and netgroups.  Domains and servicegroups are not supported yet. 
 
When the object has a name (for hosts, subnets and netgroups), this name is kept on the build 
object.  If object has not a name, a name is created according to the object type recognized. 
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Hosts, networks and groups are properly recognized.  
 
Object Filler also takes the IPs found on ACL or IPFilter statements. When importing the IPFilter 
statements, NATted IPs are converted properly, always using Hide NAT. 
 
 
11.9 Symantec Raptor (raptor) 
When importing from Raptor, version 6.03 for Windows was tested. 
 
The file used is the gateway.cf, which contains the IPs and rules used for the configuration. 
 
Hosts and networks properly recognized, as well as declared TCP and UDP services that are 
declared by port and have no name on them. 
 
No NAT statements are supported on this version. 
 
 
11.10 Cisco IOS Router (ciscorouter)  
When importing from IOS configurations, versions 11.0, 11.2, 11.3.3.T, 12.0, 12.1 and 12.2 were 
tested.  
 
Hosts and networks are properly recognized. No NAT statements are supported on this version. 
 
If –p switch is used in Object Filler, and the configuration contains rules, the rulebases are 
processed accordingly. 
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12. Importing Object Filler's output to a Check Point 
SmartCenter Server or Provider-1 MDS Server 
 
12.1 Modifying Object Filler's Output before importing 
Since all output is directed to a text file, it's feasible to edit this file using any text editor, and 
modify (as an example) the prefix for the object's names (Net for Network, or Host for IP; as 
examples) or do any other modification you may need.  This is true in both cases: for CSV 
formatted output (-a switch) and for DBedit commands output (-o switch). 
 
12.2 Using DBedit to process Object Filler’s results 
First of all, it is greatly suggested you to read the following articles on the public partition of 
SecureKnowledge (http://secureknowledge.checkpoint.com/) 
 
- Editing the objects_5_0.C file via Check Point database editing utilities 
  Solution ID: skI3301 
 
- Using the DBedit utility to modify the value of a specific network object property 
  Solution ID: sk10104  
 
- Using queryDB_util to query the database 
  Solution ID: sk12222  
 
If you have access to the registered partition of SecureKnowledge, you may find the following 
articles also useful and interesting:  
 
- Using DBedit utility to create network, host and group objects, and place network and host 
objects in group objects 

Solution ID: sk22957 
 
- Creating Service Groups, Services, and Adding Services to Groups using DBedit 
  Solution ID: sk30370 

 
- Using the DBedit utility to modify the value of a specific network object property 

Solution ID: sk10104 
 
- Using a dbedit script to create new network objects and network object groups 
  Solution ID: sk30383 

 
- Running command line ‘dbedit' in a CMA environment 
  Solution ID: sk23802 
 
- Update command fails to execute properly using the DBedit utility 

Solution ID: sk10098 
 
- Downloading and installing Check Point Database Tool utility 

Solution ID: sk13009 
 
- Creating Security Policies with DBedit  
  Solution ID: sk31393 
 
Then, it’s important to remember that Object Filler’s output files can be transferred from one 
machine to another. So it is not necessary to have Object Filler running on the same machine 
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where the target SmartCenter Server is sitting. This SmartCenter Server could be in a different 
machine, and even a different operating system than the one used to run Object Filler. 
 
If you are going to use the Object Filler’s DBedit commands file result in a different machine from 
the one used to generate it, please verify that the proper dos2unix conversions  (converting 
CR+LF to CR only) have been done, when you are passing  files between  machines with 
different operating systems (Windows to UN*X).  
 
Keep in mind that DBedit commands are 100% ASCII text and should be treated accordingly 
when transferring using FTP-like mechanisms. If you start to see an error "Token  contain  illegal  
character" then you're probably transferring the file in the wrong format. Please verify that, if 
you're using FTP, you establish the transfer mode to "ASCII" instead of "binary" (which is the 
default sometimes). If you are transferring the files using diskettes, and the source and 
destination machines have different operating systems, dos2unix conversions may also apply. 
 
Besides that, when importing files to the SmartCenter using DBedit, please make sure that: 
- Your management processes are up and running. In the SmartCenter Server machine you can 
use the command "cpstat mg " or "cpstat mg –h <IP address> "  to verify it. 
- Your SMART Client (GUI clients), especially the SmartDashboard, are not running. If you strictly 
need to use them while importing, then please log in to the SmartCenter Server as read-only 
while you do the import. 
- You are using a user with administrative privileges at operating system level (root, admin, 
Administrator or equivalent) If not, then change to a higher privileges user or a user that  has  
enough permissions to run Check Point's binaries and affect Check Point's configuration. 
- The IP from which you are running DBedit is declared as a valid Smart Client (GUI Client) IP.  If 
not, then add it using cpconfig. In Provider-1 environments, you may need to also add the IP 
addresses for the MDS and/or the CMA itself as GUI Clients into the target CMA's configuration. 
 
If you are running Provider-1, besides the above, also make sure that: 
- You're doing the process on a MDS Manager or MDS Manager  and Container server. 
- You set the proper environment (using "mdsenv cma") before trying to connect using DBedit. 
- You use the CMA's IP address as target for DBedit (dbedit's switch  -s), and NOT the MDS IP 
Address. 
 
You may try to run DBedit first and see if you can get into the target SmartCenter/CMA without 
any problems. Then you simply have to import the file using "-f" switch from the operating system 
command line, like in the following examples:   
 
dbedit -f output_sample.txt 
 
In the above case DBedit will read input from the file "output_sample.txt". This will prompt for the 
SmartCenter Server IP Address, an administrator username and the administrator password. 
 
dbedit -s localhost -u admin -p duckystyle -f nat_n etworks.txt 
 
In the above case DBedit will read input from the file nat_networks.txt, specifying that the 
SmartCenter Server is the located at the localhost, using  admin as administrator's username and 
duckystyle as admin's password. 
 
dbedit -s 10.20.30.55 -u ccse -f nat_networks.txt 
 
In this case DBedit will read input from the file nat_networks.txt, specifying that the SmartCenter  
Server or CMA is located at the machine with the IP 10.20.30.55 using ccse as  administrator's  
username and asking interactively for the administrator's password. 
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If you get any error message or weird behavior while trying to import the objects you created with 
Object Filler, please consult Appendix A to see common causes of known problems. 
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13. Object Dumper 
 
13.1 Introduction 
Remember that Object Dumper leaves the dumped information in a CSV (Comma Separated 
Values) format which is readable by Object Filler. 
 
If you want to know more about the CSV format, the whole section 11.2 of this document will be 
helpful for you. 
 
 
13.2 Program syntax: 
 odumper help  (prints help pages) 
 odumper -f file [-p file] -o file  [-d] [-html] [- v] 
 
 -f     specifies the path to the objects (Objects_5_0.C or objects.C) file you want to process 
 -p     specifies the path to the rulebases (rulebases_5_0.fws) file you want to process - Optional 
 -o     specified the path to the output formatted file you want to have 
 -d     tells the program to also print the default objects - Optional 
 -html  formats the output to HTML (instead of default CSV format) - Optional 
 file   is a valid filename - such as output.txt, output.html or objects.C 
 
Required parameters: -f and -o  
 
If you want to redirect the program's output, you can use the operating system ">" operand to do 
so.  
 
Please note all parameters are case sensitive. 
 
13.3 Program syntax #1 : Asking for help 
odumper help 
 
Prints every possible command line combination. 
 
 
13.4 Program syntax #2 : Importing from an Objects_5_0.C, rulebases_5_0.fws  
and/or objects.C file 
odumper -f file [-p file] -o file [-d] [-html] [-v]  
 
Please note all parameters are case sensitive. 
 
 -f - input File - It can be an Objects_5_0.C file taken from the $FWDIR/conf  (or %FWDIR%\conf) 
directory from a SmartCenter Server. It can also be an objects.C file taken from the 
$FWDIR/database (or %FWDIR%\database) from a Check Point Gateway (Enforcement Point) in 
a distributed configuration. Also you may use Check Point FireWall-1 4.1 objects.c files (located 
under $FWDIR/conf/objects.C)  From this file the program reads the objects definitions, so they 
can be displayed after.  Required parameter 
 
      Example: 
   odumper -f copy_of_Objects_5_0.C -o output.csv  
 
 -p - Policy File - It must be the  rulebases_5_0.fws file, taken from the $FWDIR/conf (or 
%FWDIR%\conf) directory from a SmartCenter Server. From this file the program reads the rules 
definitions. If you specify –p, you don’t need to specify an objects  file with –f. However, dumping 
the content of both files at the same time is recommended if you need the information for review. 
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If you are going to import the information later, is strongly recommended to export objects and 
rules separately.   Optional parameter . 
 
      Examples: 
   odumper -f copy_of_Objects_5_0.C -p Copy_of_rule bases_5_0.fws -o output.csv  
   odumper -p Copy_of_rulebases_5_0.fws -o just_rul es.csv  
 
 -o - Output file - The name of the file where resulting objects information will be stored. Please 
make sure you have enough disk space to store all produced information. To calculate this space, 
take an average of 150 bytes per object to process. Required parameter . 
 
      Example: 
   odumper -f copy_of_Objects_5_0.C -o output.csv  
 
 -html - HTML format for the output file - when this switch is specified, the output written to the file 
specified by the -o switch, is formatted on HTML using tables, and can be viewed by any 
standard  web  browser. Mozilla 1.7, Internet Explorer 6.0 and Netscape 7.2 for Windows were 
tested. Optional parameter .  
 
      Example: 
   odumper –html -f copy_of_Objects_5_0.C -o output .htm  
 
-d – Default Objects mode – By default, the output file doesn’t contain a list of the predefined 
objects. These objects include primarily services but not only that. Objects that are considered as 
predefined are listed in Appendix C on this document. When the –d switch is used Object Dumper 
lists as well these predefined services in the output file, so you will have a complete list of the 
objects used in your configuration. Be careful with this option , as if you import back predefined 
services you may be affecting the normal operation of your infrastructure. It’s generally not 
recommended to use the “-d” switch, unless you know are aware of the risks and you know 
exactly what you are trying to do. Optional parameter . 
 
      Example: 
   odumper –d -f copy_of_Objects_5_0.C -o output.cs v  
 
 -v - Verbose mode - shows in the console (the standard output, the screen) details on how the 
processing is being done line-by-line. This is very useful especially when debugging, but not in 
other circumstances since the output can be really overwhelming and a bit meaningless for most 
of the times. Optional parameter . 
 
      Example: 
   odumper -f copy_of_Objects_5_0.C -o output.csv – v 
 
 
13.5 Modifying Object Dumper's Output and Importing Back 
 
Since all output is directed to a text file, it's feasible to edit this file using any text editor, and 
modify anything there. However, due the format used (Comma Separated - CSV), it's more easy  
to edit files produced by Object Dumper using any spreadsheet program able to open CSV files, 
such as Microsoft Excel. 
 
Files produced with Object Dumper, can be converted to DBedit files again, using Object Filler's 
CSV option (-i csv).  Any modifications made to the file can be imported back to the SmartCenter 
this way. 
 
Remember, that if you are modifying a configuration to import it back with Object Filler, you 
should change the object types accordingly: modhost instead of host, modnet instead of net, and 
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so on. Please see the table of supported objects for modifications in the beginning of this 
document. 
 
 

14. Web interface for Object Filler and Object Dumper 
 
Both programs have a single, not fully featured and shared proof of concept web interface, which 
is provided here in two files: 
- ofiller.html - Is the HTML code that acts as front-end for the user. 
- ofiller.pl - Perl Code that processes as CGI module, all the data captured by the front-end. 
 
To make this web interface usable, you must have Perl installed on your computer. In our case 
we tested using the Perl package provided by ActiveState found here: 
http://www.activestate.com/Products/ActivePerl/ when testing on Windows, and the Perl 
distribution provided with Red Hat Linux 7.2 while working on GNU/Linux. You need also to have 
a Webserver running. This was tested using Apache Web server 1.3.27 for Windows and for 
GNU/Linux, and also Internet Information Server (obviously under Windows). 
 
You should place ofiller.html inside a public HTML folder,  available for document publication from 
the webserver you are using.  You should place ofiller.pl on the cgi-bin directory for such 
webserver. 
 
It's also necessary to modify the following lines inside ofiller.pl: 
 
* my $PATH_TO_EXEC 
  This should reflect the path where Object Filler and Object Dumper executables are available 
(ofiller.exe and odumper.exe, or their GNU/Linux versions). It should not include the program 
names themselves, just the path.  
  Examples: 
   my $PATH_TO_EXEC = "d:\\ofiller\\cgi-bin\\"; 
   my $PATH_TO_EXEC = "/usr/local/ofiller/"; 
 
* my $OFILLER_EXE           
  This should contain the name of the Object Filler executable. Examples: 
 my $OFILLER_EXE = "ofiller.exe"; 
 my $OFILLER_EXE = "ofiller.lin"; 
 
* my $ODUMPER_EXE 
  This should contain the name of the Object Dumper executable. Examples: 
 my $ODUMPER_EXE = "odumper.exe"; 
 my $ODUMPER_EXE = "odumper.lin"; 
   
* my $UPLOAD_DIR 
  This should point to an empty directory that must exist before the program can be run. It is used 
to upload and process configuration and Objects_5_0.C files that will be processed by those 
tools. Examples: 
 my $UPLOAD_DIR = "d:\\ofiller\\upload\\"; 
 my $UPLOAD_DIR = "/usr/local/ofiller/upload/"; 
 
I would like to greatly thank Pedro Paixão, Check Point Latin America Regional Technical 
Consultant & SE Manager for his help on this web interface (it is his creation actually). 
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Appendix A. Frequently Asked Questions 
 
Here is my try to condense questions that I get asked most of the time, in an attempt to provide 
fast and concise answers. All of these questions are actually things I got asked at least 3 times 
and decided to put it here. Please make sure that you already tried the Known limitations, 
issues and particular behaviour for both programs section on this document, as there are 
many other things related to the program that are documented there. In any case, Please feel 
free to write me an e-mail if you don't find any reference to the answer you are looking for. I 
promise I'll reply to it. 
 
A.1. General Questions 
 
A.1.1 Where can I get the latest versions? 
Please consult the section “Programs Availability” above on this document. 
 
A.1.2 Who maintains Object Filler and Object Dumper ? 
So far, Martín Hoz (mhoz at mexico dot com, martinhoz at gmail dot com ) -  Security Engineer 
for Northern Latin America at Check Point Software Technologies, is the person that maintains 
this (but this may change in the future), not without the valuable help of persons that assisted a 
lot with information on the Check Point products and also people that tested it version after 
version. "thanks".  
 
A.1.3 Are these tools supported by Check Point or s ome other entity? 
No. These tools are not officially supported by Check Point or somebody else, in any way. Please 
use them at your own risk. Any good or bad result of using these tools either directly or directly is 
only responsibility of the person using them. This is, if you get promoted or fired because of using 
this tools, that’s your fault!. Please read the Disclaimer included in this document for more 
information... 
 
A.1.4 Got a problem, can I e-mail you? 
Sure! - and I always answer my e-mails. But please, before doing so, read the provided 
documentation and make sure you're using the latest version of  the tool, as I regularly audit and 
fix the code (i.e. try to make it support "can't happen" situations) while adding new features. The 
list of available sites to download the latest version of the tools is listed above. 
 
A.1.5 What is the origin of Object Filler? 
Pain on my fingers. Really ☺. As a presales systems engineer, several times found myself on the 
duty of filling the SmartCenter Server with tons of objects which was a bit tiring, boring and painful 
doing it by clicking  all the time. So I thought of more automatic way on doing it, and also trying to 
ease the process of importing configurations from other brands (something also needed every 
now and then - and more and more frequently in recent times, once people realize why Check 
Point is superior ;-). Given the open and robust nature of SmartCenter and the powerfulness of 
DBedit, this task was not hard at all... and seemed natural to be done. As a matter of fact, still a 
bit surprised that nobody did it before me :-P  
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A.1.6 What is the origin of Object Dumper? 
Just to have another tool to dump the Objects_5_0.C and rulebases_5_0.fws on a more readable 
and easy to manipulate format, and also have a companion tool for Object Filler for exporting and 
importing back configurations. 
Object Dumper is NOT intended to be a tool to document the configuration of your SmartCenter 
or export the configuration in a fancy way. If what you are looking for is a documentation tool, I 
strongly recommend you to take a look on a couple of good tools that do similar (even better in 
my opinion) job on this: 
- Web Visualization Tool:  

http://www.checkpoint.com/downloads/quicklinks/utilities/ngx/utilities.html  
Officially supported by Check Point, that supports exporting rules and objects to HTML/XML 
format.  

- FW1Rules:  
http://www.wyae.de/software/fw1rules/    
Unsupported by Check Point tool, that allows to export both objects and rules in several 
formats, including HTML and CSV. Written on PERL. 

- CPrules: 
http://www.wormnet.nl/cprules/  
Unsupported by Check Point tool that allows to export the rulebase to HTML. Written on 
PERL. 

 
Object Dumper is NOT intended to be a complete and reliable backup/restore or migration tool 
either. Please check the Related Programs section in this document, as well as the Object 
Dumper section below, to find out more on this. 
 
A.1.7 Why "Object Filler"? Why "Object Dumper"? - Whe re did you get those names? 
Just names that came to my mind. I thought they were original and had a meaning for what the 
tools intend to do. Sorry if they look ugly to you. :-P 
 
A.1.8 Are there any minimum requirements (processor , RAM, disk, etc.) to run these 
programs? 
Not really. The program uses the disk to store the output, so just make sure you have enough 
disk to store this. Having 1 GB of free disk would be way more than enough and safe in most of 
the cases. In the other hand, the program itself plus the internal data would need around 128 MB 
on RAM (assuming you will process thousands of objects). With 256 MB of RAM you should be 
more than fine. Generally speaking, having these resources will be more than OK. One last word 
on memory though: On PCs with less than 128 MB of RAM I've been informed that sometimes 
the program just doesn't do anything and stops with no error message or anything. I'm still trying 
to catch up where the bug is, so if this is your case, please let me know. Processor will just speed 
up calculations, but since both programs are real small and not intensive on processor usage, 
any processor is ok. Same goes to the bus or any other peripherals. 
  
A.1.9 Why did you prefer to parse text files and to  use DBedit, instead of using the CPMI 
OPSEC API? 
Because of three reasons:  
- I like it better the way it works now, and it simply works (remember I'm doing this for fun! ;-). 
- Then because it's clearer to people how it works and what the results are; so, it’s easier to 

make people to trust in the tools, because they understand what is done and how is done and 
allows them to change things if they want to. 

- Because it allows to perform offline operations, and then it makes possible recover scenarios 
from backup files for example. Besides, playing offline gives a sense of safety for most of 
users. 

- And finally because to me this was always and (still is) just a proof of concept, which is 
always easier to do with text.  
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I never thought Object Filler & Object Dumper would be at the stage they're now... and I honestly 
never thought somebody else would use this except me and a couple of friends, so it was (and 
still is, sort of) more like a personal toy & hobby, but there you go... 
Due all this, today would be a lot harder to rewrite this using CPMI, and I lack of the motivation to 
do it. However, if I would known since the beginning that the tools would grow like they did, I’d 
choose either to use PERL to program them and/or use CPMI for the interaction with 
SmartCenter. 
 
A.1.10 What development environment/programming lan guage are you using to develop 
these? 
I use standard ANSI C for programming. Why not PERL or something else? Because in general I 
don’t like interpreted languages like PERL (except SHELL scripting). Also, because I don’t know 
(and unfortunately don’t have the time to learn) PERL. Then, because at this time I only 
remembered C programming, because I like C, and finally because I want it to be C. Right? ;-) 
I’ve been told that if I would program this in PERL from the beginning, would have done it faster 
and easier. Probably that’s right, but today it would be way harder to “translate” to PERL and 
honestly I lack the motivation to do it… 
 
Then, generally speaking, I don’t really use a development environment. While on Microsoft 
Windows (where I do most of the programming and testing), I use gvim (http://www.vim.org) and 
GCC 3.4.3 (I use the DJGPP flavour - http://www.delorie.com/djgpp/) – occasionally I also use the 
Visual C++ Toolkit 2003 from Microsoft (which includes a free command line compiler) to make 
sure the code is consistent. While doing stuff on Solaris and GNU/Linux, I use a standard GNU vi 
for editing and GCC 3.2.2 for compiling. 
 
A.1.11 Are these tools available for free (at no co st), or do I need to pay something? 
Yes, they are free if what you're asking is if they are available at no cost. They are not really free 
in the sense of freedom, since they really belong to Check Point Software Technologies as 
intellectual property (even if they are not officially supported) because they were written by a 
Check Point employee (me). However, if Object Filler or Object Dumper were useful for you, I 
would like to hear about it, so I'd ask you to "pay back" giving me feedback about your experience 
(especially in environments not documented as tested on)...   
 
A.1.12 I really want to payback somehow with money or something like it... How can I do 
it? 
I extensively use gvim (http://www.vim.org), a free text editor which asks in return to support poor 
children in Uganda through buying a book or making a donation (I already bought the book). I'd 
ask you to participate if you want to payback with money, either buying the book (if you like vi you 
will love to use gvim, which I recommend, and the book gives you interesting  ideas, so it won’t be 
a waste of money at all, and you will be helping) or donating  something. Here is the link: 
http://iccf-holland.org/click5.html - In México we also have poor people (unfortunately, like 
everywhere, but here in Latin America sometimes is really bad), so you can also donate to the 
following organizations that somehow assist poor child and people in need in general, in México 
and other places also: 
* http://www.mexico-child-link.org/ 
* http://www.cruzrojamexicana.org/donativos/portarjeta.php 
* http://www.redcross.ca/ (http://www.redcross.ca/article.asp?id=000043&tid=016) 
* http://www.unicef.org/    (http://www.supportunicef.org/site/pp.asp?c=iuI1LdP0G&b=45523)  
* http://www.apac.org.mx  (http://www.apac.org.mx/donaciones.aspx) 
* http://www.msf.ca/  (https://securemsf.ca/forms/donateNow/main.aspx?lng=en) 
* http://www.teleton.org.mx  (http://www.teleton.org.mx/formpatrocinador.htm)  
* http://www.savethechildren.org/   
* http://www.mexfam.org.mx/  (http://www.mexfam.org.mx/esp_how_you.htm ,  
http://www.mexfam.org.mx/how_you.htm)  
* http://www.redcross.org/  
* http://www.oxfam.org/  (http://www.oxfam.org/en/donate/index.htm)  
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Remember that there's always somebody in this world that needs our help. You needed the 
assistance of this tool, and some people needs our money to have some food or better means on 
this life: I trust the tools saved you enough bucks or time to make you willing to give a (even 
small) donation to any of those organizations (or even better, all of them ;-) or in general, to any 
other charity, foundation or organization that tries to make this world better somehow… I tend to 
favour in general, organizations and charities that help kids for health or education; especially in 
Latin America (Since I’m a native Latin American and I know help is needed here). I’d ask you to 
please favour those kinds of organizations as well with your contribution, if possible to you.  
 
A.1.13 Okay, I already contributed to some charity.  Besides money, how can I help? 
There are several ways: 
a) I lack of the time and resources to test every possible situation that can happen with the tools. I 
don’t have plenty of test files to do so, especially with configurations from other brands; so if you 
have access to such information *and* you are allowed to send it, please do. Read question 2.6 
to see what I need.  
b) You may help testing the tools with your own configuration (I’d suggest a lab environment) and 
tell me if there’s something that is missing or broken. If possible, try different versions/patches, 
etc. than the ones documented as working. That by itself is tremendously helpful for me.  
c) You may as well write some code around the tools. You are free in such case to put your work 
under the licensing you want, as long as you keep mention to the original Object Filler/Object 
Dumper tools and documentation and you state that your work is of a different and independent 
nature. While I can’t give you the source code of the tools, you can use them for input/output of 
your programs and build something for scenarios not considered. If you do so, please let me 
know so I can document the reference to your software. Your credits will be appropriately 
mentioned there.  
d) You can help reviewing the documentation thoroughly and letting me know where and how can 
be enhanced. If it happens you can and want to write something (Whitepaper, Tutorial, Manual, or 
any document f any sort) on the tools, or translate what it’s there already, please do so! – Let me 
know so I can give you the “source documents” and tips to make your work easier, and also to 
make sure your work is properly referenced and your credits are given as well. 
e) Pass the word! Tell your friends and colleagues about the tools, suggest them to people 
whenever situations that can be done better with the tools arise, talk about them in the forums 
you participate whenever you see they fit. This would lead to more people using the tools to make 
their work better, then to more contributions to more charities, and everybody will be happier! ☺ 
 
A.1.14 Do you have the source code of the tools ava ilable for users to read it or modify it? 
No. I can't distribute the source since it doesn't really belong to me, as I explained in question 
1.11 above. Sorry. 
 
A.1.15 How big is the source code for both tools? 
So far, at the moment of this writing, the wc (word count) report for the source code of the tools is: 
For Object Filler 

24,433 lines; 75,828 words; 913,346 chars 
For Object Dumper  
   7, 476 lines; 20,982 words; 273,719 chars 
 
A.1.16 What is the process you follow before releas ing a new version of the tools? 
Pretty much I guess the regular software cycle. Take feedback from people and from my own 
experience on things that the tools can help to do better/easier. Then write the code for these 
features and test it. As I described above, I write the programs under Microsoft Windows and test 
them there mostly. Once everything works locally there, then test with VMWare on 
SecurePlatform and Windows virtual machines with the latest Check Point version available at 
the time and usually one version before that (to make sure all works in previous versions). Once 
all works there, I just compile the tools for GNU/Linux and Solaris and test a little bit there. I 
barely do any complete tests on GNU/Linux or Solaris.  Once all is working I write the 
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documentation for it. Then once all is complete, a Beta version is released and after some time, if 
I don’t get any reports on bugs, I run a couple of more tests and release the new version. 
 
A.1.17 Can I redistribute these utilities on my web site/ftp site? Can I redistribute these 
utilities together with my package or software? 
If you will charge for that in any way or lock the distribution in any way, the answer is definitely no. 
Otherwise the answer is going to be most likely a yes. Send me an e-mail (address available at 
the Contacting the Author section) if you're planning and have the way to do so and we'll discuss 
it. Remember that you are not authorized to redistribute these tools without a specific permission 
from the author. 
 
A.1.18 On what platforms can these utilities run? 
Currently the platforms on which the tools run natively are Microsoft Windows, SUN Solaris, 
GNU/Linux (Red Hat Linux) and Check Point SecurePlatform. I was informed that it also runs on 
other Linux distributions like Mandrake or SUSE, but not confirmed it by myself. Remember that 
you can put and user the output of them wherever you want. I've done it with Nokia IPSO for 
example.  
 
A.1.19 On what Check Point versions were these tool s tested while under development? 
Version 2.4 of the tools was tested on SecurePlatform Next Generation eXtended NGX 
R61,mainly.  
 
 
A.2. Object Filler 
A.2.1 What's the best way to invoke Object Filler w hen importing files? 
Use always the "-v" option, and then send the output to a file.  Then review with a text editor such 
output file to see the details of what happened, and look for possible errors on the processing. 
The syntax should be something like this: 
ofiller -f import.csv -i csv -o objects.dbedit -v >  output.txt 

 
Then edit it: 
notepad output.txt  (or "vi output.txt ", or "edit output.txt ", or whatever is needed according to 
your text editing preferences). 
This way you will be able to see how the processing was done line-by-line. 
 
I also strongly recommend exporting your current list of objects, and comparing it to the one that 
will be imported. This comparison may be accomplished using the ASCII output mode (-a) of 
Object Filler, and using Object Dumper to export your current configuration to CSV.  This way you 
will notice which objects have chances to be modified, before you do any changes to your live 
configuration. 
   
A good tool to compare text files that I like is CSDiff, which you can find here: 
http://www.componentsoftware.com/products/csdiff/index.htm  
 
A.2.2 Why building SmartLSM VPN-1 Edge/Embedded ROB O gateways or profiles, doesn't 
work in my SmartCenter?  
Please make sure you have SmartLSM enabled on your SmartCenter. To do so, use LSMenabler 

on command from the Operating System command line, on the machine where your SmartCenter 
sits. Also, please keep in mind that this feature was developed and tested for NG+AI R55W. If 
you’re trying with a newer version and it doesn’t work, please send me an e-mail. 
 
A.2.3 Is it possible to modify the IPs of a massive  number of objects (i.e. change all 
192.168.x.x objects to 172.16.x.x) somehow using Ob ject Filler? 
Yes, in combination with Object Dumper. The following is a fast explanation. If you need a step-
by-step explanation with screenshots and more comments, please refer to the Object Dumper 
and Object Filler Tutorial document, available in the same package with the tools. 
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First, export your objects information with Object Dumper. Then, using any Spreadsheet or text 
editor program, edit the file and select the objects you are interested on changing. After that, 
using the search & replace facility of your editing program, change the IPs you want to change (in 
the example case, use "search '192.168.' and replace with '172.16.'"). Also replace the type of the 
object, with a preceding “mod”. For example, if the object’s type is “host”, replace it by “modhost”. 
If the type is “net”, replace it by “modnet” and so on. Then, import this information again using 
Object Filler (and CSV file option). This will do the trick.  Don't worry about other property of the 
objects (like certificates), since the only property  of the object that will be modified is the IP 
Address. If you would like to modify also other properties (Certificates, etc.), Object Filler can't 
help you on that. –  
 
A.2.4 Why Object Filler doesn't support importing r ules from Juniper/NetScreen, Gauntlet, 
SideWinder, etc.? 
In previous versions, no rule importing was possible at all. This was mainly because of two big 
reasons: 
- Because when migrating is a good chance to review the rulebase, so it's better to review what 

you're going to configure in your brand-new Check Point VPN-1 Pro/Express. 
- Because doing rule translation between firewalls is not easy ;-) especially when the philosophy 

is different (example: proxy or packet filter, versus Stateful Inspection)  
 
Since version 1.9.2, Object Filler supports importing basic rules from Cisco PIX and Cisco 
Routers, as well from CSV Files. 
 
If you think Object Filler should support importing rules from other brands, please send me an e-
mail (explaining your reasons too), and if I get enough requests, I'll try to do it! :-) – if you do so, 
please send me also example files of the brand you wish to support, as if I get more information 
on the file structure, my job will be easier and you will get results faster ;-). You may sanitize such 
file changing IP addresses or names, just please keep the file structure, so I can work on it. 
 
A.2.5 Are you going to support importing configurat ion from X brand of  firewall, or X type 
of file? 
May be. When I released Object Filler1.2 I thought that it would be the last release ever.  Then I 
got myself some other tasks that could be eased using Object Filler and then decided to increase 
the functionality, including new types of objects and other configuration files for other brands. 
Then I got also asked by some people on extending the functionality and they were willing to help 
on testing. So, if you have suggestions on what other file types Object Filler should support 
and/or you have sample configuration files for other firewall brands (you may sanitize them by 
changing names and IP addresses if you want, but if you do so please keep the file structure), or 
simply something you think can be eased with some extra functionality on the tools, please send 
me an e-mail. 
 
A.2.6 Can I help on the process of supporting a new  file type?  
For sure! – Just remember that today all that Object Filler can process is ASCII text configuration 
files. No binary files at this moment. Then, if you have samples of the type of file you would like to 
support, you can submit the files to me. Please send me an e-mail with this information. I don't 
need the real names or IP addresses information of your configuration, so you can use search & 
replace of notepad, vi or whatever, to substitute that and "protect the innocents". Just please 
leave the format of the file intact, so I can analyze it correctly and find the proper pattern matching 
for it. In your e-mail, please tell me the product name and version, and what platform (Windows, 
Solaris, Appliance Model, etc.) was used for such configuration, so I can document that for myself 
and write as well in the manual what was tested. And of course, if you allow me to, I'll mention 
your name on the thanks section. ;-) 
 
A.2.7 What happens if while importing a configurati on file, I choose the wrong type? (i.e. if 
I choose Cisco PIX when in fact it's a SideWinder c onfiguration).  
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Object Filler will process it, but just not the right way. Usually NATs statements, group 
associations (when available), proper netmasks, and other information won't be processed the 
right way. In all cases, Object Filler always tries to figure out if the current file is of the right type. If 
the program detects that it's not, then will tell about this suspicious status, but this mistake   
detection mechanism is not 100% reliable, so always try to use the proper option ;-).  
 
A.2.8 Why is the different the number of imported o bjects reported by Object Filler than the 
exported ones reported by Object Dumper? I compared  them while running over the CSV 
file that Object Dumper just exported from my Smart Center…  
Most of the times, duplicates. Object Dumper doesn't apply too much verification while exporting 
objects, but Object Filler does while importing them. So, if you have the same IP address under 
different names, or the same port number under different names for example, Object Filler will 
process just the first one found and will complain and report the others as duplicates/invalids. I 
know these kind of duplicates are something totally permissible by SmartCenter and valid from 
the operations point  of view, however, I just wanted to make sure that people knows (once more)  
they have duplicates, while importing. ;-) 
 
A.2.9 How do I create a CSV file with Microsoft Exc el or other Electronic Spreadsheet, to 
import it later with Object Filler? 
Just create a new spreadsheet, and follow the column order described previously on this 
document. 
 
Instead of saving it as a usual spreadsheet, select "Save As" and then choose the CSV Format 
(usually represented as "Comma Separated Values", "CSV File" or something like it). If you do 
this, please just make sure that the resulting file doesn't have quote signs (") also as field 
separators. If it has quote signs, then just remove them. If you don’t remove such quote signs, it 
will result in problematic behavior of the tool. 
 
A.2.10 I get some services of type “other” that I d idn’t create, which Object Dumper 
reports as created by me, why? 
The SmartDefense Updates service, every now and then creates some code that is added to the 
SmartCenter by using a new service object of type “other”. That is the most possible reason of 
why you are getting such new services you didn’t create. 
 
A.2.11 Are you going to support X type of object? 
May be. Depends on feedback... – If the tools currently don’t support an object type you need, 
please let me know... 
 
A.2.12 Why the tools don't simply support all the k nown type of objects for once? 
For 2 basic reasons: I want to keep the code as simple as possible. Keeping support for all (even 
rarely used) known objects, adds complexity to the code (making it harder to maintain) and to the 
usability of the tools. That's why I rely on your feedback to do something extra. In the other hand, 
some objects may change (definition, naming convention, properties) while the most used ones 
are less likely to change. Having fewer changes in the code leads (again) to more stable tools, 
and more usability on them. 
 
A.2.13 Why Object Filler doesn't support users? 
Because there's already a way to do so, it's officially supported and it's well documented: Use "fw 
dbimport" and "fw dbexport" for that. The SmartCenter and the Command Line documentation 
have good information on this. 
 
 
A.3. Object Dumper  
A.3.1 So, What's the main purpose of Object Dumper?  Doing backups or migrations? 
No. Object Dumper was created more to assist a bit on documentation stages, but mainly to 
make day-to-day operations easier in conjunction with Object Filler, especially on bulk imports, 
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modifications or transports. When Object Filler needs some information from the current 
configuration to do a job, Object Dumper is supposed to provide this. Definitely I did  not have in 
mind backups nor complete migrations purposes, even though I’ve got several reports of people 
using it for real world migrations on relatively non-complex (even though some of them real big, 
with hundreds of thousands of objects) installations. 
 
A.3.2 Why Object Dumper is not good for doing backu ps, policy merges, upgrades or 
migrations?  
First, because it's not supported and you want to have Check Point Support backing you if 
something goes wrong. But also, because Object Dumper won't give you important information 
you would need in a restore case. For example: Object Dumper won't export important object 
properties such as certificates or particular VPN settings. For backups and migrations the 
cpmerge, upgrade_export and upgrade_import tools available at Check Point’s web site, are by 
far much better: more powerful, more easy to use, more focused precisely on that, and especially 
they are officially supported. You can find those tools and their respective documentation here: 
http://www.checkpoint.com/downloads/quicklinks/utilities/ngx/utilities.html 
 
A.3.3 Does it work with 4.1 objects.C files? 
Yes, it works. I’ve done some testing with VPN-1/FireWall-1 4.1 objects.C files (located under 
$FWDIR/conf/objects.C) and it works recognizing hosts, networks and some services, but it has 
not been fully tested. This is only for the following objects types: hosts and networks, TCP and 
UDP services. Rulebases file from 4.1 Check Point products has not been tested at all. 
 
A.3.4 Why Object Dumper doesn't support users? 
Because there's already a way to do so without it, it's supported and it's well documented: Use 
"fw dbexport" and "fw dbimport" for that. Please refer to the Check Point SmartCenter and 
Command Line documentation for more information on such commands. 
 
A.4. Common problems / Common error messages 
A.4.1 Why I can't see CSV files on columns when I o pen them with Microsoft Excel? 
Try this: Go to "Data" Menu, choose "Get External Data" or “Import External Data”, then "Import 
Text File" or “Import Data”. Please select the file you're trying to import and press "Import or 
“Open". If you’re on Microsoft Office Excel 2000, then choose "Delimited", then press "Next". Now 
choose "comma" and then press "Finish". If any additional windows appear, just press "OK". That 
should do the trick. 
 
A.4.2 I'm getting the error "'@'network_objects' - Token contain illegal charact er - Invalid 
Object Name  while trying to import the DBedit file produced by  Object Filler. I check the 
file and it seems to be ok. What is going on? 
Almost for sure you're transferring the file to another machine in a different platform/operating 
system. Please make sure that while you're doing so, you're transferring the file as ASCII TEXT. 
If you're doing the transfer via FTP, remember that some clients/servers behave with Binary (bin) 
transfer mode as default. Change the transfer mode to TEXT (ASCII) before transferring the file. 
Using the TEXT (ASCII) mode to transfer the file will fix the problem, if this is the cause. If it is not 
your case, please let me know. 
 
A.4.3 I’m getting an error while importing the DBed it file, that says Error... syntax error in 
line NNN Aborting.  - I look in the file for such NNN line number, and  it’s a blank line. What 
can be wrong? 
The blank line itself is wrong. The DBedit utility will always complain if a blank line is found in the 
file used to specify commands to be executed. Usually this kind of thing happens when you copy-
paste the contents of the DBedit commands file that results from the Object Filler execution. 
Normally Object Filler doesn’t append this blank line. If you add it by accident while copying-
pasting, you may safely ignore this message. 
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A.4.4 What does error network_objects::XXXXX  Object XXXXX already exists  or Object 
XXXXX already exists  means? – I get it eventually while I’m importing t he objects 
This error means that DBedit got the instruction to create an object that already exists. This error 
is very frequent when you export the current configuration via Object Dumper, and then try to 
import back modifications in the objects via Object Filler, but forget to change the object type to a 
mod object (i.e. use modhost instead of host, modnet instead of net, etc.) 
 
A.4.5 While I’m importing a big DBedit file I get s everal errors in a row. The messages say 
something like A disk error occurred during a write operation , Failed To Send Audit Log , 
Failed To Send Audit Log for network_objects:: XXXX X or network_objects::XXXXX  Object 
XXXXX already exists  – I also notice that not all the objects/rules tha t are supposed to be 
processed, were taken correctly. I have a large (hu ndreds, thousands) number of lines in 
the DBedit commands file being used. What can be ha ppening? 
You are processing way too many objects at the same time and the amount of RAM and 
resources to hold your processing is not abundant. You have two alternatives: split the 
processing (the DBedit commands file being processed) into smaller pieces, or open manually a 
DBedit session, and then copy-paste a reasonable amount of lines (200 or 250 are okay) at the 
same time. Wait until that is processed, and continue with the following ones… - Even though 
you’ll have to do this manually, I assure you most of the time you will still save plenty of time 
using the tools, versus doing everything by hand. 
 
A.4.6 While importing rules with DBedit in NG+AI R5 5W, NG+AI R55, R54 and NG FP3, 
using the Object Filler’s output, I’m getting error s when importing rules.  
If you have no rules with contents in the “VPN” column, then it’s safe to ignore such errors. If you 
do have rules with contents in the “VPN” column, you’ll need to undo the change, then modify the 
DBedit script this way: 
In every line you find: 
addelement fw_policies ## Policy_Name  rule: N:through :’’  something_here  

You should instead put the syntax this way: 
addelement fw_policies ## Policy_Name  rule: N:through something_here  
 
A.4.7 After running DBedit over the results file fr om Object Filler, I see some strange  files 
as leftovers in the directory from which I invoked DBedit 
If you see the following files there, then is normal. You may even delete those files if you like: 
CKP_mutex::__CkpReg_Mutex_         CKP_mutex::check point_rand_mutex   
CKP_mutex::crl_cache_mutex         CKP_mutex::fwca_ crl_mutex         
CKP_mutex::sslca_session_mutex     CKP_shmem_._auth keys.C  
CKP_shmem_._sslauthkeys.C   CKP_shmem_._sslsess.C 
session.NDB     session.NDB0 
session.NDBBKP    ICA_xxxxx_YYYYY_com_NNAAAA_NNAAAA .crl 
 
A.4.8 I’m getting an error while importing the DBed it file, that says Validation error in field 
'interfaces' of element #2 at object 'xxxxx' @ 'Net work Objects' --> Validation error in field 
'security' --> Validation error in field 'netaccess ' --> Validation error in field 'allowed' --> 
The referenced object 'xxxxx' from table 'network_o bjects' does not exist in the database 
Object contain invalid reference 
Whenever you see an error saying “Object contain invalid reference” it means than an object that 
is going to be used inside another object doesn’t exist in the Objects Database yet. Such objects 
are usually groups (Which are created at the end of all processing by Object Filler’s design), but 
in may happen as well with duplicates (when the references point to an object that is a duplicate 
and thus was not created). You will have to review these cases with detail by yourself. 
 
A.4.9 I’m getting an error while importing the DBed it file, that says Validation error in field 
'manual_encdomain' at object 'FWCentral' @ 'Network  Objects' --> The referenced object 
'XXXXXXXX' from table 'network_objects' does not ex ist in the database 
Object contain invalid reference 
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Whenever you see an error saying “Object contain invalid reference” it means than an object that 
is going to be used inside another object doesn’t exist in the Objects Database yet. Such objects 
are usually groups (Which are created at the end of all processing by Object Filler’s design), but 
in may happen as well with duplicates (when the references point to an object that is a duplicate 
and thus was not created). You will have to review these cases with detail by yourself. 
 
A.4.10 I’m getting an error while importing the DBe dit file, that says Validation error in field 
'' of element #N at object 'XXXXXXX @ 'Network Obje cts' --> The referenced object 
'YYYYYYY' from table 'network_objects' does not exi st in the database. Object contain 
invalid reference 
Whenever you see an error saying “Object contain invalid reference” it means than an object that 
is going to be used inside another object doesn’t exist in the Objects Database yet. In this specific 
case, it means that an object (YYYYYYY) that was supposed to belong to a group (XXXXXXX) 
doesn’t exist. This is very likely to be caused by a conflicting duplicate (this is, an object that has 
the same IP address with different name). So the original objects was processed correctly but the 
duplicate (this conflicting object) wasn’t. You need to review manually the object’s properties to 
find out where the error is… 
 
A.4.11 I’m getting an error while importing the DBe dit file, that says Validation error in field 
'NAT' at object 'XXXXXXX' @ 'Network Objects' --> V alidation error in field 
'the_firewalling_obj' at object ' XXXXXXX ' --> The  referenced object 'YYYYYYY' from table 
'network_objects' does not exist in the database. O bject contain invalid reference 
Means that the Check Point gateway (YYYYYYY) that is used by object XXXXXXX is not created 
yet. To solve the issue, make sure that the Check Point gateway objects are created always 
before any other object. 
 
A.4.12 I’m getting an error while importing rules t hat says policies_collections::XXXXXX 
Object XXXXXX already exists. Object Already Exists  for policies_collections:: XXXXXX  
You are trying to import policies into a Policies Collection that already exists. You can rename the 
Policy Collection you are trying to import (suggested), you can delete the existing Policy 
Collection via the SmartDashboard, File Menu (not suggested). 
 
A.4.13 I’m getting an error while importing rules t hat says fw_policies::##XXXXXX Object 
## XXXXXX already exists. Object Already Exists for  fw_policies::## XXXXXX 
You are trying to import a Policy with a name that already exists into the policies database. You 
can rename the Policy you are trying to import (suggested), you can delete the existing Policy via 
the SmartDashboard, File Menu (not suggested) 
 
A.4.14 I’m getting an error while importing rules t hat says Object contain invalid reference 
for fw_policies::##Standard - fw_policies::##Standa rd Validation error in field 'rule' of rule 
#NN at object '##XXXXXXXXX' @ 'Security Policies' - -> Validation error in field 'Destination' 
--> Validation error in field '' of element #N --> The referenced object 'Any' from table 
'network_objects' does not exist in the database 
It is very likely that originally the referenced rule had originally a valid object in the Destination 
field. However, perhaps it was a duplicate which was not processed and thus the field was left 
empty with “Any”, which is not expected. Try using the –nopv (no policy verification) switch on 
Object Filler and as well the –v (verbose mode) to see if the error goes away. 
 
A.4.15 I’m getting an error while importing rules t hat says Object contain invalid reference 
for fw_policies::##YYYYYYYY 
fw_policies::## YYYYYYYY Validation error in field 'rule' of rule #NN at object 
'##XXXXXXXXX' @ 'Security Policies' --> Validation error in field 'Service' --> Validation 
error in field '' of element #N --> The referenced object 'Any' from table 'services' does not 
exist in the database 
It is very likely that originally the referenced rule had originally a valid object in the Service field. 
However, perhaps it was a duplicate which was not processed and thus the field was left empty 
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with “Any”, which is not expected. Try using the –nopv (no policy verification) switch on Object 
Filler and as well the –v (verbose mode) to see if the error goes away. Please note the 
implications of using the –nopv switch 
. 
A.4.16 I’m getting a message saying container is already empty  while I’m importing rules 
created with object filler on dbedit. What is it? 
This message means that no elements were found for a specific rule element, such as source or 
destination, and Any is assumed for that position. It is safe to ignore this message. 
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Appendix B. Valid colors for objects  
 

The following is the list of valid colors to be specified in the command line for Object Filler, as well 
as in the CSV file format. 

 
aquamarine1 Gray 

black gray83 
blue gray90 
blue1 Green 
brown Lemonchiffon 

burlywood4 light coral 
coral Lightseagreen 
cyan lightskyblue4 

dark green Magenta 
dark khaki Medium 

darkorange3 medium orchid 
darkseagreen3 medium slate blue 

dark orchid medium violet red 
deep pink navy blue 

deepskyblue1 olive drab 
 
Colors specified in italic bold  font are colors exclusively recongnized in CSV files. These colors 
are NOT recognized as valid in the Object Filler’s Command Line. 
 
All the colors mentioned are as well recognized by Object Dumper. 
 
Please note that, depending on the SmartCenter version, those might NOT be all the colors 
supported by SmartCenter.  
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Appendix C. Objects recognized as default (predefined) by 
Object Dumper and Object Filler. 
 
The following Object names are recognized as default (predefined) objects by Object Filler and 
Object Dumper. The list includes Global Provider-1 service objects (Global Services). The names 
are NOT case-sensitive for the tools, which means that there’s no difference between telnet, 
Telnet or TELNET. 
 
In Object Filler, these objects are recognized as previously processed by –nopv  switch while 
importing rules.  These objects are as well recognized as previously processed when adding 
elements to Services Groups. This way, Object Filler doesn’t throw errors that such objects were 
not previously processed. 
 
In Object Dumper, these objects will not be reported in a processing (this is, won’t be listed in the 
output file), unless the –d  (default) switch is used. 
 
It’s important to know that there are some services that are automatically created by 
SmartDefense updates. In such cases, some of the services are listed in the table below. 
However, for newer updates such services don’t appear here and will be listed in a services dump 
even if you don’t specify the –d switch in the Object Dumper’s invocation line. 

 

IP Address Ranges TCP Services 
DAG_range AOL 
 AP-Defender  

Dynamic Objects AT-Defender  
CPDShield Back_Door_Setup  
LocalMachine Backage  
LocalMachine_All_Interfaces BackDoor-G  
InternalNet  BGP  
DMZNet  Bionet-Setup  
AuxiliaryNet Citrix_ICA  
 Connect-Back_Backdoor  

UDP Services ConnectedOnLine  
archie  CP_Exnet_PK  
biff  CP_Exnet_resolve  
Blubster  CP_redundant  
bootp  CP_reporting  
Citrix_ICA_Browsing  CP_rtm  
CP_SecureAgent-udp  CP_seam  
CU-SeeMe  CPD  
daytime-udp  CPD_amon  
dhcp-relay CPMI  
dhcp-rep-localmodule  CrackDown  
dhcp-req-localmodule  CreativePartnerClnt  
Direct_Connect_UDP  CreativePartnerSrvr  
discard-udp  DaCryptic  
domain-udp  DameWare  
E2ECP  daytime-tcp  
echo-udp  DerSphere  
eDonkey_4665  DerSphere_II  
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FreeTel-outgoing-server  Direct_Connect_TCP  
FW1_load_agent  discard-tcp  
FW1_scv_keep_alive  domain-tcp  
FW1_snmp  echo-tcp  
garchie eDonkey_4661  
gbiff eDonkey_4662  
gBlubster Entrust-Admin  
gbootp Entrust-KeyMgmt  
gCitrix_ICA_Browsing exec  
gCP_SecureAgent-udp FIBMGR  
gCU-SeeMe finger  
gdaytime-udp Freak2k  
gdhcp-rep-localmodule ftp  
gdhcp-req-localmodule ftp-bidir  
gDirect_Connect_UDP ftp-pasv  
gdiscard-udp ftp-port  
gdomain-udp FW1  
gE2ECP FW1_amon  
gecho-udp FW1_clntauth_http  
geDonkey_4665 FW1_clntauth_telnet  
gFreeTel-outgoing-server FW1_CPRID  
gFW1_load_agent FW1_cvp  
gFW1_scv_keep_alive FW1_ela  
gFW1_snmp FW1_ica_mgmt_tools  
gGNUtella_rtr_UDP FW1_ica_pull  
gGNUtella_UDP FW1_ica_push  
gGTPv0 FW1_ica_services  
gGTPv1-C FW1_key  
gGTPv1-U FW1_lea  
gH323_ras FW1_log  
gH323_ras_only FW1_mgmt  
gHackaTack_31789 FW1_netso  
gHackaTack_31791 FW1_omi  
gHotline_tracker FW1_omi-sic  
gICQ_locator FW1_pslogon  
gIKE FW1_pslogon_NG  
gIKE_NAT_TRAVERSAL FW1_sam  
ginterphone FW1_sds_logon  
gKerberos_v5_UDP FW1_sds_logon_NG  
gkerberos-udp FW1_snauth  
gL2TP FW1_topo  
gMetaIP-UAT FW1_uaa  
gmgcp_CA FW1_ufp  
gmgcp_MG gAOL 
gmicrosoft-ds-udp gAP-Defender 
gMSN_Messenger_1863_UDP gAT-Defender 
gMSN_Messenger_5190 gBackage 
gMSN_Messenger_Voice gBionet-Setup 
gMSSQL_resolver gCitrix_ICA 
gMS-SQL-Monitor_UDP gConnectedOnLine 
gMS-SQL-Server_UDP gCP_Exnet_PK 
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gname gCP_Exnet_resolve 
gnbdatagram gCP_redundant 
gnbname gCP_reporting 
gNEW-RADIUS gCP_rtm 
gNEW-RADIUS-ACCOUNTING gCP_seam 
gnfsd gCPD 
gNoBackO gCPD_amon 
gntp-udp gCPMI 
gpcANYWHERE-stat gCrackDown 
gRADIUS gCreativePartnerClnt 
gRADIUS-ACCOUNTING gCreativePartnerSrvr 
gRainWall_Daemon gDaCryptic 
gRainWall_Status gDameWare 
gRainWall_Stop gdaytime-tcp 
gRDP gDerSphere 
gRexxRave gDerSphere_II 
grip gDirect_Connect_TCP 
gRIPng gdiscard-tcp 
gsecurid-udp gdomain-tcp 
gsip gecho-tcp 
gsip_any geDonkey_4661 
gsnmp geDonkey_4662 
gsnmp-read gEntrust-Admin 
gsnmp-trap gEntrust-KeyMgmt 
gSWTP_Gateway gexec 
gSWTP_SMS gFIBMGR 
gsyslog gfinger 
gTACACS gFreak2k 
gtftp gftp 
gtime-udp gftp-bidir 
gtunnel_test gftp-pasv 
gudp-high-ports gftp-port 
gVPN1_IPSEC_encapsulation gFW1 
gwap_wdp gFW1_amon 
gwap_wdp_enc gFW1_clntauth_http 
gwap_wtp gFW1_clntauth_telnet 
gwap_wtp_enc gFW1_CPRID 
gwho gFW1_cvp 
gWinMX gFW1_ela 
gYahoo_Messenger_Voice_Chat_UDP gFW1_ica_mgmt_tools 
GNUtella_rtr_UDP  gFW1_ica_pull 
GNUtella_UDP  gFW1_ica_push 
GTPv0  gFW1_ica_services 
GTPv1-C  gFW1_key 
GTPv1-U  gFW1_lea 
H323_ras  gFW1_log 
H323_ras_only  gFW1_mgmt 
HackaTack_31789  gFW1_netso 
HackaTack_31791  gFW1_omi 
Hotline_tracker  gFW1_omi-sic 
ICQ_locator  gFW1_pslogon 
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IKE  gFW1_pslogon_NG 
IKE_NAT_TRAVERSAL  gFW1_sam 
interphone  gFW1_sds_logon 
ISAKMP  gFW1_sds_logon_NG 
Kerberos_v5_UDP  gFW1_snauth 
kerberos-udp  gFW1_topo 
L2TP  gFW1_uaa 
MetaIP-UAT  gFW1_ufp 
mgcp_MG  gGateCrasher 
mgcp_CA  gGNUtella_rtr_TCP 
microsoft-ds-udp  gGNUtella_TCP 
MSN_Messenger_1863_UDP  ggopher 
MSN_Messenger_5190  gGoToMyPC 
MSN_Messenger_Voice  gH323 
MSSQL_resolver  gH323_any 
MS-SQL-Monitor_UDP  gHackaTack_31785 
MS-SQL-Server_UDP  gHackaTack_31787 
name  gHackaTack_31788 
nbdatagram  gHackaTack_31790 
nbname  gHackaTack_31792 
NEW-RADIUS  gHotline_client 
NEW-RADIUS-ACCOUNTING  ghttp 
nfsd  ghttps 
NoBackO  gICKiller 
ntp-udp  gident 
OnTime  gIKE_tcp 
pcANYWHERE-stat  gimap 
RADIUS  giMesh 
RADIUS-ACCOUNTING  gInCommand 
RainWall_Daemon  gIPSO_Clustering_Mgmt_Protocol 
RainWall_Status  girc1 
RainWall_Stop  girc2 
RDP  gJade 
RexxRave  gKaos 
rip  gKaZaA 
RIPng  gKerberos_v5_TCP 
securid-udp  gKuang2 
sip  gldap 
sip_any  gldap-ssl 
snmp  glogin 
snmp-read  glotus 
snmp-trap  glpdw0rm 
Streamworks  gMadster 
SWTP_Gateway  gmicrosoft-ds 
SWTP_SMS  gMneah 
syslog  gMSN_Messenger_File_Transfer 
TACACS  gMSNMS 
tftp  gMSNP 
time-udp  gMS-SQL-Monitor 
tunnel_test  gMS-SQL-Server 
udp-high-ports  gMultidropper 
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vosaic-data  gMySQL 
vosaic-ctrl  gNapster_Client_6600-6699 
VPN1_IPSEC_encapsulation  gNapster_directory_4444 
wap_wdp  gNapster_directory_5555 
wap_wdp_enc  gNapster_directory_6666 
wap_wtp  gNapster_directory_7777 
wap_wtp_enc  gNapster_directory_8888_primary 
WebTheater  gNapster_redirector 
who  gnbsession 
WinMX  gNCP 
Yahoo_Messenger_Voice_Chat_UDP gnetshow 
 gnetstat 

ICMP Services gnfsd-tcp 
dest-unreach gnntp 
echo-reply gntp-tcp 
echo-request gOAS-NameServer 
gdest-unreach gOAS-ORB 
gecho-reply gOpenWindows 
gecho-request gOrbix-1570 
ginfo-reply gOrbix-1571 
ginfo-req gpcANYWHERE-data 
gmask-reply gpcTELECOMMUTE-FileSync 
gmask-request gpop-2 
gparam-prblm gpop-3 
gredirect gPort_6667_trojans 
gsource-quench gPostgreSQL 
gtime-exceeded gpptp-tcp 
gtimestamp gRainWall_Command 
gtimestamp-reply gRAT 
ICMP_frag_needed gReal-Audio 
info-reply gRealSecure 
info-req gRemote_Storm 
mask-reply grtsp 
mask-request gSCCP 
param-prblm gsecuridprop 
redirect gShadyshell 
source-quench gshell 
time-exceeded gsip_any-tcp 
timestamp gsip-tcp 
timestamp-reply gSkyDance-T 
 gsmtp 

Other Services gSocketsdesTroie 
AH  gsqlnet1 
backweb  gsqlnet2-1521 
cooltk gsqlnet2-1525 
DCE-RPC gsqlnet2-1526 
egp  gssh 
ESP  gssh_version_2 
FreeTel-incoming  gssl_v3 
Free-Tel-outgoing gStoneBeat-Control 
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FreeTel-outgoing-client  gStoneBeat-Daemon 
ftp_mapped  gSubSeven 
FW1_Encapsulation  gSubSeven-G 
gAH  gT.120 
gbackweb  gTACACSplus 
gegp  gtcp-high-ports 
gESP  gtelnet 
gFreeTel-incoming  gTerrortrojan 
gFreeTel-outgoing-client  gTheFlu 
gftp_mapped  gtime-tcp 
gFW1_Encapsulation  gTransScout 
gggp  gTrinoo 
ggre  gUltorsTrojan 
ggtp_reverse  guucp 
ggtp_v0_path_mgmt  gwais 
ggtp_v1_path_mgmt  gwinframe 
ghttp_mapped  gWinHole 
gHTTP_wo_SCV  gX11 
gicmp-proto  gXanadu 
gigmp  gYahoo_Messenger_messages 
gigrp  gYahoo_Messenger_Voice_Chat_TCP 
gospf  gYahoo_Messenger_Webcams 
gpim  GateCrasher  
grip-response  GNUtella_rtr_TCP  
gsip_dynamic_ports  GNUtella_TCP  
gSitara  gopher  
gSKIP  GoToMyPC  
gsmtp_mapped  H323  
gSnmp-Read-Only  H323_any  
gtraceroute  HackaTack_31785  
gtunnel_test_mapped  HackaTack_31787  
gvrrp  HackaTack_31788  
gX11-verify  HackaTack_31790  
gZSP  HackaTack_31792  
ggp  Hotline_client  
gre  http  
gtp_path_mgmt  https  
gtp_reverse  ICKiller  
gtp_v0_path_mgmt  ident  
gtp_v1_path_mgmt  IKE_tcp  
http_mapped  imap  
HTTP_wo_SCV  IMAP-SSL  
icmp-proto  iMesh  
igmp  InCommand  
igrp  IPSO_Clustering_Mgmt_Protocol  
IP_Mobility  irc1  
MSExchange irc2  
MSExchange-SiteConnector IS411-srvr  
MSExchange-RemoteAdmin Jade  
MS-SQL-Monitor_SD  Kaos  
MS-SQL-Server_SD  KaZaA  
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MS-SQL-Server_SD_2433 Kazaa  
MS-WINS-Replication-TCP_SD  Kerberos_v5_TCP  
MS-WINS-Replication-UDP_SD  kerberos-tcp  
ospf  Kuang2  
Partial-Destination-v6 ldap  
Partial-Source-v6 ldap-ssl  
PIM  login  
PIM_CISCO_IOS  lotus  
rip-response  lpdw0rm  
sip_dynamic_ports  Madster  
sasser-icmp  microsoft-ds  
SIT Mneah  
SIT_with_Intra_Tunnel_Inspection MSN_Messenger_File_Transfer  
Sitara  MSNMS  
SKIP  MSNP  
smtp_mapped  MS-SQL-Monitor  
Snmp-Read-Only  MS-SQL-Server  
sqlnet2 Multidropper  
SSL_Null_Pointer MySQL  
SUN_ND  Napster_Client_6600-6699  
SWIPE  Napster_directory_4444  
traceroute  Napster_directory_5555  
tunnel_test_mapped  Napster_directory_6666  
VDO-Live Napster_directory_7777  
vrrp  Napster_directory_8888_primary  
welchia-icmp  Napster_redirector  
Witty_Worm  nbsession  
X11-verify NCP  
ZSP netshow  
 netstat  

RPC Services nfsd-tcp  
cachefsd  nntp  
cmsd  ntp-tcp  
gcachefsd  OAS-NameServer  
gcmsd  OAS-ORB  
gmountd  OpenWindows  
gnfsprog  Orbix-1570  
gnisplus  Orbix-1571  
gnlockmgr  pcANYWHERE-data  
gpcnfsd  pcTELECOMMUTE-FileSync  
grstat  pop-2  
grwall  pop-3  
gsadmind  Port_6667_trojans  
gsnmpXdmid  PostgreSQL  
gstatd  pptp-tcp  
gttdbserverd  RainWall_Command  
gypbind  RAT  
gyppasswd  Real-Audio  
gypserv  RealSecure  
gypupdated  Remote_Storm  
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gypxfrd  rtsp  
mountd  SCCP  
nfsprog  securidprop  
nisplus  Shadyshell  
nlockmgr  shell  
pcnfsd  sip_any-tcp  
rstat  sip_any-tcp-ipv6 
rwall  sip-tcp  
sadmind  sip-tcp-ipv6 
snmpXdmid  SkyDance-T  
statd  smtp  
ttdbserverd  SocketsdesTroie  
ypbind  sqlnet1  
yppasswd  sqlnet2-1521  
ypserv  sqlnet2-1525  
ypupdated  sqlnet2-1526  
ypxfrd Squid_NTLM  
 ssh  

Service Groups ssh_version_2  
AOL_Messenger  ssl_v3  
Authenticated  StoneBeat-Control  
CIFS  StoneBeat-Daemon  
Citrix_metaFrame SubSeven  
DAIP_Control_services SubSeven-G  
daytime T.120  
Direct_Connect TACACSplus  
discard tcp-high-ports  
dns telnet  
echo Terrortrojan  
eDonkey TheFlu  
Entrust-CA time-tcp  
FreeTel-outgoing TransScout  
FW1_clntauth Trinoo  
gAOL_Messenger UltorsTrojan  
gAuthenticated uucp  
gBack_Door_Setup wais  
gBackDoor_G winframe  
gCIFS WinHole  
gCitrix_metaFrame X11  
gConnect-Back_Backdoor Xanadu  
gDAIP_Control_services Yahoo_Messenger_messages  
gdaytime Yahoo_Messenger_Voice_Chat_TCP  
gDirect_Connect Yahoo_Messenger_Webcams 
gdiscard  

gdns DCE-RPC Services 
gecho ALL_DCE_RPC 
geDonkey DCOM-RemoteActivation 
gEntrust-CA DCOM-SystemActivation 
gFreeTel-outgoing DCOM-OXID_Resolver 
gFW1_clntauth DCOM-RemUnknown2 
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gGNUtella gALL_DCE_RPC 
gHotline gDCOM-OXID_Resolver 
gicmp-requests gDCOM-RemoteActivation 
gIntegrity_Server gDCOM-RemUnknown2 
gIPSEC gDCOM-SystemActivation 
girc gHP-OpCctla 
gkerberos gHP-OpCctla-bulk 
gMessenger_Applications gHP-OpCctla-cfgpush 
gMSExchange gHP-OpCdistm 
gMSExchange-2000 gHP-OpCmsgrd-coa 
gMSExchange-RemoteAdmin gHP-OpCmsgrd-m2m 
gMSExchange-SiteConnector gHP-OpCmsgrd-std 
gMSN_Messenger gMSExchangeADL 
gMS-SQL gMSExchangeDirRef 
gNapster gMSExchangeDirRep 
gNBT gMSExchangeDSNSPI 
gNetMeeting gMSExchangeDSRep 
gNFS gMSExchangeDSXDS 
gNIS gMSExchangeIS 
gntp gMSExchangeMTA 
gOAS gMSExchangeStoreAdm 
gOrbix gMSExchangeSysAtt 
gP2P_File_Sharing_Applications gMSExchangeSysAttPriv 
gpcANYWHERE HP-OpCctla 
gpcTELECOMMUTE HP-OpCctla-bulk 
gPPTP HP-OpCctla-cfgpush 
gRainWall-Control HP-OpCdistm 
gRealPlayer HP-OpCmsgrd-coa 
gsecurid HP-OpCmsgrd-m2m 
gsqlnet2 HP-OpCmsgrd-std 
gStoneBeat MSExchangeADL 
gtime MSExchangeDatabase 
gTrojan_Services MSExchangeDirRef 
gYahoo_Messenger MSExchangeDirRep 
GNUtella MSExchangeDS 
Hotline MSExchangeDSNSPI 
icmp-requests MSExchangeDSRep 
IPSEC MSExchangeDirSync 
Integrity_Server MSExchangeDSXDS 
irc MSExchangeInformationStore1 
kerberos MSExchangeInformationStore2 
Messenger_Applications MSExchangeInformationStore3 
mosaic MSExchangeIS 
MSExchange MSExchangeMTA 
MSExchange-2000 MSExchangeQAdmin 
MSExchange-RemoteAdmin MSExchangeRA 
MSExchange-SiteConnector MSExchangeStoreAdm 
MSN_Messenger MSExchangeStoreAdmin1 
MS-SQL MSExchangeStoreAdmin3 
Napster MSExchangeSysAtt 
NBT MSExchangeSysAttPriv 
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NetMeeting MSMessenger 
NFS MSMQ 
NIS  
ntp  
OAS  
Orbix  
P2P_File_Sharing_Applications  
pcANYWHERE  
pcTELECOMMUTE  
PPTP  
RainWall-Control  
RealPlayer  
securid  
sqlnet  
sqlnet2  
StoneBeat  
time  
Trojan_Services  
Yahoo_Messenger  
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Appendix D. Features Roadmap. 

 
The following is a list of things that I think I’ll include in the tools at some point of the time. They 
are not given in any particular order and there’s no estimate on when they will be done. You may 
always send your suggestions and help prioritize this list by sending feedback.  
 
I know some of the items below have been there for a couple of versions: shame on me. However 
I always stated these features have no time to become available, so again your votes help a lot to 
prioritize. 
 
The commitment for version 2.6 of the tools will be for sure to focus on enhancing rules support 
(manual NAT rules, importing rules from Juniper/NetScreen) , automated applications creation for 
Standalone Connectras and Integrity Servers – as well to integrate better (how?) with Provider-1 
environments. 
 
Object Filler 

- Importing rules from Juniper/NetScreen configuratio ns and enhance 
current objects support. 

- Creating applications (Web, Shares, SNX) on Connect ra 
- XML output so locations can be imported into StandA lone Integrity Servers 
- Support for NAT rules in CSV Files  
- Support for Fortinet configuration files 
- Recognize what products are installed in a Check Point (Server, Cluster or 

Gateway) object. 
- Support a generic mode where you read IPs in "plain mode" (IP/netmask) and 

CIDR mode (IP/mask_in_bits), so practically any text containing IPs and/or 
CIDRs can be source for Object Filler to create objects. 

- Support routes listing (netstat –nr) as a source file type for Object Filler 
- Create a debug mode 

 
Object Dumper 

- Dumping applications on Connectra 
- Support for NAT rules  
- Recognize what products are installed in a Check Point (Server, Cluster or 

Gateway) object. 
- Create a debug mode 

 
Both 

- Have a way to recognize if a given object is already created, and thus not 
creating/modifying them. Perhaps something that can connect “Online” to the 
SmartCenter  

- Have a Windows and GNU/Linux native GUI for both tools 
 
Documentation  

- Translate documentation to other Spanish and other languages. If there’s people 
that volunteers for translating to other languages (or even Spanish ;-), such help 
would be always welcomed and acknowledged. 

 


