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1. Introduction

This document has the objective of teaching youbtiscs on Object Filler and Object Dumper,
as well on some of the internals in Objects Databdanagement with Check Point products, so
you can benefit from both tools (Object Filler adbject Dumper) in your current Check Point

environment. It focuses in the more common (andetiones weird) situations for Check Point

administrators, and details the operations perfdrinea step-by-step basis, so you can follow
them as exercises. It should take you (with th@@rsoftware installed) between 3 to 5 hours to
read all of it and follow the exercises. But it'esh the time...

This document is available as part of the Objeldeis package. This document is also available
together with all the files mentioned through thieole document, as a separate package. Please
refer to the websites mentioned below so you caeszcto all the files for your practice if you
like. This way you can compare the results youwgth the results you see printed in

The Tutorial is supposed to be read-through, efilengh it can be helpful as well as a (not so
quick) reference.

The idea is: If you follow the examples, they wgitiow you how the tools work and thus you will

learn how they can be helpful for you. Even thotlghdocument seems to be long, it is actually
not. Thing is that lots of screen shots were takemake the document more clear and that’s
why it looks overwhelming. Besides, | promise ybattmost of the reading won’t be boring and
will pay off really well later... and I'm known to k& man of my word ;-)

Warning! Yep, the style of writing I've to admit is not foehand a bit irreverent, but still
respectful to the reader. Why this? Well, I'm wr@i the first 40 pages of this document on
vacation time because | was getting bored of bemgacatior©. | needed some radiation from
the screen ;-), so there you go-the good thing is that (I believe) this makes documentation
funnier and easier to read. Let me know what yaktplease...

This document is NOT a replacement for the ObjelterFand Object Dumper User’'s Manual,

but instead a guide to lead you to learn how to tmee tools faster than reading all the
documentation. It is suggested for you to readtber's Manual as well, and have it with you as
a reference while reading this document.

It is good to remember that these tools (i.e. Ql@ter and Object Dumper) are currently NOT
official nor supported, and suggested you takeyepessible caution before using the tools in a
production environment.

You may find more information on Object Filler aBtject Dumper here:
http://ofiller.chatscope.conimain download site with FAQs, bug tracker, betavdloads and
other nice resources)

http://www.lindercentral.com/ofiller/ Always with the latest stable version
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http://www.cpug.org/check_point_resources.lfbtip://www.cpug.org) - Always with the latest
stable version

This document assumes that you already have somperiemce and know how to operate a
Check Point VPN-1 Power installation, that you knibvy architectural concepts of SmartCenter,
SmartConsole and Gateway, as well as the basicsules and objects management. This
document assumes as well that you know how to teshibot basic issues that may arise with
your Check Point installation.

You need to know the basics on Operating System ratdiork engineering to understand
firewall technology as well.

This document is NOT a tutorial on firewall managem firewall technology nor a Check Point
products introduction.

Finally, if you have Provider-1, then you shouldotn that the procedures do work with
Provider-1 as well. However, before doing anythymy should set your environment properly
usingmdsenyso the environment variables to the CMA you wanwork with. There is as well
a document focused only on how Object Filler ange@bDumper work with Provider-1. You
may want to take a look at it if that is your cas#d you don’t know what Provider-1 or a CMA
is, don’t worry: the document is still useful faoythe way itis... ;-)

Before I'm done here, | want to thank Brad Molles feviewing this material very thoroughly
and correcting several mistakes | had with it @iiyi... (as an excuse, I'm not a native English
speaker, so Brad had to deal with that :-P) - Thanlot for your time and effort Brad!

1.1 Typographic convention
The regular text of the document will be writterr@gular Times font..

Text seen in the screen or output shown as result o f some command, will be shown on
Courier font, like this.
Text that the user has to type-in and is normally s hown to the screen will be on

Courier bold, as this example
Text that the user has to type-in but is not shown to the screen will be printed in
Courier bold and italic font, as in this exanple

Whenever a new term is introduced, some specifiteria used or there is a buzzword, it will be
printed in italic format.
Whenever it is needed to highlight something, it be underlined
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2. Disclaimer
Warning! This is a boring part. But it has to beehe ©

Object Filler and Object Dumper tools are not adflly supported. This means, even though they
work, nobody has the obligatiah helping you, and if you call Check Point Suppbety won’t

be able to assist you. Please read the Object Billeé Object Dumper documentation before you
proceed.

Even though the procedures described here havetbstea by the author of this document and
some others, they are not guaranteed to be emer-fihe only responsible entity for the results
of using the procedures and techniques describdfisocument, is the person implementing
them and the person that approves the use of thigsanfrastructure.

Check Point Software Technologies, Check Point eygds and affiliates, and/or the
document’s author; are not liable nor respongibleny way for any good or bad thing resulting
from any direct or indirect use, abuse or misuse@n or unknown) of the contents of this
document.

So, in other words, if you get promoted or fireddngse you used this document somehow, that’s
always your fault!

All the brands, trademarks, copyrighted materi@l, leelong to their respective owners. The only
thing of which | can claim something is on the @bjEiller and Object Dumper names, as | had
a hard time thinking on them.
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3. Environment Description
Okay, now to the details of how it was possibledaall what is described here.

The software version used on the first edition deent was Check Point VPN-1 NGX R60
installed on SecurePlatform. On it, both SmartQeated Gateway were installed in the same
Machine (StandAlone Installation). The versionsdusesome sections added in a later review
range from R60A to R62. The machine used for tllisudhent was a Virtual Machine using
VMWare 5 fittp://www.vmware.com The Virtual Machine had 8 GB of defined (notigesd
space) SCSI disk, 2 NICs (one host only, one bdjigead 256 MB of RAM. SmartConsole was
installed on a Microsoft Windows XP machine, thensawhere the Object Filler and Object
Dumper were running. See details below:

[ngxr62]#  ver

This is Check Point SecurePlatform Pro NGX (R60) Bu ild 244
[ngxr62]#  fw ver
This is Check Point VPN-1(TM) & FireWall-1(R) NGX ( R60) - Build 458

Latest version used while adding elements to tloeichent:
[ngxr62]#  ver

This is Check Point SecurePlatform NGX (R62) Build 031
[ngxr62]#  fw ver
This is Check Point VPN-1(TM) & FireWall-1(R) NGX ( R62) - Build 120

The product was licensed using the Plug and Ptan$e (the one that is automatically put in
place when you install the software).

The expert modeof SecurePlatform was the working environment dnd assumed that you
already provided and changed the password for tastnicted and expert mode. This is needed
because you need to interact with files and do aimers that the restrictedpshell, which
SecurePlatform puts to all the defined users bguefnormally doesn’t allow. If you want more
information, please refer to the SecurePlatformigsRelatform Pro NGX R62 User’s Guide.

Last login: Mon Nov 27 20:56:38 2006 from 10.20.30. 1

? for list of commands
sysconfig for system and products configuration

[ngxr62]# expert
Enter expert password: secret

You are in expert mode now.

[Expert@ngxr62]#
The tools version used was Object Dumper and OBj#let 2.4 running on Microsoft Windows
XP Professional Service Pack 2 with 1 GB of RAMyubh the tools should run fine even in

machines with 128 MB of RAM. Not even 10 MB of haiidk space was needed for the tools
themselves and the files created here.
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D:\Stuff\OFiller\v2.4> ver
Microsoft Windows XP [Version 5.1.2600]
D:\Stuff\OFiller\v2.4> ofiller -V

Unofficial/Unsupported Object Filler v2.4 - Devel
(c) 2003-2006 by Check Point Software Technologies,

oped by Martin Hoz
Inc.

This is Object Filler Version v2.4
This is Object Filler Build Number Thu_211206_1229

*kk *kk

No valid objects were processed! - Thank you for us

D:\Stuff\OFiller\v2.4> odumper -V
Unofficial/Unsupported Object Dumper v2.4 - Devel
(c) 2003-2006 by Check Point Software Technologies,

ing Object Filler v2.4!

oped by Martin Hoz
Inc.

* * * * *

This is Object Dumper Version v2.4
This is Object Dumper Build Number Sat_211206_1659

No valid objects were processed! - Thank you for us ing Object Dumper v2.4!

For transferring files between machines, an FTR/éefin our case, 3CDaemon Version 2.0
Revision 10 — which is freely available on the tntt) was set up in the Windows machine.
SecurePlatform has an FTP client by default, scetlas no need of doing something else to
transfer files between the 2 machines. If you )@ may use some other file transfer method.

Cngn‘u')!l

Version 2.0
ion 1

| would like to make a clear point (once againgtteven though all the examples are given
around a SmartCenter scenario, it is possible taldthis in a Provider-1 scenario, given the
proper environment settings, as stated originallthe introduction.

For what it's worth, |1 was drinking lots of Colonalni Juan Valdés and/or Mexican L{os
Portales de Cérdobecoffee while | wrote this document. Both of thane great!
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4. Objects Management Basics

In order to represent a security policy in a firdwales have to be created. Such rules enforce if
the traffic passing though should be allowed ocalided, according to the security policy.

In Check Point VPN-1 installation (Pro, Expressweoor UTM), rules contain a fixed amount
of fields, such assourcé (where in the network the communication begifidgstinatiori (the
communication’s target) oiservicé (what ports are allowed or prohibited by the jule

To fill-up such fields, there arebjectsthat represent entities in the network that havéed
created first. For example, you can define a Ndgjeab of type Host to represent a Server or a
Workstation in your network. You can define a Netkvobject to represent a certain subnet
where some specific users are located. You camalefinew TCP Service object to represent
that through port TCP/85 there’s some traffic tladuld pass in order for some communication
in your network to work.

4.1 Objects storage

When you define objects in SmartDashboard, thewtmed in the $FWDIR/conf/objects 5 0.C
file. This file is a plain ASCII Text file, but haame special formatting.

[Expert@ngxr62]# cd $FWDIR/conf

[Expert@ngxr62]# pwd

/opt/CPsuite-R62/fwl/conf

[Expert@ngxr62]# Is -la objects_ 5 0.C

-rw-rw---- 1root root 653878 Nov 21 2 1:58 objects_5 0.C
[Expert@ngxr62]# file objects_5_0.C

objects_5_0.C: ASCII text

[Expert@ngxr62]#

Similarly, policies (which are made of rules) arered in other plain ASCII Text files.

You may see that for Security Policies are stomdividually on files with .W extension.
Whenever those policies are compiled, a .pf filgeserated containing all the INSPECT code
statements. For example, if you have a policy dddgDemq those 2 files are created.

[Expert@ngxr62]# pwd

/opt/CPsuite-R60/fwl/conf

[Expert@ngxr62]# Is -la MyDemo1l.*

-rw-rw---- 1 root root 1898 Nov 131 2:36 MyDemol.W
-rw-rw---- 1 root root 127855 Nov 131 2:36 MyDemol.pf
[Expert@ngxr62]# file MyDemol.*

MyDemol.W: ASCII text

MyDemol.pf: C++ program text

Additionally, all the policies are stored all tohet in a file called rulebases 5 0.C, which is
stored in the same directory.

[Expert@ngxr62]# pwd
/opt/CPsuite-R60/fwl/conf
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[Expert@ngxr62]# Is -la rulebases_5_0.fws

-rw-rw---- 1 root root 5350 Nov 13 1 2:36 rulebases_5_0.fws
[Expert@ngxr62]# file rulebases_5_0.fws

rulebases_5_0.fws: ASCII text

If you want, you may use a text editor or a commékel cat or more to take a look at the
content of the files. However, you are NOT suppadsechanually edit any of these files, or you
risk the integrity of them and thus leaving younfiguration unstable.

4.2 DBedit

To modify those files, there are two supported rsdardo it. One is using the SmartDashboard.
Whenever you create or modify an object theres iautomatically added to where it belongs
once you save your configuration. The other waysmg a command line tool called DBedit.
The latest is the method we will use mostly throtlgh document.

If you want to know more on this, please conswdt@ommand Line Interface (CLI) Guide NGX
(R62) which comes with the regular Check Point doeatation. Also the following entries from

SecureKnowledge (http://secureknowledge.checkmaint) are useful to understand how
DBedit works: skiI3301, sk10104

Basically the idea with DBedit is to use commaralsreate or modify objects properties. To see
how it works, let’s create a simple host objechgdDBedit.

a) First let's make sure no SmartConsole clients (sBmartDashboard) are connected to
the SmartCenter Server:

[Expert@ngxr62]# cpstat mg

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type |Administrator|Host |Database lock|

|SmartDashboard|admin |mhoz1l|true |

This means that there is actually an administratmmedadmin using SmartDashboard
connected from a machine namethozl and is locking the Objects Database. Let’s
disconnect it. Now, if you issumpstat mgagain, the output should look like this:
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[Expert@ngxr62]# cpstat mg

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

This seems to be ok now.

b) Then let's log in with DBedit. This assumes the 8Qanter is local and the
administrator username asimin

[Expert@ngxr62]# dbedit -s localhost -u admin
Enter Administrator Password: secret

Please enter a command, -h for help or -q to quit:
dbedit>

c) Now let’s type in the commands to create a hostaljameadnyserveriwith IP Address
10.20.30.87and colorgreen A comment that it was a dbedit example will beledl as
well.

dbedit> create host_plain myserverl

dbedit> modify network_objects myserverl ipaddr 10.20.30.87

dbedit> modify network_objects myserverl color green

dbedit> modify network_objects myserverl comments "This is a dbedit example"
dbedit> update network_objects myserverl

myserverl updated successfully.

d) Let's add aHide NATbehind the IP addre492.168.20.9&nd enforced by the gateway
namedngxr62 Such gateway object mysteviously exist.

dbedit> modify network_objects myserverl NAT NAT
dbedit> modify network_objects myserverl add_adtr_rule true

dbedit> modify network_objects myserverl NAT:valid_ipaddr 1 92.168.20.98

dbedit> modify network_objects myserverl NAT:netobj_adtr_me thod adtr_hide
dbedit> modify network_objects myserverl NAT:the_firewallin g_obj network_objects
:Ngxr62

dbedit> update_all
network_objects::myserverl Updated Successfully

e) We need to see how the new object looks from tiebdae perspective

dbedit>  print network_objects myserverl

Object Name: myserverl
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Object UID: {B67E44EC-7E93-11DB-B33C-000000003C3C}
Class Name: host_plain
Table Name: network_objects
Last Modified by: admin
Last Modified from: ngxr62
Last Modification time: Tue Nov 28 03:52:40 2006
Fields Details
DAG: false
NAT: myserverl (
netobj_adtr_method: adtr_hide
the_firewalling_obj: Name: ngxr62 (Table: n etwork_objects)
valid_addr_name:
valid_ipaddr: 192.168.20.98
)
SNMP: myserverl (
read_community:
sysContact:
sysDescr:
sysLocation:
sysName:
write_community:
)
VPN: (
<NULL>

add_adtr_rule: true
additional_products: (
<NULL>

certificates: (

<NULL>

)
)

color: green

comments: This is a dbedit example
cp_products_installed: false

edges:

enforce_gtp_rate_limit: false
firewall: not-installed

floodgate: not-installed
gtp_rate_limit: 2048

interfaces: (

<NULL>
)

)
ipaddr: 10.20.30.87
os_info: (

<NULL>

)
type: host

Interesting stuff, isn’'t it? — All those detailsegkept in the objects database, but hidden from
the regular administrators as usually those desadsnot needed, unless you are doing some
low level stuff...
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Though we won’t use most of it here, it is good you to know it, so you can diagnose
potential issues with the tools later.

f) Let’'s log out from DBedit
dbedit>  quit
[Expert@ngxr62]#

g) Now let’'s go to SmartDashboard. Login to your S@ariter and see how the recently
created object looks there:

FRSENEI NS
= E',a. Metwork Objects
=-{E] Check Point

[l nowE2

Host Hode - myserverl

- Topology
E| Modes - MAT
i ddvanced
oL ] 10,20 3087
G b Metworks
Groups Thiz is a dbedit example

E| Donarnic Objects
4% AuniliargMet
%2 CPDShield

=

% IrtemalNet
4% LocalMachine
ﬁ_?j Localkdachine_AllInterfac

Host Node - myserverl

Hie ]

B o
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"%k 10.20.30.150 - Check Point SmartD ashboard - Standard

1 meserveﬂ & Any * Any Q‘Hmyservem (Hidin | = Original = Criginal ﬁﬁngxr& ;;t:)maﬁc rule (see the r

oo
mysanser] 10.20.30.0 e 162

192168990 ———

htema

As you can see, all is there, just as if you waldde it from SmartDashboard...

The difference is that you created it using a comuilane tool, which seems more complex, and
in fact it is more complex because you need to keowemember all the instructions and the
differences in the properties for the differentciof objects; but is simpler to script, which has
advantages for certain tasks like bulk objectstoea
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5. Object Filler

So, how to make things simpler? How to make thatme of DBedit scripts easier without
remembering and verifying the syntax all the time?

This is where Obiject Filler comes handy. ObjecleFils a tool that takes as input what objects
you want to create, and produces DBedit commands ybu can enter directly into your
SmartCenter to effectively create such objects.

This approach has several advantages: Insteadvofgheo remember all the DBedit syntax and
options, you just provide the information for wiyau want to do. Since the output is text, you
can see what the DBedit commands look like, andifm@@®mething if you want before doing
the operation into your SmartCenter. Actually, éhex an option available so you can preview
the output in a very nice way using a SpreadShielet @ interpret CSV (Comma Separated
Values) files. Even more, Object Filler has builtthe capability of reading configuration files
from Cisco PIX, Cisco Routers, Juniper/NetScregmahtec Raptor, Gauntlet and SideWinder
firewalls; so you don’t have to bother manually lgmsg and then typing the configuration to a
brand new powerful Check Point VPN-1 Power firewall

Looks/Seems/Sounds nice? — Let’s take a look onymwcan do all that!

5.1 Creating and importing consecutive objects

One of the most boring parts when installing a niewall is when you have several
consecutive objects, such as all the 254 subneta @ass B WAN when subnetted to 24 bits
subnets, or all the 254 hosts within a Class C ogtw_et’s see how you can, once you know the
syntax well, build all those objects in less thamifutes. Guaranteed!

5.1.1 Creating consecutive networks

Let's say you have the 10.10.0.0/16 network andry@ed to build for a customer all the around
250 subnets that result of subnetting it to 24.blisis means you would have to create a
10.10.0.0/24 object, then a 10.10.1.0/24 objeterla 10.10.2.0/24 object and so on... boring
and tiring...

Object Filler can help, if you follow this proceeur

a) You know that your initial IP would bE0.10.0.0 your final IP would bel0.10.255.25%nd
your netmask i24 bits. You want jushetworks Let's say you want the objects to be of color
blue and you want to preview first that everythisgok using a Spreadsheet program like
Microsoft Excel. You may feed Object Filler withighnformation:

D:\Stuff\OFiller\v2.4> ofiller -s 10.10.0.0 -d 10.10.255.255 -m 24 -c blue -t net
S -a networks10.csv

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.
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It took 3 seconds of total processing time on QUIET Mode.
Processed 65306 possible objects and/or rules.
Found 256 total valid (or successfully processed) o bjects/rules.

Total successfully processed Networks = 256

Please review that all CSV output information was w ritten correctly.
Please remember CSV information is for reviewing on ly. For importing into
SmartCenter you need to use DBedit mode (-0 switch)

Task done successfully! - Thank you for using Objec t Filler v2.4!

Great! — Now what we told Object Filler was to bediom 10.10.0.0-§ 10.1000 ) up to
10.10.255.255-¢10.10.255.255 ) with a 24 bits netmaskn{24 ). The color was set to blue (
blue ) the type of objects to be created is networkg:té ) and finally the output was directed

to thenetworks10.csv  file. Notice we used the switch4” to direct the output, as we want to
preview with a spreadsheet (Microsoft Excel in tase) what the result was.

Let's do it. Let’'s open the file with Microsoft Egtand see how it looks.

£1 Microsoft Excel - networks10.csy

PE_I] File  Edit “iew Inzet Fomat Toole Data  ‘window Help Type a question foi
NEEHO G BB 9 2z e B "0 B U EEEHS %
d G & ¥ | O || 7] By g Fieply with Changes... End Review... H
Al - F MNet 10.10.0.0
A [ B | C | D | E | F | &6 | H ] | g ]

1 fMet 10.10.0.0 Inet 10.10.0.0  255.255.255.0 hlue Created_by_Object_Filler_v2.4
| 2 [Met 101010 net 10.10.1.0 2552552550  hlue Created_by Object_Filler 2.4
| 3 Met 10.10.2.0 net 10,1020 2552662550  hlue Created by Object Filler 2.4
| 4 Met 10.10.3.0 net 10.10.3.0 255.256.255.0 hlue Created_by_Object_Filler_v2.4
| 5 [Met_ 101040 net 10.10.4.0 2552552550 hlue Created_by Object_Filler 2.4
| 6 Met 10.10.6.0 net 10,1050 2552562550 hlue Created by Object Filler 2.4
| 7 Met 10.10.6.0 net 10,1060 2552552550  hlue Created_by_Object_Filler_v2.4
| 8 [Met 101070 net 101070 2552552550  hlue Created_by Object_Filler 2.4
| 9 Met 10.10.8.0 net 10.10.8.0 2552862550 hlue Created by Object Filler 2.4
| 10 Met_10.10.8.0 net 10,1090 2552552550  hlue Created_by_Object_Filler_v2.4
| 11 ket 10.10.10.0 net 10.10.10.0  255.255.255.0  blue Created_by Object_Filler 2.4
| 12 et 10.710.11.0 net 10.10.11.0 255.266.255.0  hlue Created by Object Filler 2.4
| 13 Met_10.10.12.0 net 10.10.12.0 2552552550  hlue Created_by_Object_Filler_v2.4
| 14 ket 10.10.13.0 net 10.10.13.0 255.255.255.0  blue Created_by Object_Filler 2.4
| 15 Met_10.10.14.0 net 10.10.14.0 255.266.255.0  hlue Created_by_Object_Filler_v2.4
| 16 |Met 1010150 net 10.10.15.0 255.255.255.0  hlue Created_by Object_Filler 2.4
| 17 het_10.10.16.0 net 10.10.16.0 255.255.255.0  blue Created_by Object_Filler 2.4
| 18 Met_10.10.17.0 net 10.10.17.0 255.266.255.0  hlue Created_by_Object_Filler_v2.4
| 19 |Met_1010.18.0 net 10.10.18.0 255.255.255.0  hlue Created_by Object_Filler 2.4
| 20 Met 10.10.19.0 net 10.10.19.0 255.266.255.0  hlue Created by Object Filler 2.4
| 21 Met_10.10.20.0 net 10.10.200 255.266.255.0  hlue Created_by_Object_Filler_v2.4
| 22 |Met 1010210 net 10.10.21.0 2552552550  hlue Created_by Object_Filler 2.4
| 23 Met 10.10.22.0 net 10.10.22.0 25525562550 hlue Created by Object Filler 2.4
| 24 Met_10.10.23.0 net 10.10.23.0 2552552550  hlue Created_by_Object_Filler_v2.4
| 26 |Met 10102410 net 10.10.24.0 2552552550  hlue Created_by Object_Filler 2.4
| 26 Met 10.10.25.0 net 10.10.25.0 255.266.255.0 hlue Created by Object Filler 2.4
| 27 Met_10.10.26.0 net 10.10.26.0 2552552550  hlue Created_by_Object_Filler_v2.4
| 28 het 10.10.27.0 net 10.10.27.0 255.255.255.0  blue Created_by Object_Filler 2.4
| 29 Met 10.10.28.0 net 10.10.258.0 255.256.255.0 hlue Created by Object_Filler 2.4
AMMet 010290 net MMN29N 285 255 2551 hilne Created hv Ohiert Filler o2 4

The order of the columns shown won't be fully expéal here as this is documented in the Users
Manual, but let’s say the first column is the nafatomatically given), the second is the object
type, the third IP address, the fourth is the nenthe fifth is the color, the sixth is the NATgin
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IP address (if it is blank, no NAT is assumed), $kgenth is the Gateway enforcing such NAT,
the eight is the NAT Type (Static or Hide) and tieth is the comment.

Well it seems to be something like what we need.t.wWait a minute! — We forgot that may be
all those objects are to be NATted withide NAT behind IP addresses that range from
192.168.100.10%X0 192.169.100.110 (which is 10 IP address for all the 255 networ&sjl
protected behind the gatewagxr62

Let's do it all this with Object Filler.

D:\Stuf\OFiller\v2.4> ofiller -s 10.10.0.0 -d 10.10.255.25 -m 24 -c blue -t net
-ns 192.168.100.101 -nd 192.168.100.110 -nm 24 -b n gxr62 -a netl0.csv
Unofficial/Unsupported Object Filler V2.4 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.

It took 4 seconds of total processing time on QUIET Mode.

Processed 10 NATting IPs, 65306 possible objects an d/or rules.

Found 256 total valid (or successfully processed) o bjects/rules.

Found 256 total NATted records.

Total successfully processed Networks = 256

Please review that all CSV output information was w ritten correctly.
Please remember CSV information is for reviewing on ly. For importing into
SmartCenter you need to use DBedit mode (-0 switch)

Task done successfully! - Thank you for using Objec t Filler vV2.4!

Please notice that the new arguments are relatetthetoHide NAT: -ns 192.168.100.101
indicates that there is a NAT range that beginh i#2.168.100.101and ends -fd ) with
192.169.100.110-nm 24 is needed because it tells Object Filler wherktp addresses that may
not be valid IP addresses when the Hidding IP Askle belong to different subnetsngxr62

tells Object Filler to Hide all the created objetishind such network object, which must
previously exist and be exactly named (case seakithe way it is typed here. Also, the name of
the output file fanetiocsv ) has to be changed as Object Filler does NOT averviles
already present in disk, just as a caution so éilesnot accidentally overwritten.

Let's analyze the output a bit. The dots you se&gut over there are activity indicators. This is,
while Object Filler is working it prints some dotx you know is busy doing something and it
has not died. This is useful when processing aelargmber of objects and there are more
complex operations that take some time.

The output also gives you some statistics on whafptrocessed stuff is. In this example, it tells

you 256 network objects were processed, and itgss®Er 10 NATting IP addreses. It tells you as
well that is CSV format and NOT DBedit commands thaas written.
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Now let's see how the resulting file looks. Payeation to the  column that shows the
NATting IP address:

E Microsoft Excel - netl0.csy

.jl_] File  Edt  View Insert  Fomnat  Tool:  Data  Window  Help Typeaq
™ [0 T S WY B e SRR A~ M S A 7 B ) g;mial -0 - B s UESE=EAS %
i Sl B o2 = (| ¥ Beply g i
J3 - &
A B ] E| D e F T = | I

1 |Met 10.10.0.0 net 10,1000 256.265.285.0 blue  192.168.100.101 nigxrE2 Hide Created by Object Filler v2.4
| 2 |MNet 10.10.1.0 net 10.10.1.0 2652552550 hlue 192,168.100.102 rigirE2 Hide Created_by Object_Filler v2.4
| 3 |Met 10.10.2.0 net 10,1020 2552552550 blue:  192.168.100.103 ngxig2 Hide Created_by Object Filler v2.4
4 |Met_10.10.3.0 net  10.10.3.0 256.255.255.0 blue  192.168.100.104 ngxrg2 Hide Created_by_Object Filler v2.4
5 (Met 10.10.4.0 net 101040 256.265.256.0 'blue  192.168.100.105 nyxrE2 Hide Created by Object Filler v2.4
Net_10.106.0 net 10.10.5.0 265255 2560 hlue 192.168.100.106 hgrs2 Hide Created_by_Object_Filler 2.4
Met _10.10.6.0 net 10,1060 2502552650  blue 192168100107 ngxrg2 Hide Created by Object Filler v2.4
| 8 |Net 10.10.7.0 net  10.10.7.0 256.265.255.0  blue  192.168.100.108 ngxrE2 Hide Created_by_Object_Filler v2.4
8 |Met 10.10.5.0 net 10,1080 256.265.256.0 blue  192.168.100.10%9 nigxrE2 Hide Created by Object Filler v2.4
10 |Met_10.10.9.0 net  10.10.8.0 2562652660  blue  192.168.100.110 figirG2 Hide Created_by Object Filler v2.4
11 [Met 10.10.10.0  net 10010100 2552552550  hlue  192.168.100.101 ngxig2 Hide Created_by Object Filler v2.4
12 [Net 10.10011.0  net  101011.0 2552552560  hlue  192.166.100.102 ngxrg2 Hide Created_by_Object Filler v2.4
13 |Met 1010120  net 1010120 2552552550  hlue  192.168.100.103 nyxrE2 Hide Created by Object Filler v2.4
14 [Net_10.10.13.0  net 10900130 2552552560 blue  192.168.100.104 a2 Hide Created_by_Object_Filler v2.4
15 [Net 1010140 net 10100140 2552552850  hlue  1592.168.100.105 nygxrG2 Hide Created by Object Filler v2.4
16 [Net_10.10.15.0  net 1010150 2552852550  blue  192:168.100.106 ngxrE2 Hide Created_by_Ohject_Filler v2.4
17 [Met 10.10.16.0  net 1010960 2552552560  blue  192.168.100.107 nigxrE2 Hide Created by Object Filler v2.4
18 [Met_10.10.17.0  net  10010.17.0 2552552560 hlue  192.168.100.108 k2 Hide Created_by Object Filler v2.4
| 19 |Met 1010180 net 1010180 2552552550  hlue  192.168.100.109 ngxrg2 Hide Created_by Object Filler v2.4
20 [Net 1010190  net 1010190 25532552550  hlue 152168100110 ngxrE2 Hide Created_by_Object_Filler v2.4
21 IMet_ 1010200  net 1010200 2552552550 blue 192168100101 nxrE2 Hide Created by Object Filler v2.4
|22 [Net_10.10.21.0  npet 1010210 2552852550 hlue  192.168.100.102 a2 Hide Created_by_Object_Filler v2.4
23 [Net 1010220  net 1010220 2552552850 hlue  1592.168.100.103 nigxrG2 Hide Created by Object Filler v2.4
| 24 [Met 1010230  net 1010230 2552552850  blue  192.168.100.104 ngxrBE2 Hide Created_by_Object_Filler v2 4
25 |Met_10.10.24.0  net 10010240 25525525850 blue  192.168.100.105 nigxrE2 Hide Created by Object Filler v2.4
25 [Met_ 1010250  net 1000250 2552852550  blue  192,168.100.106 figirG2 Hide Created_by Object Filler v2.4
| 27 \MNet 1010260  net 10.10.26.0 2552552550 blue 192.168.100.107 hygxrB2 Hide Created by Object Filler v2.4
28 |Net_10.10.27.0 net  101027.0 2652552850 hlue  192.168.100.108 nxrE2 Hide Created_by_Object_Filler v2.4

B s A Am A A AFE ArEEAEE A L B

Interesting is that you have evenly distributedlth@ddresses of your NATting pool IP address,
so you don't “load” everything on just one IP addrdcheck that on the “F” column). Even
though Check Point VPN-1 can Hide NAT around 4idmllIP addresses behind 1 NATting IP
address, sometimes you may wish to distribute tATting load” (for any reason) among
several addresses. Using Object Filler makes Hsee..

Ok. This looks fair enough. Now let’s build the DBecommands to we can actually stop
playing games and begin doing the real stuff.

First, let’s tell Object Filler to write real DBadiommands. Just substitute * with “-0” and
the filename as well. I'll change just the extendimm csvto ixt:

D:\Stuff\OFiller\V2.4> ofiller -s 10.10.0.0 -d 10.10.255.25 -m 24 -c blue -t net
-ns 192.168.100.101 -nd 192.168.100.110 -nm 24 -b n gxr62 -o netl0.txt
Unofficial/Unsupported Object Filler V2.4 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.

It took 3 seconds of total processing time on QUIET Mode.

Processed 10 NATting IPs, 65306 possible objects an d/or rules.

Found 256 total valid (or successfully processed) o bjects/rules.

Found 256 total NATted records.
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Total successfully processed Networks = 256

Please review that all DBedit output commands were
Please remember DBedit commands are imported into S
If you wish to review first, the use of CSV mode (-

written correctly.
martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec

Let's see what the output file looks like with axT &ditor

K5 net10.txt [D:\Stuf\OFiller\v2.4\0biject Filler and... with Sample Files\sample_files\Dbject Filler] - GVIM

File Edit Toolr Suntax Buffers ‘window Help

AERE e fionRRABRASA[THD 2 A

network Net_1B8.18.8.8

network Het_18.18.2.8

network_objects Het_18.18.8.8 ipaddr 18.18.8.8

network_objects Het_10.108.9.8 netmask 255.255.255.8

network_objects Met_18.18.8.8 color blue

network_objects Het_18.18.8.8 NAT HAT

network_objects Het_18.18.8.8 add_adtr_rule true

network_objects Het_18.18.8.8 HAT:valid_ipaddr 192.168.188.161
network_objects Het 18.18.8.8 NAT:the_firewalling_obj network_objects:ngxré2
network_objects Het_18.18.8.8 HAT:netobj_adtr_method adtr_hide
network_objects Het_108.18.08.8 comments Created_by Object Filler u2.4
network_objects Net_18.18.8.8

network MNet_18.18.1.8

network_objects Het_18.18.1.8 ipaddr 18.18.1.8

network_objects Het_18.18.1.8 netmask 255.255.2755.8

network_objects Het_18.18.1.8 color blue

network_objects Het_18.18.1.8 NAT HAT

network_objects Het_18.18.1.8 add_adtr_rule true

network_objects Met_18.18.1.8 NAT:valid_ipaddr 192.168.100.182
network_objects Het_18.10.1.8 NAT:the_firewalling_obj network_objects:ngxré62
network_objects Het_18.18.1.8 NAT:netobj_adtr_method adtr_hide
network_objects Het_18.168.1.8 comments Created_by_Object_Filler_u2.4
network_objects Het_18.18.1.8

network_objects Met_18.10.2.8 ipaddr 18.18.2.8

network_objects Het_18.18.2.08 netmask 255.255.255.8

network_objects Het_18.18.2.8 color blue

network_objects Het_18.18.2.8 NAT HAT

network_objects Het_18.18.2.8 add_adtr_rule true

network_objects Het_18.168.2.8 HAT:valid_ipaddr 192.168.1868.183
network_objects Het_108.18.2.8 HAT:the_firewalling_obj network_objects:ngxré62
network_objects Met_18.18.2.8 NAT:netobj_adtr_method adtr_hide
network_objects Het_108.10.2.8 comments Created_by Object_Filler_u2.4
network_objects Het_18.18.2.8

network Net_18.18.3.8

network_objects Het_18.18.3.8 ipaddr 16.18.3.8

network_objects Het_18.18.3.8 netmask 255.255.255.8

network_objects Het_18.18.3.8 color blue

network_objects Met_18.18.3.8 NAT HAT

network_objects Het_18.10.3.8 add_adtr_rule true

network_objects Het_18.18.3.8 NAT:valid_ipaddr 192.168.180.184

1=
Top

Couldn’t be uglier... right? — all that is the DBeddript created by Object Filler to build all the

objects.

Now, let’s bring the file to the SecurePlatform miae. As a reminder, we have an FTP server
in the Windows machine (in my case, that’s 10.208Pand will use the FTP client available
with SecurePlatform. Please note that the transfatone using ASCII mode. This is very

important. Let’s do it:

[Expert@ngxr62]# pwd

/home/admin

[Expert@ngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.
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ftp>  ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> get netl0.txt

local: net10.txt remote: net10.txt

227 Entering passive mode (10,20,30,76,4,70)

125 Using existing data connection

A L S S
HH R R R R R R R HHHR R AR R R R
L

226 Closing data connection; File transfer successf ul.
168408 bytes received in 0.372 secs (4.4e+02 Kbytes Isec)
ftp> bye

221 Service closing control connection
[Expert@ngxr62]# Is -la net10.txt
-rw-rw----  1root root 165592 Nov 13 1 6:20 net10.txt

Okay, let’s import then the information to the St@anter. First make sure nobody is logged in
locking the objects database. Remember you carpstaeng  to check that out...

Then let’s tell DBedit to take the commands fromrikt10.txffile. Like this:

[Expert@ngxr62]# dbedit -f net10.txt -s localhost -u admin
Enter Administrator Password: secret
Net_10.10.0.0 updated successfully.

Net_10.10.1.0 updated successfully.

Net_10.10.254.0 updated successfully.
Net_10.10.255.0 updated successfully.
[Expert@ngxr62]#

Notice that the difference this time, was that wedithe fnetiotxt 7 option, to tell DBedit
to read the commands from a file. The time it tat@smport the objects depends on your
resources, but should take around one minute.

Let’s take a look in the SmartDashboard to see wieabbjects look like.
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0.20.30.150 - Check Point SmartDashboard - Standard

A Net 10,1000
A Net10.101.0
AL Net10.10.20
Al Ret 101030
A Net 10.104.0
At Net 10.105.0
A Net 10.106.0
A Net 10.10.7.0
Ad Met 101080
A Met 10.109.0
Ak Net 1010100

Hetwork Properties - Net_10.10.235.0

10102350
255,255 265.0

Created by _Object_Filler_w2.4

[

10.10.0.0
10.10.1.0
10.10.20
10.10.3.0
10.10.4.0
101050
10.10.6.0
10.10.7.0
10.10.80
10.10.9.0
1010100
1010110
1010120
1010130
10.10.140
1010150
10.10.16.0
10.10.17.0
10.10.180
1010190
10.10.20.0
10.10.21.0
10.10.220
10.10.230
10.10.24.0

Created_by_Object_Filler_v2.4

Created_by_Object_Filler_v2 4.
Created_by_Object_Filler_v2 4.

Created_by_Object_Filler_v2.4
Created_by_Object Filler_ w2 4
Created by Object_Filer 2.4
Created_by_Object_Filer_v2.4
Created by_Obiect_Filer 24
Created_by_Object. Filler_+2.4

Created by Objzct Filer w24
Created_by_Object_Filler_w2.4

Created_by_Object_Filler_v2.4
Created_by_Object_Filler_+2. 4
Created_by_Dbject_Filler_v2.4
Created_by_Dbject_Filler_v2.4
Erealed_by_tl biect_Filler_+2. 4
Created_by_Object_Filler_v2.4
Created_by 0 biact_FlIIer_v2.4
Created_by_Object_Filler_v2.4
Created_by_Object_Filler_w2.4
Created_by_Object_Filler_v2.4
Created_by_Object_Filler_v2.4
Created_by_Object_Filler_v2.4
Created_by_Object_Filler_v2.4

Created by Object Filler w24

Hide behind: 192:168.100.101
Hide behind: 192.168.100.102
Hide behind: 192.168.100.103
Hide behind: 192.168.100.104
Hide behind: 192.168.100.105
Hide behind: 192.168.100.106
Hide behind: 192.168.100.107
Hide bshind: 192.168,100.108
Hide behind: 192.168.100.109
Hide behind: 192.168,100.110
Hide behind: 192.168.100.101
Hide behind: 192.168.100.102
Hide behind: 192.168.100.103
Hide behind: 192.168.100.104
Hide behind: 192.168.100.105

Hide behind: 192.168.100.108

Hide behind: 192.168.100.107
Hide behind: 192.168,100.108
Hide behind: 192.168.100.109
Hide behind: 192.168.100.110
Hide behind: 192.168.100.101
Hide behind: 132.168.100.102
Hide behind: 132.168.100.102
Hide behind: 192.168,100.104
Hide befind

Hetwork Properties - Net_10.10.235.0

255.255.255.0.
255.255.255.00

255.255.255.0
255.255.255.0

255.255.255.00
255.255.255.0°
255.255.255.0°
255.255.255.0.
256,256, 266.0.
255,256, 266.0.

255.256.266.0
256.256.265.0

255,256, 256.0.
256,256, 266.0.

256.266.266.0

255.266.266.0.
256.266.266.0.
255.266.266.0.

255.266.266.0
255,266 255.0

265,266, 265.00
255,255 285.0°
255,255 255.0.

255,256 255.0

R

192 168.100.106
B o

Notice on the list the IP Addresses used to NATnisievork objects just created.

Nice job all around, huh?
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5.1.2 Creating consecutive hosts

Creating consecutive hosts is just as easy asibgittbnsecutive networks. Just as Object Filler
could tell when a net should be processed, Objdet Ean tell as well when a host inside a net
should be processed, using the netmask bits provids’'s see how this works.

Let's assume you have the 192.168.220.0/24 netvaok want to subnet it with a 30 bits
netmask. This means small subnets with 2 hosts @aehLet’s ask Object Filler to process just
the hosts for each subnet. Since you already krimmwsyntax, this time the syntax won’t be
explained fully:

D:\Stuff\OFiller\vV2.2> ofiller -t hosts -s 192.168.220.0 -d 192.168.220.25 5-m 30
-Cc green -a hostl.csv

Unofficial/Unsupported Object Filler V2.2 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.

It took 3 seconds of total processing time on QUIET Mode.

Processed 256 possible objects and/or rules.

Found 128 total valid (or successfully processed) o bjects/rules.

Total successfully processed Hosts = 128

Please review that all CSV output information was w ritten correctly.
Please remember CSV information is for reviewing on ly. For importing into
SmartCenter you need to use DBedit mode (-0 switch)

Task done successfully! - Thank you for using Objec t Filler v2.2!

Let's take a look at the output with Microsoft Ekce

B3 Microsoft Excel - host] csv

@J File  Edit “iew Inseit Fomat Took Data  Window Help Type & que:
AR RS = RN NN AR RS- RN ~ H -1 - B 7 O(ES=H|S %|E
J B BE - Y| SURERL | (IE] Reply with Changes... End Review... E

Ad - A& Host 192.168.220.1
A [ B ] C [ ] Tl F [ & | H | | [

1 [Host 192.168.220.1  lhost 192.168.220.1  255.255.255.255 green Created_by_Object_Filler v2.2
| 2 [Host 1921652202  host 1921682202 255255 255 255 green Created_by_Object_Filler +2.2
| 3 |Host 1921652205  host 1921682205 255255 255 255 green Created_by_Object_Filler +2.2
| 4 |Host 19216582206  host 1921682208 255255 255 256 green Created_by Object_Filler v2.2
| 5 |Host 1921652208  host 1921682208 255285 255 266 green Created_by Object_Filler v2.2
| 6 [Host 19216822010  host 192168.22010 255255 255255 green Created_by Object_Filler v2.2
| 7 |Host 19216822013 host 1921B8.22013 255255 255255 green Created_by Object_Filler v2.2
| B |Host 19216822014  host 192163.220.14 255.255.255.255 green Created_by Object_Filler 2.2
| 9 |Host 19216822017  host 192.163.22017  255.255.255.255 green Created_by Object_Filler 2.2
| 10 [Host 19216822018 host 192.168.220.18  255.255.255.255 green Crested_by Object_Filler 2.2
[ 11 [Host_192.168.220.21 host 192.168.22021 255.255.255.255 green Crested_by Object_Filler v2.2
| 12 |Host_192.168.220.22 host 192.160.22022 255.255.255.255 green Created_by_Object_Filler_v2.2
| 13 [Host_192.168.220.25 host 192.160.22025 255.255.255.256 green Created_by_Object_Filler_v2.2
| 14 |Host 19216822026 host 192.160.22026 255.255.255.256 green Created_by_Object_Filler_v2.2
| 16 [Host_192.168.220.29 host 182.160.22029 255.256.2550.256 green Created_by Object_Filler_v2.2
| 16 [Host_192.168.220.30  host 182.160.220.30 255.256.255.256 green Created_by Object_Filler_v2.2
[ 17 |Host 19216822033  host 192.168.220.33  255.255.2556.255 green Created_by_Object_Filler_v2.2
[ 18 |Host_192.168.220.34 host 192.168.220.34  255.255.2556.255 green Created_by_Object_Filler_v2.2
[ 19 |Host_192.168.220.37 host 192.168.220.37 255.255.265.255 green Created_by_Object_Filler_»2.2
| 20 |Host_192.168.220.38 host 1892.168.220.38 255.266.256.266 green Created_by_Object_Filler_+2.2
| 21 |Host_192.168.220.41 host 1892.168.220.41 255.265.256.266 green Created_by_Object_Filler_v2.2
| 22 |Host_192.168.220.42 host 1892.168.220.42 255.265.266.266 green Created_by_Object_Filler_v2.2
| 23 |Host_192.165.220.45 host 192.168.220.45 255.255.2565.255 green Created_by_Object_Filler_v2.2

24 |Host_192.168.220.48 host 192.168.220.45 255 255.255 255 green Created_by_Object_Filler 2.2
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Please notice that NOT all the hosts were built jist the ones that made sense according to the
bit mask we provided, which was 30 bits. For exampP2.168.220.3 is a broadcast address and
192.168.220.4 is a network address when subndtii8g bits, so those objects were not created.
However, the netmask for the object itself is 38,las we’re talking about a host...

Okay, seems fair enough. Now let’s build the DBedmmands.

D:\Stuff\OFiller\vV2.2> ofiller -t hosts -s 192.168.220.0 -d 192.168.220.25 5-m 30
-c green -0 hostl.dbedit

Unofficial/Unsupported Object Filler V2.2 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.

It took 3 seconds of total processing time on QUIET Mode.

Processed 256 possible objects and/or rules.

Found 128 total valid (or successfully processed) o bjects/rules.

Total successfully processed Hosts = 128

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler vV2.2!

Then let’s import these objects into SmartCentegaiA, don’t forget to check that there is no

lock over the objects database usipegat mg
[Expert@ngxr62]# ftp 10.20.30.76

Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>  ascii
200 Type set to A.
ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> get hostl.dbedit

local: hostl.dbedit remote: hostl.dbedit

227 Entering passive mode (10,20,30,76,4,78)
125 Using existing data connection

HHHHHHH AR

226 Closing data connection; File transfer successf ul.
37302 bytes received in 0.0806 secs (4.5e+02 Kbytes /sec)
ftp> bye

221 Service closing control connection

[Expert@ngxr62]# Is -la hostl.dbedit

-rw-rw---- 1 root root 36662 Nov 13 1 7:00 hostl.dbedit
[Expert@ngxr62]# dbedit -s localhost -u admin -f host1.dbedit

Enter Administrator Password: secret

Host_192.168.220.1 updated successfully.

Host_192.168.220.2 updated successfully.
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Host_192.168.220.253 updated successfully.
Host_192.168.220.254 updated successfully.

Let's take a look now in the SmartDashboard.

'ﬁi 10.20.30.60 - Check Point SmantDashboard - MyDemol
File Edit View Manage Rules Policy Smatfap Search Window Help

R erEEE T
e EEE e e =

EA N EN | 2 Secuity. |2 Adeiess Translation ] (i} SmanDetense | il Wb Inteigenze | €3 VPN Manager | G 028 | 120 Deskicp Secury |
/2] Hodes |
1 Host_192.168.220.1
Host 192 163 22010 ——
| Host_192.162.220.101 ‘ iy * Any * Any ‘@Any Trafic | % &ny ‘@ accept ‘ Log ‘ﬁﬂ
|1 Hest_192168.220.102 |
| Host 152 168 220 105
| Host_ 192165220106
Hest 192,168,220 109 4l | T
1 :Szﬂ 2;122;322 Name I [ Comment | Behind NAT [ Version | Met Mask;l
faE | Host_132.168.220.210 192168220210 Created_by Object File_v2.2 Mo M
= | Host 192168220213 192168220213 Created by (bject Filer 422 Ho N
BB | Host 132156.220.214 192 166 220,214 Elaaled:b;:ﬂh:ect:FwHer:vZ 2 No oA
el | Host 192168.220 217 192168220217 Cisaterd by (ibjsct Filer 422 Ho M
g T ety Host 192168.220 218 192168220218 Created_by Obisct Filer v2.2 No N
Host 192168.220122 | Host_192188.220.221 192168.220.221  Created_by. Object Filer_v2.2 Mo N
| Host 182.168.220125 | Host_192 168 220,222 192168.220.222  Created by Object_ Filer_v2.2 Mo NI
Host_192.168.220.126 | Host 192,168,220 225 192.168.220225  Created by Object_Filer v2.2 Mo hd,
L_| Host 192168220123 | Host 192.168.220.226 192.168.220.226  Crealed by Object_Filer v2.2 Mo A
| Host 13216822013 | Host 192168220228 192168220228 Crmaterd by Clbject Filer 422 Ho N
Host_192.165.220120 | Hest 132168 220230 192168220230 Cresterd by Cibjsct Filer 422 Mo i
Host 182168220133 | Host 192 166,220 233 192168220233 Crsaterd by (bject Filer 422 Ho M
| Host 132168220134 Host_152.168 220 234 19216822023 Craster_by (hject_Filer_42 2 Ho M
| Host_192.185.220137 | Host_192168.220.237 192168220237 Crested_by Object_Filer_v2.2 Mo Mk
Host 182168220130 | Hos_ 132168220238 192168220238 Created_by Object_Filer_42.2 Mo Nis
Host 132168220 14 | Host_192168.220.241 192168220241 Created_by Object Filer_v2.2 Mo M
I | Hoet 152 168.220.242 192168220242  Created by Object Filer w22 Mo N
e | Hos192183.220.245 192166220 245 Crmaterd by Clbject Filer 422 Ho M
e [|Smwmma ewie seeomone: o
ot vestedd by Cbisct Filsr v 5
i :Zz—l g;lg:ig}jg Host_152,160.220.250 192168220250 Crested_by Object Filer_v2.2 Mo M
i | Host_192188.220.253 192168220853 Created_by Object_Filer_v2.2 Mo His .
iima | Hast_192168.220.254 19216822025 Created_by. Object_Fila_v2.2 Mo N J:‘
-] Host_192168.220.153 -
| Moot 192 1pm 2o 15a =] g ] v
Dore. 10203060 |Readtwimte. | | il

All seems to be fine. So, we’re done! — Did youetgiour time? ;-)

5.2 Creating a list file to import objects

Sometimes there’s already a list of IPs that beltmg group of people, since this is a quite
commonlP managemergystem ;-)

Perhaps such a list doesn't exist yet. Howevery yogtomers (or you) are willing to create it
before populating the SmartCenter, as it easeprtieess of creating rules later — since it gives a
clearer view of what you're configuring.

Let's view how the list may look...
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E Microsoft Excel - IP_address_list_for ACME_company.xls
IEJ File Edit “iew Inzet Format Toolks Data  ‘'window

RN RE = RN WEEN WA RS RN

;] G . _J;J S | A Hy [ | ¥ Reply with
B15 - /= Janice
A | B [ ¢ | o |
| 1 |IP Address  User Assigned
| 2 10.20.1.5 Jaohn
| 3 [86.3.1 Peter
| 4 |192.168.10.11 Claudia
| 5 17216151  Brenda
| B 17216158  Manica
| 7 |17216.3.581  Donato
| 8 10.200.45 Tarcuato
| 9 |10.200.81.45 Penelope

-
o

10.87.65.231 Herculano
172.16.99.14  Pancracia

—-

| 12 172.16.199.14 Teofilo

| 13 10.20.30.0 Damitila

| 14 10.20.30.50  Karen

|15 |10.20.30 60  |Janice 1
|16 |5.6.7.5 Kenya

| 17 |5.6.7.0 Oscar

| 18 156.7.20 Phillipe

| 19 |15.6.7.40 Clement

20 50607080  Romula

s0.80.70.0 Rodrigo
S0E0.70B Wyilliam
50.60.70.100  Albel
10.20.30.1 Demostenes
10.20.30.2 Hartencia
10.20.30.3 Alice
10.20.30.4 Esteban

PRN S RN SR RN R R R
R R s R G B S W R O R

Let's suppose that’s just the sample of the fiegpattment and you have 10 more departments
whoselP management systesithe same: A Microsoft Excel sheet. And now, woe tasked on
build a host object for each one of the IPs thatesigned... What a boring duty!

Well, Object Filler can help again. First, let’s dify slightly the spreadsheet to make it look like
this:
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E Microsoft Excel - IP_address_list_for ACME_company. xls
P:ﬂ File Edit ‘“fiew Inzeit Format Toolz [Data  Window  Help

AR R=A FE L= RERFSNEEN- RN RN N RS YA RO - L v 1
i ta e A A >N W] Reply with Changes... End Review. .. B

A1 - A 10.20.1.5

A [ B [ C [ 0| E | F [ G [

10.20.1.5 265.2585.255.0 John
| 2 [BE31 255.285.255.0 Peter
| 3 [192.166.10.11 255.255.255.0 Claudia
| 4 [172.16.15.1  255.255.255.0 Brenda
| 5 [172.16.15.8  255.255.255.0 Waonica
| B [172.16.3.51  255.255.255.0 Donato
| 7 [10.200.4.5 255.285.255.0 Torcuato
| § [10.200.81.45 255.255.255.0 Penelope
| 9 10,87 65,231 255.255.2550 Herculano
| 100172.16.89.14 2552552550 Pancracia
| 11 ]172.16.199.14 2652552550 Teofilo
| 12 ]10.20.30.0 255.255.255.0 Dornitila
| 1310203050 2852852550 Karen
| 14 [10.20.30.60  255.255.255.0 Janice
| 15 |56.7.5 255.255.255.0 Kenya
| 16 |5.6.7.0 255.255.255.0 Oscar
| 17 |5.6.7.20 255.2585.255.0 Phillipe
| 168 |5.6.7.40 255.285.255.0 Clernent
| 19 |50.60.70.80 255.255.255.0 Romulo
| 20 |50.60.70.0 255.255.255.0 Rodrigo
| 21 |50.60.70.6 255.255.255.0 William
| 22 |50.60.70.100  265.255.255.0 Albel
| 23 |10.20.30.1 26528525510 Demostenes
| 24 110.20.30.2 255.285.255.0 Hortencia
| 26 |10.20.30.3 255.2585.255.0 Alice
| 26 (10.20.30.4 255.285.255.0 Esteban

It took me less than 30 seconds inserting colunmascapy-pasting the netmask value in all the
cells! ;-)

Please note than on rows 12, 16 and 20 there amddResses that under this netmask would be
networks and not hosts. | want to point this oatinrscase they are really hosts and not networks,
then you should put the correct netmask. For oangte, we’ll assume they really are subnets
and not hosts.

Once you have the file on this format, save it &S¥ file. With Microsoft Excel 2003, this is
accomplished doing this: Go tedle Meny thenSave Asthen undeiSave as typehooseCSV
(Comma delimited) (*.csv)f you use some other spreadsheet program, yolbiapty have the
option of saving the file as CSV under thave A®ption as well. A couple of warning messages
will be shown about losing the native format, jastept them as it is fine. The file is now there

D:\Stuf\OFiller\v2.4> dir IP_address_list_for ACME_company.csv
Volume in drive D is Data
Volume Serial Number is 88AE-1253

Directory of D:\Stufi\OFiller\\V2.2
13/11/2005 05:49 p.m. 987 IP_address _list_for_ACME_company.csv

1 File(s) 987 bytes
0 Dir(s) 751,386,624 bytes free
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Now, use Object Filler over the file you just cesat

D:\Stuf\OFiller\v2.2> ofiller -f IP_address_list_for ACME_company.csv -i list -0
mylist.dbedit

Unofficial/Unsupported Object Filler V2.2 - Devel oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.

It took 3 seconds of total processing time on QUIET Mode.

Processed 52 possible objects and/or rules.

Found 26 total valid (or successfully processed) ob jects/rules.

Total successfully processed Hosts = 23
Total successfully processed Networks = 3

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.2!

And then transfer the file to the SmartCenter, iamabrt it using DBedit. You already know how
to do this.

[Expert@ngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>  ascii
200 Type set to A.
ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp>  get mylist.dbedit

local: mylist.dbedit remote: mylist.dbedit

227 Entering passive mode (10,20,30,76,4,86)
125 Using existing data connection

IR

226 Closing data connection; File transfer successf ul.
6529 bytes received in 0.0306 secs (2.1e+02 Kbytes/ sec)
ftp> bye

221 Service closing control connection

[Expert@ngxr62]# Is -la mylist.dbedit

-rw-rw----  1root root 6396 Nov 13 1 8:54 mylist.dbedit
[Expert@ngxr62]# dbedit -f mylist.dbedit -s localhost -u admin

Enter Administrator Password: secret

Host_10.20.1.5 updated successfully.

Host_8.6.3.1 updated successfully.

Host_10.20.30.3 updated successfully.
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Host_10.20.30.4 updated successfully.

[Expert@ngxr62]#

Of course, after this, it goes the evidential sasbet. Where the heck are my new objects? Here!

% 10.20.30.60 - Check Point SmartDashboard - MyDemo1

Fie Edt Wiew Manage Rules Policy Smatap Search 'window Help

|jde jum|sans | E|ufgsed«|vaBE |

EEElEEE A Y D R e
o lslaBlalnl
= B Wetwork Objects =
Check Paint
—1.(Q] Nodes
O Host 102015 1 M"EDI;‘:'E R o
L Host_10.20.30.1 |
L Host_10.20.30.2
. Host_10.20.30.3
O Host 10.20.304 b | | i) | o
L Host_10.20.30.50 = = = =
[ Host_10203080 Name [1e [ Comment [ Behind NAT [ Version | NetMask =
.l; Host_ 1020045 Host_10.20.1.5 102015 John Ho Mg
Sinomire | o BE e o
L Host_10.67.65.251 Host 1020303 1020303 Alics Ho A
L Hest 17216151 Host_10.20.30.4 1020304 Esteban Ho Hia
L Host 17216,15.8 Hast_10.20.20.50 10203050 Karen Na N
L Host 1721618914 Host_10.20.30.60 10.20.30.60 Jafice Nao N
- L Host 17216351 Host_10.200.4.5 10200 4.5 Torcuato Mo Hia
[ Host 172183314 Host_10.200.81.45 10.200.81.45 Penelope Mo Hia
L Host 1821681011 Host_10 87 65231 106765231 Hetculans Ha Hi
T Hast_182.188.220.1 Host 17216151 17216151 Bronds Ha M
| Host_192.168.220.10 Hest 17216158 17216158 Marica Ho M
| Host 192188 220101 Hest 1721619914 1721619914 Techio Ho HiA
Host_192.168.220.102 Hest_17216.351 17216351 Donata Ha N
1 Host 192168220105 Host 17216314 172168314 Panoracia Ha N
Host 192.166.220 106 Host 1921881011 1921861011 Claudia Ho M
| Host_192.160.220.103 T Hast_152.160.220.1 1921662201 Crasted by Object Filer_v2.2 Ho M
LSl | Host 182168.22010 19216822010 Crested by Objest Filer 422 Ha M
nhgnmn [Ceweme e enee v
: ost_192.168.220, 168.220; veated_by Object_Filbt_v2 o
= :ZZEEE 122 ;zs H; Host_192168 220105 19216220105 Crsted_by Objsct_Filey_v2.2 He His
= e Host 192188220105 19218200106 Crmated by Objest Filsr 422 Ha N
s e [ Host_192.168.220.109 192168220109 Created by Object Filer v2.2 No N/
! d“:{ii 1i2 fg El iy et 15216822000 192168220110 Crested by Objsct Filer v22 Ho HiA : ;!,;I
= g

110,20 30,60 Readfwiie | | | [

By the way, the color of the newer object was dsfidefault, which is black. This way you can

identify them..

5.3 Importing objects from Cisco PIX/ASA/FWSM and C
configurations

Okay. Now the heavy stuff. This is for really iatied people. For Wizards. For masters and
gurus. This is.

.. for people reading this document)..;

isco Routers

Let's say you got a customer that has a Cisco PBAKWSM firewall and she’s going to
change to Check Point. The problem is, the ruleisageite big. Lots of objects, lots of rules...
and seems is not going to be easy...

Let's take a look (at a sample) of what she migtveh
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! jenny_pix_rulebase_txt - Hotepad
File Edit Fomat View Help &MHotSend

access-17st acl_out permit jcmp host 10.20.8.1 any

access-1ist acl_out permit ip host 10,20.8.1 host 10.20.221.21
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.225.103
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.225.102
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.229.4
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.229.3
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.225.140
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.225.143
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.229.6
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.229.5
access-1ist acl_out permit tep host 10.20,247.253 host 10.20.229,214
access-1ist acl_out deny ip 10.66.0.0 255.255.224.0 any

access-1list acl_out deny ip 10.20.0.0 255.255.0.0 any

access-1ist acl_out deny ip 172.16.0.0 255.255.0.0 any
access-1ist acl_out deny ip 172.21.0.0 255.255.0.0 any
access-1ist acl_out deny ip 172.22.0.0 255.255.0.0 any
access-1ist acl_out deny ip 172.23.0.0 255.255.0.0 any
access-1ist acl_out deny ip 172.24.0.0 255.255.0.0 any

access-1ist acl_out deny tcp amy any eg 69

access-1ist acl_out deny tcp any any egq 135

access-1ist acl_out deny tcp any any eg 139

access-1ist acl_out deny tcp any any eq 445

access-1ist acl_out deny tcp any any egq 593

access-1ist acl_out deny tcp amy any eg 8998

access-1ist acl_out deny udp amy any eq tftp

access-1ist acl_out deny udp any any eg 135

access-1ist acl_out deny udp anmy any eq nethios-ns

access-1ist acl_out deny udp any any eg nethios-dgm

access-1ist acl_out deny udp any any eq 445

access-1ist acl_out deny udp amy any eq 8998

plobal Coutside) 4 10.20.100.1-10.20.109.255 netmask 255.255.255.0

global Coutside) 5 10.20.160.1-10.20.160.255 netmask 255.255.255.0

global Coutside) 6 10.20.130.1-10.20.130.255 netmask 255.255.255.0

nat Cinside) 4 172.22.0.0 255.255.0.0 0 O

nat Cinsijde) 5 172.23.0.0 255.255.0.0 0 0O

nat (insjde) 6 172.24.0.0 255.255.0.0 0 0

static (inside,outside) 10.20.225.111 172.16.14.11 netmask 255.255.255.2455
static (inside,outside) 10.20.229.11 172.16.28.1 netmask 255.255.255.255 0
static (inside,outside) 10.20.229.12 172.16.28.2 netmask 255.255.255.255 0
static (inside,outside) 10.20.229.13 172.16.28.3 netmask 255.255.255.255 0

And you complain and beg: “Jenny, that’s terriblyfal!, please don’'t make me go through this
step”. While she replies: “I'm sorry, you behaveadband it is your punishment to convert all
that into a more cute format”. And finally, you mbie: “All right! I'll do it!”

Don’t worry desperate firewall manager! Object&ilis here to save you once again!

First let's see that the file is there availablegoocessing:

D:\Stuf\OFiller\v2.4> dir jenny_pix_rulebase.txt
Volume in drive D is Data
Volume Serial Number is 88AE-1253

Directory of D:\Stufi\OFiller\\V2.4
13/11/2005 06:15 p.m. 2,364 jenny_pix_ rulebase.txt

1 File(s) 2,364 bytes
0 Dir(s) 748,654,592 bytes free

Alright. Now all you have to do is tell Object &l you will be importing from a Cisco PIX
configuration file and will do most of the work fgou.

D:\StufiOFiller\v2.4> ofiller -f jenny_pix_rulebase.txt -i pix -a mypixsa mplel.c
sV
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
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(c) 2003-2006 by Check Point Software Technologies, Inc.
Processing NATted Objects...
Processing Regular Objects...
Verifying existing records - creating unknown servi ces

Total invalid objects processed = 19

NOTE: These invalid objects are the ones that were
Unless you used the No Objects or Policy Veri
which case, the objects were processed norma
conflicting with something else. But there we
Usually this is a matter of duplicates: same
name, or same object name with different IP a
However, the ones they were conflicting with
were processed with no further problems. If
of any kind, you can always create the
Check Point SmartDashboard.

Please run Object Filler again over the same
"-v" (verbose) parameter. The output will
processing line more details on why such obje

not processed successfully.
fication switch (-nopv); on
lly as if they were not

re still marked as invalid.

IP address with different
ddress.

(marked as valid records)
this was a processing error
object again whithin the

source and use this time the
tell you in the object's
cts failed.

*** Successfully imported configuration from Cisco

It took 3.0 seconds of total processing time on QUI
Processed 362 possible objects and/or rules.
Found 39 total valid (or successfully processed) ob
Found 7 total NATted records.

Total successfully processed Hosts = 20

Total successfully processed Networks = 7

Total successfully processed TCP Service objects =
Total successfully processed UDP Service objects =

Please review that all CSV output information was w
Please remember CSV information is for reviewing on
SmartCenter you need to use DBedit mode (-0 switch)

PIX!

ET Mode.

jects/rules.

6
6

ritten correctly.
ly. For importing into

Task done successfully! - Thank you for using Objec

t Filler v2.4!

Some of this stuff is new and it deserves someaggtion. Let’s see..

First, Object Filler parses twice the Cisco PIX foguration file looking for IP addresses and
netmasks that make sense, so it can build objébtsfirst time looks for NAT statements, so it
can properly do NAT of objects. Object Filler supsoboth Static and Hide NAT when
importing Cisco PIX configurations. Then it pardee configuration again looking for other
objects. Finally it builds services that are seethe configuration.
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Object Filler always avoids duplicates. So, ifees an IP address in 2 different places, the first
time builds an object for it and the second timgorées aduplicate or invalid objects This is
what theinvalid objectsreport is about. If you want to know what duplestvere found, and in
general more information on how the processingoised is advised to use the verbose mede (
switch) so you can see directly to your screen the imtegails of the processing. The output
could be really overwhelming with a big configucatifile, but it pays off if you want to save
yourself some pain later. Besides, there’s notlhiiggenough that can’t be enjoyable with a cup
of good coffee or a glass of some good beer, right?

The last thing is that Object Filler has some mdrmechanisms that try to detect if the
configuration you are importing is really of thgpé&yyou indicated. In this case, it tries to figure
out if this is really a PIX configuration file. ifis not, it gives you a warning. If it is, it telyou

the configuration was successfully imported, whweas the case this time. Even though this
mechanism is not 100% accurate with modified fiiess a very helpful aid and with regular
configurations (this is, the ones that are notrmad or tricked some how) should be accurate all
the times.

Let's take a look on the resulting CSV File:

B Miciosoft Excel - mppixsamplel.csy
‘4] Fle Edt View Inset Fomat Took Data Window Help Typea

e W e 1O N = SE= R G IR AR 5 8 LT ST B -0 - BT U E==4 3% %
id B il ] F By g4 | Y Fieply wib Changes.. End fevew,. @
Al > #& Host 172161411
A [ B i ] 5} = F G H | I ¢ T3
1 [Host 172.16.14.11 Thost 172.16.14.11 255285255255  black 10.20.225.111 All Static Created_by Object Filler v2.4
| 2 Host_172.16.28.1 host 172.16.28.1 255255255255  black 10.20.229.11 All Static Created by Object Filler v2.4
| 3 [Host 172.16.28.2 host 172.16.28.2 255266255265 black 10.20.229.12 Al Static Created by Object Filler v2.4
4 Host _172.16.28.3 host 17216.28.3 255286256255 black 10.20.229.13 All Static Created_by_Object_Filler v2.4
| 5 Met 1722200 net 1722200 25525500 black 10201001 All Hide Created_by_Object_Filler 2.4
| B |Met_ 1722300 het 1722300 26525600 black 10201601 Al Hide Created_by_Object_Filler v2.4
7 Net 1722400 net 1722400 25525500 black 10201301 All Hide Created_by_Object_Filler v2 4
| 8 |Host_1020.8.1 hast 10.20.8.1 255255 265 265 hlack Created_by_ODhject_Filler_v2.4
| 9 Host_10.20.221.21 hozt 10.20221.21 255255 265255 black Created_by Object_Filler v2.4
10 (Host_10.20.247 253 host 10.20247 253 255255255255  black Created_by Object Filler v2.4
| 11 |Host 10.20.225.103  host 1020225103 255255255255  black Crested by Object Filler v2.4
12 Host 1020225102 host 1020225102 255255256255  black Created by Object Filler v2.4
| 13 \Host_10.20.229.4 host 10.20.229.4 255205.255.255  black Created by Object Filler v2.4
| 14 |Host_10.20.229.3 host 10.20.229.3 255255.255.255  black Created by Object Filler v2.4
16 Host 10.20.225.140  host 10.20.225.140 255255265256  black Created by Object Filler v2.4
|16 Host 10020225143 host 1020225143 2552565266255  black Created_by_Dbject_Filler v2.4
17 |Host_10.20.229.6 host 10.20:229.6 265256255256  hlack Created_by_Object_Filler v2.4
18 |Host_10.20.229.5 hiost 10.20.228.5 256256 265266  hlack Created_by_Object_Filler 2.4
| 19 |Host_10.20.229 214 host 1020:229.214 | 2552565265 255  hlack Created_by_Object_Filler_v2.4
20 MNet 106600 net 10.66.00 255256 224.0 black Created_by_Dhject_Filler_v2. 4
| 21 Met_10.20.0.0 net 10,2000 26525500 black Created_by_Object_Filler_v2.4
| 22 |Net_172.16.0.0 net 172.16.0.0 25525500 black Created by Object_Filler v2.4
(23 |Met 172.21.0.0 net 172.21.00 28525500 black Created by Object_Filler v2.4
| 24 | TCP_Port B3 tcp B3 black default Created_by_Object_Filler v2.4
| 25 TCP_Port 135 tcp 135 black default Created_by_Object_Filler v2.4
|26 TCP_Fort 1339 tcp 139 black default Created by Object Filler v2.4
| 27 |TCF_Fort 445 tcp 445 black default Created_by_Object_Filler v2.4
28 TCP_Port 593 tcp 593 black default Created_by_Object_Filler_v2.4 o
| 29 TCP_Port B398 tcp 5998 black default Created_by_Object_Filler_ 2.4
| 30 \UDP_Part B9 udp B9 black noreplies default Created_by_Ohject_Filler v2.4
ELUDP_F‘M_WEE udp 135 black noreplies default Created_by_Object_Filler_v2.4
| 32 |UDP_Port_137 udp 137 black noreplies default Created_by_Ohject_Filler_v2.4
| 33 |UDP_Port_135 udp 138 black noreplies default Created_by Object_Filler_v2.4
,SA,QDE Port 445 udn 445 hlack noreslie: default Created by Obiect Filler sz% |
i}, mepiasample 1 -

Ready

As you can see, all the details are shown there nore cute and more readable format, as
Jenny requested! ;-) As explained above, if you twanknow even more details on the
conversion, it is suggested to use the verbose rfqoylef Object Filler to get such information.

Let’s now finish the job producing the DBedit s¢rip
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D:\StufiOFiller\v2.4> ofiller -f jenny_pix_rulebase.txt -i pix -0 mypix1. dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing NATted Objects...

Processing Regular Objects...

Verifying existing records - creating unknown servi

Total invalid objects processed = 19

NOTE: These invalid objects are the ones that were
Unless you used the No Objects or Policy Veri
which case, the objects were processed norma
conflicting with something else. But there we
Usually this is a matter of duplicates: same
name, or same object name with different IP a
However, the ones they were conflicting with
were processed with no further problems. If
of any kind, you can always create the
Check Point SmartDashboard.

Please run Object Filler again over the same
"-v" (verbose) parameter. The output will
processing line more details on why such obje

ces

not processed successfully.
fication switch (-nopv); on
lly as if they were not

re still marked as invalid.

IP address with different
ddress.

(marked as valid records)
this was a processing error
object again whithin the

source and use this time the
tell you in the object's
cts failed.

*** Successfully imported configuration from Cisco

It took 3.0 seconds of total processing time on QUI
Processed 362 possible objects and/or rules.
Found 39 total valid (or successfully processed) ob
Found 7 total NATted records.

Total successfully processed Hosts = 20

Total successfully processed Networks = 7

Total successfully processed TCP Service objects =
Total successfully processed UDP Service objects =

Please review that all DBedit output commands were

Please remember DBedit commands are imported into S

If you wish to review first, the use of CSV mode (-

PIX!

ET Mode.

jects/rules.

6
6

written correctly.
martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec

t Filler v2.4!

The command line was the same with the differerfcne “a” switch which was substituted
with the “o ” switch. As expected the output is more or legsghme as well.

Let’'s now import the objects. First as usual, yaveénh to transfer them. By now, you should

know how to do this, so I'll save time and spacenby showing that, but just showing the file is
actually there:
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[Expert@ngxr62]# Is -la mypix1.dbedit
-rw-rw---- 1root root 12768 Nov 13 2 1:17 mypix1.dbedit

Now the critical step of importing the DBedit sdrip

[Expert@ngxr62]# dbedit -f mypix1.dbedit -s localhost -u admin
Enter Administrator Password: secret
Host_172.16.14.11 updated successfully.

Host_172.16.28.1 updated successfully.

Host_10.20.229.12 updated successfully.
Host_10.20.229.13 updated successfully.
[Expert@ngxr62]#

As usual, now the proof that we imported the olgjethis time, we’ll show the new services
created, which would be the different thing frome\pous processings...

0.20.30.150 - Check Point SmartD ashboard - Standard

File Edit Wiew Manage Bules Policy Smattap Search: ‘Window Help
|do v [gane B A el |F4BE

[ [Pl e s ajnamy]s 2
FREY =S B |aé| Adchess Translaton| (B SmanDefense | [ Camenflﬁ&pecl[onl  SmanDefense Sewvices | 33 VPH Manager | §] Gos | BB Deskiop Sectit |
Q Services ;
| * Any | * Any | Any Traffic ‘ * Any ‘ @ accept | Loy | * Polic
< | 80|
Harme [ Comment - [ Pot [ Pratocal | Match for Any | ‘Session Timsaut (seconds) [ Last Modification date =]
CIFS Cammon Intemet File System Services M/a MNA& Nis MAh TueDec1214:11:43 2008
Tiojan_Services Common ports used by rojan applications.  NAA NAA A M Tue Dec 12 14:11:43 2008
IS8 CrackDown CrackDawn trojan 4444 N/& Na Default (3600) Tue Dec 12 14:11:43 2006
TCP TCP Port 135 Created_by_Object_Filler_v2 4 135 MAs Yes Default [3600] Thu Dec 14 01:52:02 2008
I TCF_Port 133 Created_by_Otisol_Filsr w2 4 139 N/A Yes Diefault [3600) Thu Dec 14 01:52:02 2008
I8 TCP_Port_445 Created_by_Object_Filler_v2.4 445 h/A Yes Default (3600] Thu Dec 14 01:52:02 2005 J
Tk TCP_Port 533 Created by_Object_Filler_v2.4 593 N4& Yes Default [3E00] Thu Dec 14 01:52:02 2008
I8 TCP_Paort 68 Created_by_Object_Filler_v2.4 £9 L Yes Default (3600] Thu Dec 14 01:52:02 2006
ILB TCP Port 2998 Created by Object Filler w24 8998 WA eg Default (3600] ThuDec 14 01:52:02 2008
WP (0P _Port_135 Created_by DbjselFiller v2:4 135 N/ Yes Diefault (40] Thu Des 14 01:52:03 2008
Y. UDP_Port_137 Created_by_Object_Filler_v2.4 137 ES Yes Default(40) Thu Dec 14 01:52:03 2006
DB [IDP Port 138 Created by Object_Filler_v2.4 138 MAA Yes Deefault (40 Thu Dec 14 01:52:03 2008
YR DR Fort_445 Created by Object_Filler v2.4 445 NAA Yes Default [40) Thu Dec 14 01:52:03 2008
P UBP_Port_69 Created_by_Object_Filler_v2.4 B9 LS Yes Default (40) Thu Dec 14 01:52.03 2006
UoE UDP_Port 8998 Created by Object_Filler_ 2.4 8938 IN4& Yes Default (40 Thu Dec 74 07:52:03 2008
T8 DaCyplic DaCiypic tiajan 1074 N Yes Defaul (3600) Tue Dec 12 14:11:43 2008
TEE Dame\w'are Dame\ware Mini Remate Contral Protocal B129 N/& Yes Diefault (3600) Tue Dec 12 14:11:43 2006
daptime Daytime Protocol group [TCP/UDP] N/ N/A NA& M Tue Dec 12 14:11:43 20068
T8 daptime-tcp Daytime Server Pratocol (TCP) 13 NA& Yes Dafault (3600) Tue Dec 12 14:11:42 2006
Y0P daptime-udp Daptime Server Protocal (UDP) 13 N/A Yes Drefault (40] Tue Dec 12 14:11:42 2006
DCE DCOM-Remotedct.. DCOM Remote Activation N/& N/& No N Tue Dec 12 14:171:43 20068
DCE DCOM-Systembcti.,  DCOM Systemdctivation Interface N/& NA& No M2 Tue Dec 12 14:11:43 2006
IEE AP-Defender Defender Authentication service 26826 Ni& Yes Default [3800] Tue Dec 12 14:11:42 2008
ItE AT-Defender Defender Authentication service 2626 NA& No Default [3600] Tue Dec 12 14:11:42 2008
Y0P dheperelay DHCP relay agent E7 N/& Nao 10 Tue Dec 12 14:11:42 2006
0P dheperepocalmod. DHCP reply to enfarcement module only ES MNia No 10 Tue Dec 12 14:11:42 2008
'aL!lljp dhenuendoealmod  AHCP reauest from enforeement modulsR7 () Ho 10 | TuzDec 12 LU0 200 =
For Help, press FT 110.2030.150° Readiwite. | [ [

You may take a look as well at the Address Traiwmlatules as well. As the NATted objects are
processed and its properties are set with AutonN&E, rules are automatically generated, and
they are shown in the proper screen:
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ﬁ: 10.20.30.150 - Check Point SmartDashboard - Standard

File Edit View Manage Bules Policy Smaiap Search Window Help
jdejfae|saka|z||lasE2+|vans]|
e E AN =

2 &)@ @] 8 sesun S Addess Tiandation |7} Smanbefense] [0 ContentInspestion| 2 SrmanDsfense Sewvizes | @5 VPN Mansger | g} 005 | FE1 Deskian Secuiy |
= T Hetwork Obiects
Check Paint [
Modes
etworks i
- Groups ‘ 1 l;lHns‘t_17’2.1!3.14.11 * Any & Any Q_sHos‘t_WZAE.M.H ¥ali| = Original = Original * Al
Dynamic Objects
. * Ay O Host 172481441 tva| & fny = Criginal Q.SHustJ?ZJB.‘Mﬁ = Original * Al
' O Host 17216:281 | % any & Aoy Q_SHOSLWZAE.ZEJ fvalid| = Original = Criginal & Al
* Ay O Host_172.16:284 (Veln| % Any = Criginal QISHDSt_H'QﬂS 281 | = Original * Al
H O Host 17218282 | % Any * fny QsHost_wz.m.za.z fvalid| = Original = Criginal * Al
* Any O Host_172.16:28.2 (Valh| % Any = Original ;IISHost_wzjs.zsz = Original * Al
Q‘Hos‘t_172.15.28.3 * Any % Any Q_sHos‘t_‘WzJE.zﬂj (Walid | = Original = Original * Al .
n * Ay L Host 17216283 (Valh| % Any = Original .;I.SHosu?zjs.zss = Origingl * Al
4L Net 1722200 4L et 1722200 * Any = Criginal = Original = Criginal * Al
ﬂ 4L et 1722200 & Any ® Any JTLHNethZ.ZZ.U.U [Hiding £ | = Original = Original ® Al E
4 | i _r.fJ
[ [ Mame [P [ Comment [ NAT Properties [ Wersion | MetMask. Al
ok pet 1722400 1722400 Created by Objsct_Filler_wa.4 Hide behird: 10.20,130.1 {FFES 285.266.0.0
b Het 1722300 1722300 Created_by_Object_Filler_v2.4 Hide behind: 10.20.160.1 N 255.255.0.0
Ak pet 1722200 172.22.00 Created_by_Object_Filer_w2.4 Hide behind: 10.20.100.1 [FFES 285.266.0.0
;l Host_17216.28.3 172.16.28.3 Created_by_Objsct_Filler_v2.4 Static: 10.20.229.13 N i, _J
L] Host 17216282 172.16.28.2 Created_by_Object_Filer_v2.4 Statie: 10.20.229.12 NAA AR, g
;l Host_172.16.28.1 172.16.281 Created_by_Objsct_Filler_v2.4 Static: 10.20.229.11 N [P
a? Host 17216.14.11 172161411 Created by Obisct Filer 2.4 Sltat\c: 10.20.225.111 [FES A - 2
For Help, press F1 [10.20.30.150° |Fieadiwiite.

And you are done! — Congratulations!
As you saw, converting from a Cisco PIX configusatimay not be that complicated after all. At

least the objects... ;-)

5.4 Importing rules from Cisco PIX/ASA/FWSM and Cis  co Routers
configurations

Beautiful' Importing just objects from a Cisco PRSA/FWSM configuration was a piece of
cake. Now you are ready for something stronger...

The next logical step would be to import now rulgs, here you go...
The first thing you have to know, is that if youesldy imported your objects (i.e. if you went

through the section 5.3) you are half way dongolf haven’t imported your objects then don’t
worry, we’ll show you in this section the wholerigianyway.
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The second thing you need to know is that therecartin limitations when importing PIX
configurations. This feature of importing rules w®mwith many configurations, but has not been
tested a lot to assure you it will woglways— you may help: if you own sample PIX files that
get you problems when importing, send them my walcan work on fixing the problem.

First the things that will work: Importingccess-listsvill work. Importing conduitandoutbound
statements doesn’'t work. Cisco recommends usaugess-listson the more recent
PIX/ASA/FWSM configurations anyways, so most of ffeople is expected to hasecess-lists
and this should not be a major problem.

Then, there’'s a problem: if you have groupgeryice or network object-group¥ or names
included in theaccess-listshen Object Filler 2.2 will miserably fail in susltuations. Younust
useObject Filler 2.4 or a more recent version to make this work — Feaper information please
refer to the User's Manual. This is actually impaoitt especially if you are converting a large
number of rules where you can save (literally) kaafrboring labor...

That being said, we’ll assume the saj@eny_pix_rulebaskxt file that we used on section 5.3,
with exactly the same contents

D:\StufOFiller\V2.4>dir jenny_pix_rulebase.txt
Volume in drive D is Data
Volume Serial Number is 88AE-1253

Directory of D:\Stuf\OFiller\V2.4
13/11/2005 06:15 p.m. 2,364 jenny_pix_ rulebase.txt

1 File(s) 2,364 bytes
0 Dir(s) 678,948,864 bytes free

Now, we’ll run Object Filler over this file:

D:\StufA\OFiller\v2.4> ofiller -f jenny_pix_rulebase.txt -i pix -a mypixru les.csv
-p pixpol -nopv

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing NATted Objects...

Processing Regular Objects...

Verifying existing records - creating unknown servi ces

Processing Rules...
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Total invalid objects processed = 19

NOTE: These invalid objects are the ones that were not processed successfully.

Unless you used the No Objects or Policy Veri
which case, the objects were processed norma
conflicting with something else. But there we
Usually this is a matter of duplicates: same
name, or same object name with different IP a
However, the ones they were conflicting with
were processed with no further problems. If
of any kind, you can always create the
Check Point SmartDashboard.

Please run Object Filler again over the same
"-v" (verbose) parameter. The output will
processing line more details on why such obje

fication switch (-nopv); on

lly as if they were not

re still marked as invalid.

IP address with different

ddress.

(marked as valid records)
this was a processing error
object again whithin the

source and use this time the
tell you in the object's
cts failed.

*** Successfully imported configuration from Cisco PIX!

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 439 possible objects and/or rules.

Found 69 total valid (or successfully processed) ob jects/rules.
Found 7 total NATted records.

Rules processing was requested and done for Policy "pixpol".

Total successfully processed Hosts = 20

Total successfully processed Networks = 7

Total successfully processed TCP Service objects = 6
Total successfully processed UDP Service objects = 6
Total successfully processed Rules = 30

Please review that all CSV output information was w ritten correctly.
Please remember CSV information is for reviewing on ly. For importing into
SmartCenter you need to use DBedit mode (-0 switch)

Task done successfully! - Thank you for using Objec t Filler v2.4!

What in heaven happened here?
The basic objects importing stuff explanation wagg in section 5.3, so we’ll skip to the new
things relevant to rules.

When invoking Obiject Filler, this time we added taions to the command line:

-ppixpol  This tells Object Filler to process rules and lesweh rules in a policy named pixpol,
which will be created whenever the DBedit commaardsgenerated.

-nopv  This tells Object Filler not to verify that the ebjs that are used in the rulebase were
actually created or processed on this run. By defabject Filler verifies that all the objects
(services and network objects) used in the rulésatlg exist. Since Object Filler can’t connect
to the SmartCenter to verify that, it assumes thatobjects were processed in the same run.
Some times, if you are processing just rules, ey not be the case, so telling the tool NOT to
perform this verification is actually useful. Whilethe specific case of this file we’re processing
now was not needed, still we used it so we can shtawyou ;-)
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Ok. Let’s take a look at the resulting CSV file now

Microsoft Excel - mypixrules.csv
.J_El_] File  Edit  Miew Insert Format  Tools  Data  Window  Help 1

ol ™ e R e o M REE W SR A~ M S S W )

e ,_ & = | ¥ B
A4l - & # HERE BEGINS A NEW SECURITY POLICY 4
[ T & ] B C [ & ] E [ = I B i ] =
A0 J# IHERE BEGINS A NEWY SECURITY POLICY =7 #
4 [rulebase_h pixpol
| 42 # Here it starts ACL named -acl_Qut: ™
A3 |#RULE_TY SOURCE DESTINATION VPN SERVICE ACTION TRACKIMSTAL TIME COMMENT
4 | security_ruHost 10.20.8.1 Ay Any icrmp-proto Accept Log  Any  Any access-list acl_Out permit icrmp host 10.20.8.1 any
5 |secutity_ruHost 10.20.8.1 Host 10.20.221.21 Any  Any Accept Log  Any  Any access-list acl_Out permit ip host 10.20.8.1 host 10,20.221.21
46 | security_ruHost_10.20.247 2583 Host_10.20.225 103 Any  Any Accept  Log Any  Any access-list acl_Out permit top host 10020247 253 host 10.20.2
security_m Host_10.20.247 253 Host 10.20.225.102 Any  Any Accept Log  Any Any access-list acl_Out permit top host 10.20.247 253 host 10.20.2
security_ruHost_10.200247 253 Host 102002294 Any  Any Accept Log  Any  Any access-list acl_Out permit top host 10200247 263 host 100202
J(security. riHost 1020247 253 Host 10.20229.3  Any  Any Accept  Log Any. Any access-list acl_Out permit top host 10.20.247 253 host 100202
J | security_rtuHost 10.20.247 253 Host 10.20.225.140 Any  Any Accept Log  Any  Any access-list acl_Ouot permit top host 10.20.247 253 host 100202
security_ruHost 10200247 253 Host 10200225143 Any  Any Accept Log  Any  Any access-list acl Out permit top host 10.20.247 253 host 10.20.2
(52 |security_ruHost 1020247 263 Host 10202296  Any  Any Accept  Log Any  Any access-list acl Out permit top host 1020247 253 host 10202
53 | secutity ruHost 10020247 253 Host 10202295 Any  Any Accept Log  Any  Any access-list acl_Out permit top host 10.20.247 253 host 10,202
54 |#RULE TY SOURCE DESTINATION WPN SERVICE ACTION TRACKINSTALTIME COMMENT
| 56 |security ruHost 10.20.247 253 Host 10.20.229.214 Any  Any Accept  Log Any Any access-list acl_Out permit top host 10.20.247 253 host 10202
56 [security_ruMet 10.66.0.0 Ay Any  Any Drop Log  Any  Any access-list acl_Out deny ip 10.66.0.0 265265.224.0 any
&7 |security_ruiMet 10.20.0.0 Any Any  Any Drop Log  Any  Any access-list acl_Out deny ip 10.20.0.0 255 255.0.0 any
B |security_ruMet 172.16.0.0 Any Any Any Drop Log  Any  Any access-list acl_Out deny ip 172.16.0.0 255.255.0.0 any
security_rulet 172.21.00 Ay Any  Any Drop Log  Any  Any access-list acl Out deny ip 172.21.00 255 255.00 any
|| security_riMet 172.22.0.0 Any Any Any Drop Log Any  Any access-list acl_Out deny ip 1722200 25525500 any
1 |security_ruhet 172.23.0.0 Ay Any Any Drop log  Any  Any access-list acl_Out deny ip 172.23.0.0 255.255.0.0 any
security_ruMet 172.24.0.0 Ay Any  Any Drop Log  Any  Any access-list acl Ouot deny ip 172.24.0.0 255.255.0.0 any
3 | securty_riAny Any Any TCP_Port B9 Drop Log Any Any access-list acl_Out deny tcp any any eq B9
security_mAny Ay Any  TCP_Paort_135 Drop Log  Any  Any access-list acl_Out deny top any any eq 135
BE (#RULE TY SOURCE DESTINATION WPN SERVICE ACTION TRACK IMSTALTIME COMMENT
| BE | security_ruAny Any Any  TCP_Port_139 Drop Log Any  Any access-list acl_Out deny tcp any any eg 139
67 |security_ruAny Ay Any  TCP_Port 445 Drop Log  Any  Any access-list acl Out deny top any any eq 445
| BB | security_ruAny Any Any  TCP_Paort 593 Drop Log  Any  Any access-list-acl Out deny top any any eq 593
| B3 | security_riAny Any Any  TCP_Port 8955 Drop Log Any  Any access-list acl_Out deny tcp any any eq 8995
70 | security_rufny Any Any UDP Port B2 Drop Log  Any  Any access-list acl Ouot deny udp any any eq tftp
| 71 | security_ruAny Any Any DR Port 135 Drop Log  Any  Any access-list acl_Out deny udp any any eq 135 i
T2 | security_ruAny Any Any UDP Port 137 Drop Log Any Any access-list acl_Out deny udp any any eq nethios-ns
73 security ruAny An Any  UDP Port 138 Drop Log  An A‘inv access-list acl Out deny ude anv anv ea netbi’us-dqm =
.4 ¥ ity mypizrules 4 . W
Ready

Wow! Doesn'’t that look beautiful?
Let's explain several interesting things:

a) The file contains actually objects and rules, ndiyaules. The objects are shown at the
beginning and the rules are left at the bottonmheffile. You may actually see both there.
The screenshot above just shows the Rules Section.

b) The Rules Section begins with a comment that Seigse begins the Rule Section
think that’s quite clear.

c) Then, therulebase header keyword in the first column indicates ¢hierbegins a new
Policy. Let's remember that a policy is a set désu

d) Note that all the rows that represent rules usestwurity rule keyword in the first
column. Then the following columns are the sameumols that you see on
SmartDashboard when you use Simplified Mode. ByudkétheTrack property is set to
log, thelnstall OnandTimecolumns are set tAny.
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e) All the translated rules appear with tBemmentColumn showing the original rule that

f)

originated the rule of such row. This can actuédyused to audit and review that the
rules were accurately translated. If you see somgtktrange, don’'t hesitate and run
Object Filler again using the verbose modg (o get more information on what actually
happened. This is important, so you avoid problies.

Mhh... thinking it twice... one'strongly* suggested thing is to use NOW (yes, NOW
© ) the—v switch just as an exercise. Redirect the outpat fite and then view it with a
text editor. Get familiar with this report as itvgs you details on how the processing is
done, line by line. The syntax you should use woubd ofiler -f
jenny_pix_rulebase.txt -i pix -a mypixrules.csv -p pixpol —nopv > output.txt -
and then review theutputtxt  file — if you already ran the command once, remambe
to change the name of the output fitgdixrules.csv ~ on this case) as Object Filler never
overwrites a file by itself, to prevent deletingpgartant information by accident.

Once you review the Spreadsheet and you are dureraht, then you may go to the next step
and produce the DBedit commands:

D:\Stuff\OFiller\vV2.4>

ofiller -f jenny_pix_rulebase.txt -i pix -0 mypixru les.dbe

dit -p pixpol -nopv

Unofficial/Unsupported Object Filler v2.4 - Devel

oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing NATted Objects...

Processing Regular Objects...

Verifying existing records - creating unknown servi

Processing Rules...

Total invalid objects processed = 19

ces

NOTE: These invalid objects are the ones that were

not processed successfully.

Unless you used the No Objects or Policy Veri
which case, the objects were processed norma
conflicting with something else. But there we
Usually this is a matter of duplicates: same
name, or same object name with different IP a
However, the ones they were conflicting with
were processed with no further problems. If
of any kind, you can always create the
Check Point SmartDashboard.

Please run Object Filler again over the same
"-v" (verbose) parameter. The output will
processing line more details on why such obje

fication switch (-nopv); on

lly as if they were not

re still marked as invalid.

IP address with different

ddress.

(marked as valid records)
this was a processing error
object again whithin the

source and use this time the
tell you in the object's
cts failed.

Page 37



Object Filler and Object Dumper Tutorial
Revision 20061220

*** Successfully imported configuration from Cisco PIX!

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 439 possible objects and/or rules.

Found 69 total valid (or successfully processed) ob jects/rules.
Found 7 total NATted records.

Rules processing was requested and done for Policy "pixpol".

Total successfully processed Hosts = 20

Total successfully processed Networks = 7

Total successfully processed TCP Service objects = 6
Total successfully processed UDP Service objects = 6
Total successfully processed Rules = 31

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Now you are ready to import those to the SmartGenght? — Well, there is one small detail to
take care of first. Small, but quite importantydu already have the objects imported into your
SmartCenter —as it may be the case if you did xleecese in section 5.3- then you need to delete

the DBedit commands that create such objects.eBs,ddit the file and see...

! mypixrules_after.dbedit - Motepad
File Edit Fomat Yiew Help @@HotSend

i [=[ 3

modify network_objects Host_10.20.229.12 color black

modify network_objects Host_10.20.229.12 comments Created_by object_Filler_w2.4

update network_ohjects Host_10.20,.229.12

create host_plain Host_10.20.229.13

modify network_objects Host_10.20.229.13 qpaddr 10.20.229.13

modify network_objects Host_10.20.229.13 color black

modify network_objects Host_10.20.220.13 comments Created_by object_Filler_v2.4

update network_objects Host_10.20.229.13
d

t permit 1cmp host 10.20.8.1 any

H

There is a point in the file where aipdate_allDBedit command is used, and thercraate

policies_collectionis seen. That is the place where the rules creaggins.
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So, let me repeat. If you already have the objectated, delete all the lindsefore the
update_allline, or you will get plenty of ugly errors. lou delete the initial lines, don’t leave
any blank line at the beginning of the file or yibget errors as well

If you did not create the objects before, you camlgead and use the file as it is at this moment.

Assuming you had to delete the lines, your filewdtidook this way now:

!n mypixiules_after.dbedit - Notepad _IEI ﬂ
File Edit Fomat Yiew Help e#HotSend
lupdate_all -

create policies_collection pixpol

modify policies_collections pixpol comments Created by object_Filler_wz.4
update policies_collections pixpo

create firewall_policy ##pixpol

modify fw_policies ##pixpol collection policies_collections:pixpaol
addelement fw_policies ##pixpo]l rule security_header_rule

addelement fw_policies ##pixpo]l rule:0:action drop_action:drop

modify fw_policies ##pixpol rule:0:disabled true

modify fw_policies ##pixpol rule:0:header_text "Rules that belong to AcL named acl_out™
modify fw_policies ##pixpol rule:0:state expanded

update_all

addalemant fw_policies ##pixpol rule security rule

addelement fw_policies ##pixpo]l rule:l:src:'” network_objects:Host_10.20.8.1
addelement fw_policies ##pixpo]l rula:l:through:'' globals:any

addelement fw_policies ##pixpo]l rule:l:services:'' services:icmp-proto
addelement fw_policies ##pixpol rule:l:action accept_action:accept

rmbyindex fw_policies ##pixpol rule:l:track O

addelement fw_policies ##pixpol rule:l:track tracks:Log

addelement fw_policies ##pixpol rule:l:install:'" globals:any

modity fw_policies ##pixpol rule:l:comments "“access-11ist acl_Out permit icmp host 10.20.8.1 any "
update_all

addelement fw_policies ##pixpol rule security_rule

addelement fw_policies ##pixpol rule:2:isrc:’’ network_ohjects:Host_10.20.8.1

addelement fw_policies ##pixpol rule:2:dst:'' network_objects:Host_10.20,221.21
addelement fw_policies ##pixpol rule:2:through:'' globals:any

addelement fw_policies ##pixpol rule:2:action accept_action:accept

rmbyindex fw_policies ##pixpol rule:2:track o

addelement fw_policies ##pixpo]l rule:2:track tracks:Log

addelement fw_policies ##pixpo] rule:2:install:'’ globals:any
mogﬁfy 'F\_ﬁpo'l"lcw'es ##pixpol rule:2:comments "access-11st acl_out permit ip host 10.20.8.1 host 10.20.221.21 "
update_a

addelement fw_policies ##pixpol rule security_rule

addelement fw_policies ##pixpol rule:3:src:'’ network_ohjects:Host_10.20.247.253
addelement fw_policies ##pixpo] rule:3:dst:'' network_objects:Host_10.20.225.103
addelement fw_policies ##pixpo] rule:3:through:'' globals:any

addelement fw_policies ##pixpol rule:3:action accept_action:accept

rmbyindex fw_policies ##pixpol rule:3:track o

addelement fw_policies ##pixpo] rule:3:track tracks:Log

addelement fw_policies ##pixpo]l rule:3:install:'" globals:any

mugﬁfy ﬁ_?erU'ch'es ##pixpol rule:3:comments "access-11st acl_out permit tcp host 10.20.247.253 host 10.20.225.103 "
update_a

addelement fw_policies ##pixpol rule security_rule

il ol

One last thing: if you are going to import thisargn NG+Al R55W or below SmartCenter, you
need to change some of the DBedit commands to g@roldlems with earlier versions of DBedit.
If you want to avoid problems, change all the litlest say

addelement fw_policies ## Pol i cy_Nane rule:  Nthrough :.” sonet hi ng_here
and replace them with
addelement fw_policies ## Pol i cy_Nane rule:  Nthrough  sonet hi ng_here

| repeat. The above step is only necessary if yantwo import rules into NG+Al R55W or
below. This includes NG+AIl R55, R54 and FP3.

The difference is in the colon and the apostropdféss through In any case, when you are
importing P1X configurations, you may safely ign@léthis. Question 4.6 in the FAQ Section of
the User's Manual documents this as well...

Great. Now let’s continue our quest to conquentbdd ;-)
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Pass the DBedit commands file to the SmartCented, then import it using DBedit as you
would usually do, and the way is shown in the festtions of this document.

[Expert@ngxr62]# Is -la mypixrules_after.dbedit

-rw-rw---- 1root root 17530 Dec 14 0 2:31 mypixrules_after.dbedit
[Expert@ngxr62]# dbedit -s localhost -u admin -p secret -f mypixrule s_after.dbedit
Object_Filler_Imported_pixpol updated successfully.

fw_policies::##pixpol Updated Successfully

fw_policies::##pixpol Updated Successfully

fw_lpolicies::##pixpol Updated Successfully
fw_policies::##pixpol Updated Successfully
[Expert@ngxr62]#

Excellent! Great! At this point you already havepmnted the rules. Notice that this time we used
the “p” switch to tell DBedit the administrator's passwalirectly in the command line...

Login to your SmartCenter using SmartDashboard. yomdwill see nothing there...

The reason is because the rules are kept in asdepaulicy package. To get them, go to the File
Menu, select the Open option and you will see sdvmlicy packages and among them one (or
perhaps several if this is not the first policy ymport with Object Filler) named witthe name
you used with thep switch when you invoked Object Filler. In this exale, pixpol.

Open Policy Package x|

Select Policy Package to Open

E demo2

Bl <ol

(] Standard

Open I Lancel | Help |

Choose then the imported policy, availa! — you have your rules there... shining and waiting
for you to apply them (after a backup and a seceuw, of course).

Nice! Did you like it?©

Finally, don’t forget to verify the rulebase, justmake sure that there’s nothing conflicting over
there...
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% 10.20.30.150 - Check Paint SmariDashbo
Fie Edit' View Matage BFules Palioy  Gmar

ek Wwindow  Help

(B2t me | fmean |J|J%|§”

Swix |VaEE

R E R

[k |mam| =

| B

= Securiy [E Addiess Translation | 4} SmanDefense | 5 Contentinspection | £ SmenDefense Senvices | &) VPN Manags: |

DESTINATICN COMMENT =
[=] Rules that belong to ACL named acl_Out (Rules 1-30)
- ‘Q‘ Host_10.20.8.1 % Any ‘ E Ay | 22 icmpoproto @ accept ‘ Log ‘ % Policy Ta | % Any TEC;DS;I]‘S;:;I—OM petmit icmp host
-‘ ‘Q Host 10,2081 | (BT Rl il Policy Verification x| f‘;?;;:‘i;‘;%;;;;’:’;‘f e
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‘ ‘Q Host 10.20.247.253 | [ Host_10.20.225 102 Ta| % Ay ?‘;?;;Jf‘;‘;';gg fgr;"o’t;;'; ?”DZ*
H‘ ‘Q Host_10.20,247.253 ‘ [ Host 10.20.220.4 Ta| %® Any T‘;?;;:?;%'ﬁg fgg“ﬂ“;;g TS*
‘Q Host 10.20.247.253 | [ Host 1020229 3 Ta | * Any ?‘;?;;Jf‘;‘;';gg fgr;"o’t;;'; g”s*
‘Q Host_10.20,247.253 ‘ [ Host 1020225140 Ta| %* Any T‘;?;;:?;%'ﬁg fgg“ﬂ“;;’; :‘iﬁ |
H‘ ‘Q Host 10.20.247.253 ‘ [ Host_10.20.225 143 Ta| % Ay ?‘;?;;Jf‘;‘;';gg fgr;"o’t;;'; ’;fé*
‘Q Host_10.20.247.253 ‘ [ Host 10202208 Ta % Any T‘;?;;:?g;'ﬁg fgrgnﬂngg 2931
n‘ ‘Q Host 10.20.247.253 ‘ [ Host 10202295 Ta | * Any ?‘;?;;Jf‘;‘;';gg fgr;"o’t;;'; g”s*
n‘ ‘Q Host_10.20,247.253 ‘ [ Host 1020220214 B ; _'|;| Ta| %® Any T‘S?;;J?;sg'ﬁgg ?gg“g;;’;gﬁ
n‘ ‘Jﬂ- Met 10.E6.0.0 ‘ ® B0y _ Ta | % Any Z‘;ge;ssshzs;ﬁl;i? SERE o T
H‘ “r" et 102000 ‘ ® Bny ‘ [*] sy | % any ‘@ drop ‘ Log ‘ * PolicyTa | % Any ;ggefsss'?uﬁfm senriR At L
‘ ‘Jﬂ- Met 1721600 ‘ % Any I [*] any | % any |@ drop ‘ Log ‘ ® Policy T * Any Z‘;g?sss'?oa:;;om SEREGhe ok
n‘ |J11- Net 1722100 | * Aoy | 3] iy | % Any |@ drap | Log | % PoicyTa % Any | CCcosSistaclOutdenyipi722100 |

Readiwite | | [
| J00% ol (e o o)l O 0204am

HL_;Ie__s_\ferified okl

distad| | @ (3 - | cins..| a0s.| @ ob. | GE2v-
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Most of the times, when you are converting from>4/RSA/FWSM policy, you will experience
a bunch of errors here. Basically because one guafiion normally contains severatcess-
lists, which are separated here by rulebase tags, intlicgou are indeed dealing with different
policies (one access-list group can be considesedl @olicy by itself) inside theastersecurity
policy you imported.

You must remember that those Cisco products hawedhcept of applying the access-list per
interface, and then there is a concept of secleitgls for each interface as well. Check Point

VPN-1 (Pro/Power/UTM/Express) behaves more likeua touter with security, thus making it
easier to build a security policy (makes it eadiermaintain as well), and some of the
complexities of Cisco access-lists can be avoided.

It is strongly recommended if you see a bunch adrerhere (and even if you don’t get them) to

go through the security policy and audit it to makee the rules still apply to your new
environment.
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Ok. Let's assume you manage to get the policy regriuccessfully (perhaps after you made
some adjustments). Now let’s install the Policy

M Installation Process - pixpol

NG RiE2

. Let’s see why:

Warning: Services port conflict. port 139
Security (top) serves both <=TCP_Port_139= and
=nbzession=. Uncheck Match for Sy
checkbox in the 'Advanced' dislogue for
one of them.

Warning: Services port conflict. port 443
(top) serves both =TCP_Port_445= and

zmicrosoft-dz=. Uncheck Match for Ay
checkbox in the 'Advanced' dislogue for
one of them.

Warning: Services port conflict. port 69
(udk) serves hoth <UDP_Paort_B9= and
atftp=. Uncheck "Match for Any' checkbox in
the "Advanced' dislogue for one of them.
Warning: Services port conflict. port 137
(uclp) serves bath <UDP_Port_137= and
=nbname:=. Uncheck Match for Any'
checkbox in the 'Advanced' dislogue for
one of them.

Warning: Services port conflict. port 135
(uclp) serves baoth <UDP_Port_138= and
=nbdatagram=. Uncheck Match for Any'
checkbox in the 'Advanced' dislogue for
one of them.

Warning: Services port conflict. port 445
(uclp) serves bath <UDP_Port_44:5= and

Oh! Right! Object Filler by default sets the “Matétr Any” property in all the new created
services. If you don't like this behavior... Well...eth you either remove the commands from
the DBedit file, or manually disable that from tervices.
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You may easily identify what services were credigd®bject Filler, because all of them have as
a comment'Created_by Object_Filler_vn.n"and they begin with th& CP_ or UDP_ prefix,
followed by the port number they represent...

This is shown in the following screenshot:

% 10.20.30.150 - Check Point SmaitDashboard - pixpol
Edit View Manage Rules Polioy Smattap Search Window Help

jHe|%%&|%&&§%|.|Emg% = |9smE
[ [ 1Ao7 [ [ a5

% s alb]& @] [ e | dbes Tansstion] G Smatbsiense]
= Q Services:
T TCP
Cornpound TCP [=] Rules that belong to ACL named acl_Out {Rules 1-30)
Citrin TCP — =l
UDP Q‘ Host_10.20.8.1 * Any E Any | 22 icmp-proto @ accept Log & Policy Ta | % Any :EC;;;'JI' =
I-BPC RPC — =
o ITF ICMP - [ Host 102081 O Host 102022121 | [%] &ny | % any Ry accept Log | % Policy Ta| % Any f;_cz?gh's‘
DCE-RPC —— i
77 Dther - [ Hast 1020247 253 | [l Host 1020225103 | [&] sny | % any ) accept Log | % PolicyTa | & Any jgczeus;f
5 {E Gioup —— =
O rost Anznzar2ss | O Host 1n20225102 | [%] sny | % any 5y accept Lag % Policy Ta | % Any f;czeu”;f
[ Host 1020247253 | L] Host 10202284 | [%]&ny | % any €5y accent Log * Policy Ta| % Any :EE;;;E
F ‘Q‘ Host 10.20,247.253 | O Host 10202293 | [%] &ny | * Any 1) accept ‘ Lag | % Folu?f Ta‘ ® Any ?ﬁmfjf'q‘if"vj
. 3
Hame [ Comment [ Fort [ Pratocol [ Match for iy | Session T imeout fsecc ]
. daplime D aytime Pratocol group (TCPAUDP) My N/ M N2
IEE Damet/are Damew are Mini Remate Control Protacal E129 NAA Yes Default [3600)
IEE DaCryptic D aCryptic trojan 1074 N&& Tes Default (3600)
IEE TCP. Port 135 Created by Object Filler v2.4 135 M Tew Default [3600)
e TR Fort 139 Created_by_ Object Filler v2.4 139 NAA Tes Default (3600)
TCP TCP_Part 445 Created_by_Object_Filler_v2.4 445 (EES fes Default [3600)
TCR TCP Port 593 Created by Object Filler w24 693 /A Yes Diefault [3600)
TR TCP_Port B3 Created by Object_Fillar_v2.4 B3 BAA Tes Ciefault (3600)
ICP TCP Port 9393 Created by Object Filer w24 8938 N Tes Default [3600)
YO LDF_Fort 135 Created_by Object_Filler_v2.4 136 /A Yes Distault (40]
08 LIDP_Part_137 Created_by_Object. Filer_v2.4 137 W& e Default (40
U0P UDFP_Foit_138 Cieated by Object_Filler_v2.4 138 NZ& e Diefault [40] i |
Y0 UDP_Part_445 Created_by_Object_Filler_vZ.4 445 N#A Yes Dfault (40)
Y0P LIDF_Port E9 Created by Object Filler_vz2.4 B9 MNAA e Default [40)
UBB IDP_Por_8938 Cieated by Object_Filler_ v2.4 8333 NAA Yes Default (40]
T_I. CrackDaown CrackDown trojan 4444 | WA Mo D efault (3600) 5
i« ¥
For Help. press F1 {10.2030.150° Readtwie | | | |

Awesome!

So, want to know more? Perhaps you want to know ¢emwyou do this with other brands?
Well, well, the Manual has more information inlits highly recommended that you read it! —
perhaps In that way you may find out some othesredting things ..© - Some day we may

include more about importing files from other brandél you vote for it. So, call your local
favorite radio station and give your vote... ;-)
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6. Object Dumper

Object Dumper does the opposite thing than ObjélerFinstead of importing new objects into
SmartCenter (or CMA in a Provider-1 environmentactually exports what is already there,
focusing on network and service objects mainly.

To do this, it parses th@bjects_5 0.Gile, the one found &FWDIR/confand about which we
already discussed some things at the beginningi®tibcument.

Be careful: While Object Filler can export the altge (and rules, as described in the User’s
manual), it should NOT be seen as a 100% effidiawckup tool, as it is not. The reasons of why
are explained in the User’'s Manual — but trust igou only use Object Dumper for backups, |
don’t want to be on your shoes, as sooner or laearwill be in serious problems.® - use
other things (such agpgrade exporandupgrade_impoitfor backups instead.

6.1 Exporting network and service objects to a CSV File

That'’s the easiest thing you have done so far.

First, we have to transfer thi@bjects 5 0.Go the Windows machine where Object Dumper
resides.

Remember that if you are going to do this in a Rlewv1 installation, you have first to set the
environment to the proper CMA, using the commatsgknv CVvA_nane — if you don’t know what
this means, don’t worry — then you don’t need stigf. ©

[Expert@ngxr60]# pwd

/home/admin

[Expert@ngxr60]# cd $FWDIR/conf
[Expert@ngxr60]# Is -la objects_5_0.C
-rw-rw---- 1root root 1009999 Nov 132 1:20 objects_5 0.C
[Expert@ngxr60]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> put objects_5 0.C

local: objects_5_0.C remote: objects_5_0.C
227 Entering passive mode (10,20,30,76,4,105)
125 Using existing data connection
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226 Closing data connection; File transfer successf ul.
1052119 bytes sent in 0.353 secs (2.9e+03 Kbytes/se )
ftp> bye

221 Service closing control connection

Now in your Windows machine, make sure the filthiere
D:\Stuff\OFiller\\vV2.2> dir objects_5_0.C

Volume in drive D is Data

Volume Serial Number is 88AE-1253

Directory of D:\StufiOFiller\\V2.2
13/11/2005 08:44 p.m. 1,052,119 objects_5_ 0.C

1File(s) 1,052,119 bytes
0 Dir(s) 760,270,848 bytes free

Ok. It's there. It's a fact. Now let’s use it asusce to feed Object Dumper.

D:\StufA\OFiller\v2.2> odumper -f objects_5_0.C -0 myobjects.csv
Unofficial/Unsupported Object Dumper V2.2 - Devel oped by Martin Hoz
(c) 2003-2005 by Check Point Software Technologies, Inc.

Processing objects...

Processed 42120 possible objects and found 500 vali d ones.

From these, 264 were NATted records. It took 3 seco nds on quiet mode.
Total successfully processed CP Gateways =1

Total successfully processed Hosts = 172

Total successfully processed InterSpect Devices = 1

Total successfully processed Networks = 266

Total successfully processed Interfaces = 2

Total successfully processed TCP Services = 6

Total successfully processed UDP Services = 6

Task done successfully! - Thank you for using Objec t Dumper V2.2!

Beautiful. We now have the objects exported. Letke a look on how they look like:
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E] Microzoft Excel - myobjects. cev

@J File Edt “iew Insert Fomat Tools Data  window  Help Type a ques
RN S M= NN SRR R NN A R - 20 =B ZU|SE==HS %=
— G O . ¥ {175 Fieply with Changes... End Review...
A2 - F& ngxrbl
A | B | c \ D [ E | F [ s [ H] I
2 |noxii0 lepg 10.20.30.60 256.265 256255 hlack

| 3 |ethl interface  192.168.89.100 255.255256.0  ngxrED internal lncal
| 4 |ethD interface  10.20.30.60 2562652560 ngxbl external undefined
| 5 |is] interspect 1.2.99.11 265255 265 255 black wersion2
| B |mysererl host 10.20.30.87 255,255 255,255 green 192.168.2098  ngxB0  Hide This is a dbedit example
| 7 |Met_10.10.0.0 net 10.10.0.0 2502662560 blue 192168100101 ngx60  Hide Created by Object_Filler 2.2
| & |Met 10.10.1.0 net 10.10.1.0 2552652560 blue 192168100102 ngx60  Hide Created by Object Filler +2.2
| 9 |Met 101020 net 10.10.2.0 2652552550  hlue  192.1B8.100.103 ngxB0  Hide Created_by_Object Filler v2.2
| 10 |Met_10.10.3.0 net 10.10.3.0 2562662660 blue 192168100104 ngx60  Hide Created by Object_Filler 2.2
| 11 |Met 10.10.4.0 net 10.10.4.0 25026562560 blue 192168100105 ngx60  Hide Created by Object Filler w22
| 12 |Met_10.10.5.0 net 10.10.5.0 2502652560 blue 192168100106 ngx60  Hide Created by Object Filler 2.2
| 13 |Met_10.10.6.0 net 10.10.6.0 2552552550 blue 192168100107 ngx60  Hide Created by Object Filler 2.2
| 14 |Met_10.10.7.0 net 10.10.7.0 2562662660  blue 192168100108 ngx60  Hide Created by Object Filler 2.2
| 15 |Met 10.10.8.0 net 10.10.8.0 2552652560 blue  192.168.100.108 ngx60  Hide Created by Object Filler w22
| 16 |Met_10.10.90 net 10.10.9.0 2602552550  hlue  192.168.100.110 ngxB0  Hide Created_by_Object Filler »2.2
| 17 |Met_10.10.10.0 net 10.10.10.0 2562652560 blue 192168100101 ngx60  Hide Created by Object_Filler 2.2
| 18 |Met_10.10.11.0 net 10.10.11.0 2502662660  blue 192168100102 ngx60  Hide Created by Object_Filler 2.2
| 19 |Met_10.10.12.0 net 10.10.12.0 2502652560 blue 192168100103 ngxs0  Hide Created by Object Filler w22
| 20 |Met_10.10.13.0 net 10.10.13.0 2552552550  hlue  192.168.100.104 ngxB0  Hide Created_by_Object Filler v2.2
| 21 |Met_10.10.14.0 net 10.10.14.0 2562652560 blue 192168100105 ngx60  Hide Created by Object_Filler 2.2
| 22 |Met 10.10.15.0 net 10.10.15.0 2502662560 blue 192168100108 ngx60  Hide Created by Object Filler w22
| 23 |Met_10.10.16.0 net 10.10.16.0 2602552550  hlue 192168100107 ngxbB0  Hide Created_by_Object Filler »2.2
| 24 |Met_10.10.17.0 net 10.10.17.0 2552552550 blue 192168100108 ngx60  Hide Created by Object_Filler 2.2
| 25 |Met_10.10.15.0 net 10.10.18.0 2502662560  blue 192168100109 ngx60  Hide Created by Object_Filler 2.2
| 26 |Met_10.10.19.0 net 10.10.19.0 2552652560 blue 192168100110 ngx60  Hide Created by Object Filler 2.2
| 27 |Met_10.10.20.0 net 10.10.20.0 2652552550  hlue 192168100101 ngxB0  Hide Created_by_Object Filler v2.2
28 |Met 10.10.21.0 net 10.1021.0 285.266.256.0  blue 192168100102 noxs0 Hide Created by Object Filler +2.2

Your actual output may be slightly different, asready had defined an InterSpect device in my
case, but I'm leaving the output as is, so yousamhow it looks.

Notice that when it comes to services, Object Dunaupdy exports the services you creataedd
not all the default (predefined) ones. That's aeriesting feature. If you want to have all the
default objects exported as well, you may use thé (‘defaul) switch in the Object Dumper’s
command line, this wayidumper -f objects_5_0.C -o myobjects.csv -d

The nice thing about this file is that it can beedidater as source for Object Filler so, as an
example, all these objects can be carried to an&martCenter or CMA and import them there.
We will see later that and other cool things yon da with this information you have now...

By the way, be careful! These objects are parhefdonfiguration on your security policy. If |
were you, I'd watch very well where | leave them!.

6.2 Exporting network and service objects to a HTML File

Before we finish this section, let's say you enghybe report a lot, but now want to have it in
HTML format. It is possible!

We assume you will use the same files you alreadye land used in the previous exercise. All

you have to do then is to tell Object Dumper yoafgr HTML (using the-html switch) and
that's it.
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Let's see:

D:\Stuff\OFiller\v2.1>

Unofficial/Unsupported Object Dumper V2.2 - Devel

odumper -f objects_5_0.C -0 myobjects.htm

-htm

oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.
Processing objects...
Processed 42120 possible objects and found 500 vali d ones.

From these, 264 were NATted records. It took 3 seco

Total successfully processed CP Gateways =1
Total successfully processed Hosts = 172
Total successfully processed InterSpect Devices = 1
Total successfully processed Networks = 266
Total successfully processed Interfaces = 2
Total successfully processed TCP Services = 6
Total successfully processed UDP Services = 6

Task done successfully! - Thank you for using Objec

nds on quiet mode.

t Dumper V2.2!

The result is more or less the same, with the diaefthat now the format is (a very ulgy)

HTML page

[E% Object Dumper v2.2 results - Mozilla
. File Edt Yiew Go Bookmarks Tools ‘wWindow Help

| IQ\Sea'.-‘:"] cgo .

Q O @ Q |;~\¢llle:/ffD:/StuffoFlI\er!vZUmyob\ecls.htm
-

A: 45 Home | E3Baokmatks % mozilaorg % mozilaZine % mozdev.org S The Wold Clo.. %% Gmail
|
Objects listing =
, : . [NetmaskLast |, - NATting NAT ;
‘Oh]ect Name ‘Ob]ett Type |ObjectIP !]I‘ Color INATtmg IP Object Type Object Commnents
Check Point | :

!ngerO . 10 20.30.60 |255 255255255 black ‘ ‘

leth1 mterBice 192.168.98.100 [255.255,255.0  juzer60 limternial tocal

eth0) nterface 10203060 [255.2552550 g6 [external undefined

isl LerSpect )5 99,44 255.255.255.255 black fversion?

Grateway

myserver | Plain Host 10:20.30.87 255.255.255.255 |green |192.163.2098  Ingwrhl) Hide ‘”This 15 a dbedit example"
[Mer_10.10.0.0 Metwork 10.10.0.0 [255.255.2550 bl  |152.168.100.101 [ngers0 Hide |Created by Object Filler v2.2
!NetJO 10.1.0 Metwork 1010.1.0 I255 2552550  |blue  [192 168100 102 ngert0 Hide iCreatedibyiobjectiFﬂleriﬂ 2
[Mez 10.10.2.0 Network 10.10.2.0 2552552550 bl [152 168 100,103 [ngers0 Hide  Created by Object Filler w2 2
[Net_10.10.3.0 [Metwork: 101030 2552552550  |blue 192 168 100 104 ngur60 Hids  Created_by_Object Filler w22
[Met_10.10.4.0 Network 10104.0 [255.255.2550  |blue  [192.168.100.103 ngab0 Hide |Created by Object Filer w22
et 10.10.5.0 Metwork 10.10.5.0 2552552550  |blue |182.168.100.106 ngzbl Hide |Created by Object Filler w22
Met_10.10.6.0 Webwork 10.10.6.0 2552552550 |blue |192.168 100.107 ngar§0 Hide Created by Obiject Filler v2.2
[Mer_10.10.7.0 [Metwork  [10.10.7.0 [255.255.2550 bl  [192.168.100.108[ager§0  Hide  |Created by Object Filler w2 2
[Net 10.10.80 Network 101080 [255.2552550  |blue  [192.168.100 108 ngur60 Hide [Created by Object Filer w2 2
!Net_lO 10.9.0 Metwork 10109.0 I255 2552550  |blue 192 168100 110 ingert0 Hide iCreated_by_Object_Fﬂler_vZ 2
[M=t_10.10.10.0 Metwork 10.10.10.0 255.255.255.0  |blue  [192.168,100.101 ngu60 Hide  Created_by_Object Filer v2.2
[Met_10.10.1L.0 [Metwork 10.10.11.0 2552552550 |blue 192,168 100.102 ng60 Hide  Created_by_Object Filler 42.2
Met 10101210 [Ntz 110121 [pssom5 5580 [hine [165 142 100 103 fnawh) il Ry e e B
0 & S ) o3 o ‘ E=EE

Cool!
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7. Special (strange or non-common) operations with objects

7.1 Exporting from one place (SmartCenter or CMA) a  nd importing
back in the same or another place

WARNING: The next section assumes that you have the Oljectper output of your
configuration. If you don't, then right now eithéo a backup of your configuration (the way you
know how), or get the Object Dumper output for twerent configuration you have in your
SmartCenter, following the steps described in eadi.1 — If you don’t have this, then don’t say
later that | didn’t warn you...

Okay. Let's do a crazy thing. Let's erase all thgeots we created in all the previous steps. I'm
not kidding. | mean it. Your SmartDashboard shdatik like this:

‘T';= 10.20.30.60 - Check Point SmartDashboard - MyDemol
File Edit “iew Manage Rules Palicy Smarttap Search Window Help

j@oliie| anra || B |eFfet=x || 9arE |
e e E A I R =R
™ |Q |Q). IE@} |,2| | | B Secuiy |:'§ Address Trans\atinnl ik SmartDefensel i Wehlnta\hgencal &% ven Managerl Bt 005 | i Deskiop Secuml_l,ll
= 'He Network Objects " ” .
] ek i oo
. EB ngurE0
Modes 1 Ilr\l:lgabre el K Any & Any E Ay Traffic & Any 6 acoept Log
Networks
Groups
=[] Dynamic Objects 4 |
) i
‘;;? A““'I'a”_’“a MName: I | Comment_+ | Behind NAT [ Version ||
- CPDShield P 10.20.30.60 No NG RBD
i$2 DMZNet 2 AuiiaryNet Na W
4% IntesnalNet 2 DMZNet No Nty
4% LocalMachine 2 Intemaliet No Hés
-8 LocalMachine_&l_Interfaces| | €% LocalMachine_AIL Interfaces Check Point Local Machine [All Interfaces) No M
i?? Locald achine Check Point Local Machine [Dynamic Interfaces) Mo M
<% CPDShield DSHIELD IP blocklist Nao Mk

Well, or something similar to it.

Remember that you created some services also whemported the Cisco PIX objects. Please
delete them as well.

Now Edit the CSV File you got as output from Obj&etmper. There, delete the objects that
represent interfaces, the Check Point gateway bhajetany other object we didn’t create as part
of the previous exercises. We are doing this bec#usse objects are still there, and we don’t
want to mess up with them.

IMPORTANT: Object Filler has no way to know if an object s#gior not already in the
SmartCenter. It is suggested, if you are importingse files in a SmartCenter that already
contains objects, to make sure there are no dupsiday first exporting the objects lists with
Object Dumper and then running Object Filler exislely over the objects that are not present.

Page 48



Object Filler and Object Dumper Tutorial
Revision 20061220

Once you did that, run Object Filler over the CH¥ you have edited. Something like this:

D:\Stuff\OFiller\V2.2>
it
Unofficial/Unsupported Object Filler V2.2 - Devel

ofiller -f myobjects_edited.csv -i csv -0 myobjsaga in.dbed

oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.
Processing objects...
It took 3 seconds of total processing time on QUIET Mode.

Processed 1152 possible objects and/or rules.
Found 450 total valid (or successfully processed) o
Found 264 total NATted records.

Total successfully processed Hosts = 172

Total successfully processed Networks = 266

Total successfully processed TCP Service objects =
Total successfully processed UDP Service objects =

Please review that all DBedit output commands were

bjects/rules.

6
6

written correctly.

Please remember DBedit commands are imported into S
If you wish to review first, the use of CSV mode (-

martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec t Filler v2.2!
Notice that the import type is nowsy, so the-i swich is used as csv

Now you have a DBedit script containing all the coamds you need to create the objects you
deleted again. Please note that while we’re impgntiack into the same SmartCenter, we could
be doing this “restore” into a different SmartCente

Yes, it is possible to do this restore even to aACiM a Provider-1 environment. Yes, if you

want to import those in the Global Objects Databafsa Provider-1 MDS, is possible. There’s
documentation on how to do this in the same siterastyou can find this document posted (the
ones mentioned at the very beginning). If you dé&ndw what | just said in this paragraph, then
never mind©

Let's do it once again. First, we pass the fileABCII) to the SmartCenter

[Expert@ngxr60]# pwd
/home/admin

[Expert@ngxr60]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).
220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller
331 User name ok, need password
Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.
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ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> get myobjsagain.dbedit

local: myobjsagain.dbedit remote: myobjsagain.dbedi t

227 Entering passive mode (10,20,30,76,4,106)

125 Using existing data connection

BT R T T HH T R
HH AR R R R R R A R HHHAHHH T

226 Closing data connection; File transfer successf ul.
226642 bytes received in 0.23 secs (9.6e+02 Kbytes/ sec)
ftp> bye

221 Service closing control connection

Then we run dbedit over the file we just transféri@on’t forget to check the objects database is
not locked.

[Expert@ngxr60]# dbedit -f myobjsagain.dbedit -u admin -s localhost
Enter Administrator Password: secret

myserverl updated successfully.

Net_10.10.0.0 updated successfully.

Net_10.10.1.0 updated successfully.

UDP_Port_445 updated successfully.
UDP_Port_8998 updated successfully.

Wow! That was fast! Wasn't it? - Let's take a lomk the SmartDashboard now...

‘i‘ 10.20.30 60 - Check Point SmartD ashhoard - MyDemo1

File Edit ¥isw Manage Hules Policy Smatap Seaich “window Help
[ae s setse|dess
L lEEERE A

fx|mamE

| % %= =

=lelamlalm] B8 Scouity | 128 Address Translaion | (5 SmanDefenss | i Web Intligers | ) PH Mansgee | b 005 | 7E Disskton Secuaiy
= Ta Metwork Objects =
B Check Paint
|5 Nodes
=[] Networks NS [] 2y Trattic
relga
Ak Het 101000 =
oAb Met 10101.0 A
o Net 1010100 [Home - [P [ Comment [ Bohind AT [ Verision | Nethask =
Art Net 10101000 < At Mo WA :I
- Ark Net 1010701.0 <% CPDShield DSHIELD IP blocklist Mo N
A Net 10101020 2 DMZHat Mo N
A Het 10101020 L Hast 102015 102015 John Ha Hid
A Net 10101040 0 Host 102022121 102022121 Created_by_Object Filer 422 Ho M
A Het 10101050 L Host_1020 225102 1020205102 Created_by_Object_Filr_v22 Mo N
A Net 10104060 L Hast 10.20.225103 1020225103 Created by Obiest Filer v22 Na A
Ak Het 1010107.0 L Host 1020225111 1020225111 Created by Object Filer 22 No N
AL Nt 10101080 L Host_1020. 225140 102025140 Created_by_Object_ Filer_v22 Mo b
AL e 10401090 L Host 10.20.225143 102025143 Created by Obiest Filer v22 Ho M
L Nt 101010 O Host 10.20 22911 102022911 Created_by Object Filer 2.2 Ho Hib
L e A0 101100 L Host_10.20.22912 10.20229.12 Created_by_Object_Filer_v2.2 Mo Hed
L0 e 10101110 O Host. 102022913 10.20.22913 Created_by Obiect Filer 42,2 Na M
A e 1010120 O Host 1020 229214 1020229214 Cieated by Object Filer 22 Mo Hib
Mo L Host_10.20.2233 1020223 Created_by_Object_Filer_v2.2 Mo A
= 0 Host 10202294 10202294 Created_by_Object Filer_42.2 No N
e el (0 L Host 1020 2295 10202295 Created_by_(bject_Filer_v2.2 No HA
Art Net 10101150 O Host 10202295 10202296 Created_by_Object Filer_v2.2 Mo s
At Het 10101160 O Host 1020247 353 1020247.253  Created_by Object Filler_ v2.2 Mo NiA
Ak Het 10101170 L Host_10020301 10.2030.1 Demostenes Ho N
Ak Het 10107180 L Hest 1020302 10,2030.2 Hortencia Ho M
Ak MNet 10101130 O Host 1020303 1020303 dlice Ho s
Ak Het 1010120 L Host 1020304 1020304 Esteban Mo N
AL Net 10101200 L Hast 10203050 10203050 Karen Na HiA
Ak Het 10101210 O Host10.20. 3060 10203060 Jarice No N
Ak Het 10101220 i L Host_10.208.1 10.2081 Created_by_Object Filer_v2.2 Mo i =
ek Wet 10101730 =l| [« | ,;}‘J
Danz [10.20.30.60 [Readrwie. | | [ [

Yes, it seems that all is there again... Cool!
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7.2 Changing name to multiple objects

Now let’'s do some magic. Let’s say that you wantetwame all thé&let_* objects and you want
them to be namelNetwork *- that’s a better name after all, isn't it?

This is the way SmartDashboard originally look® lik

':“ 10.20.30.60 - Check Point SmartD ashboard - MyDemol

File Edt Yiew Manage Rules Policy Smatbap Search window Help
e lEElssra|aleas=s
Dl E | s

= | FamE|
|

" % % [

T lQ iQ} |E§ |,9| || B Securty | 559 Address Translation | g Gma;tDaF_ema_l i Weh\n'tell»gence.l’@ WP Managevl A EQnS’l | Desktnp.ﬁacumyl
/0] Nades =
=4 Hietwioiks
A Net 101000 | i
A Net 10.10.1.0 :‘E"‘g”:’e “eld |y any * Any snyTrafic | % Any ‘@ accept ‘ Loy ‘ &
Ak Net 1010100 - | o
oA Net 10101000 4l | ¥
Ak Hel_10.10.101.0 Mog [P [ Comment [ Behird NAT [ ¥ersion Netlask =l
Art Net_10.10.1020 Ak Net_10.10.85.0 10108510 Created_by_Object_Filer_v2 2 Yes A 255 055,25
~Ark Mt 10.10.1030 A Net 10.10.86.0 10.10.88.0 Created_by_Obiect_Filer_v22 Yes N 255,256,250
Ar Net_10.10.1040 A Net_10.10.67.0 1010.87.0 Created_by_Object_Filer_v22 Yes N/A 265.255.255
A Net 10101050 4k Net 10.10.88.0 1010.880 Created_by_Object. Filer_v22 Yes N& 255 255,258
Ak Net 10101060 AL Net 1010630 1010880 Created_by_Obiect Filer v22 Yes N 256,255, 25
Ak el 10.10.107.0 A Net 101080 101030 Created_by Obiect Filer v22 Yes N/A 255 255,25
4L et 10101080 AL Net 1010900 1010900 Created_by_Object Filet v22 Yes N/A 255 085 258
Ak Het 10101030 AL Het 10.10.91.0 1010.910 Created_by_Object_Filer_v22 Yes N/ 256,055.25¢
A Ne_1010.41.0 A Net 10.10.920 1010920 Created_by_Object_Filer_v2.2 Yes N 255.255.25¢
AL Net 0101100 AL Net 10.10.93.0 1010930 Created_by_Object_Filer_v22 Yes N/ 255,255,255
At e 010110 AL Net 10.10.940 1010940 Created_by_Object Filer v22 Yes N 2565, 255.25¢
AL NeT0107120 AL Net 1010850 1010850 Created_by Object Filer v2.2 Yes N 256 25525
L4 N 0107130 AL Nt 1010960 1010360 Created_by_Obiect Filet v22 Yes N 256,255 25
A S A Nt 10.10.97.0 1010870 Created_by Obiect Filer v22 Yes N/ 2565 055,258
it AL Net 1010980 1010980 Created_ty_Object_Filer_v22 Yes N/A 255 085 258
e AL Nt 10.10.99.0 1010990 Created_by_Obiect_Filer_v22 Yes N 255,255,258
& AL Net 10,2000 10,2000 Created_by_Object_Filer_v2.2 No Nia 255.255.00
IR At e 1020300 1020300 Donils No N4 255 256,25
~Ark Ml 10.10.1180 L Mot 10,6600 106600 Ereater byl Bbiech Filoy v2 2 Ho N 25525522
At Net 10101190 4L et 1721600 17216.0.0 Created by Object: Filer v2.2 No N2 255.255.00
A Net 1010120 4Lyt 1722100 172.21.00 Created by Object Filer_v22 Mo N/ 255, 255.0.0
Ayt Net_10.10.1200 4k Net 1722200 1722200 Created by Object_Filer v22 Yes N 25525500
Ak Net 10101210 AL Nt 172.230.0 1722300 Created_by_Object_Filer_v22 Yes N/A 256.255.00
AL Net 10101220 AL Net 1722400 172.24.00 Created_by_Obiect_Filer_v22 Yes N/ 256.255.00
Ar Net_10,10.1230 AL Net 5570 5E7.0 Oscar No N 255,255,255
AL et 10104240 4 Net_s0E0.70.0 5060700 Flodige Ho N 255,266 25 =
AL Ket 10110 12K = | | »
Diore 1102030 B [Resdiwite [ [ [ |

Now, let’s begin! We'll use for this the CSV filedt we got when we exported the objects with
Object Dumper. Order all the items by the firsturoh (Which is name) and then delete all the
objects that are not networks.

Then delete all the columns you have there. Justelghe first columnGolumn A in such
spreadsheet.

Now, copy the whole first column to a text editislake sure all the rows were copied.

Notepad can do this job, but if you prefer someglefse you can do it with something else. I'll
use Notepad because is available in every Windoachine.

Your Notepad should look like this:
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File Edit Fomat Yiew Help &MHotSend

Net_10.10.0.0
Net_10.10.1.0

Net_10.10.10.0
Net_10.10.100.
Net_10.10.101.
Net_10.10.102.
Net_10.10.103.
Net_10.10.104.
Net_10.10.105

Net_10.10.106.
piet_10.10.107.
Net_10.10.108.
Net_10.10.109.
Net_10.10.11.0
Net_10.10.110.
Net_10.10.111.
Net_10.10.112.
Net_10.10.113.
Net_10.10.114.
Net_10.10.115.
Net_10.10.116.
Net_10.10.117.
Net_10.10.118.
Net_10.10.119.
Net_10.10.12.0
Net_10.10.120.0
Net_10.10.121.0

il

DD DD D D D D D

Then, using the Search and Replace functionalityaefr text editor, change all théNét *
occurrences byNetwork *. The Search and Replace window should look liks:t

Replace 2| x|

Findwhat:  [Mat_ Find Next

Replace with: INetworkJ Beplace

Feplace Al

Al

Cancel
[ Match case

The operation performed should leave all your nachesged the way you want them to be.
Now, put all those names in thigird column of your spreadsheet.

Finally, fill out the second columns with the woedame . You need to type it just once, and then
just copy-paste it all over the place.

The resulting spreadsheet should look like thelmlew. Save it as CSV file.
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E Microsoft Excel - rename_nets_csy

IEJ File Edit Wiew Inzet Format Toolz Data W
S0 =N BE = NS NEER S Rl -5

it taalom 7 S < | ¥ Re
Al - # Met_10.10.0.0
A B | C |
1 Met 10.10.0.0  Urename Network_10.10.0.0
| 2 |Met 101010  rename Metwark_10.10.1.0
| 3 |Met_10.10.10.0 rename Metwark_10.10.10.0
| 4 |Met_10.10.100.0 rename Metwaork_10.10.100.0
| 5 |Met_10.10.101.0 rename Metwork_10.10.101.0
| B |Met_10.10.102.0 rename Metwark_10.10.102.0
7
| 8 |
| 9 |
1]

Met_10.10.103.0 rename MNetwaork_10.10.103.0
Met_10.10.104.0 rename MNetwaork_10.10.104.0
Met_10.10.105.0 rename Metwark_10.10.105.0
Met_10.10.108.0 rename Metwork_10.10.108.0

—

il

| 11 {Met_10.10.107.0 rename Metwark_10.10.107.0
| 12 |Met_10.10.108.0 rename Metwark_10.10.105.0
| 153 |Met_10.10.109.0 rename Metwark_10.10.109.0
| 14 |Met_10.10.11.0  rename Metwark_10.10.11.0
| 15 |Met_10.10.110.0 rename Metwork_10.10.110.0
| 16 |Met_10.10.111.0 rename Metwork_10.10.111.0
| 17 {Met_10.10.112.0 rename Metwark_10.10.112.0
| 15 |Met_10.10.113.0 rename Metwark_10.10.113.0
| 19 {Met_10.10.114.0 rename Metwark_10.10.114.0
| 20 |Met_10.10.115.0 rename Metwark_10.10.115.0
| 21 |Met_10.10.116.0 rename Metwork_10.10.116.0
| 22 |Met_10.10.117.0 rename Metwark_10.10.117.0
| 23 |Met_10.10.118.0 rename Metwark_10.10.118.0

Met_10.10.119.0 rename MNetwaork_10.10.118.0

.y

[ P = = ==

B

Then run Object Filler over it usirggvas import type-{csv )

D:\Stuff\OFiller\\vV2.2>
Unofficial/Unsupported Object Filler V2.2 - Devel

ofiller -f rename_nets.csv -i csv -0 renames.dbedit

oped by Martin Hoz

(c) 2003-2005 by Check Point Software Technologies, Inc.
Processing objects...
It took 3 seconds of total processing time on QUIET Mode.

Processed 266 possible objects and/or rules.
Found 266 total valid (or successfully processed) o

Total successfully processed RENAME statements = 26

Please review that all DBedit output commands were
Please remember DBedit commands are imported into S
If you wish to review first, the use of CSV mode (-

bjects/rules.

6

written correctly.
martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec

t Filler V2.2!

Finally import the resulting file into SmartCentédotice that DBedit now answers with the

messageThe Operation Finished Successfully

instead of the regulaxxxxxx updated

successfully . This is because you are performing operations thesobjects, and not modifying

the object’s properties themselves.

Page 53



Object Filler and Object Dumper Tutorial
Revision 20061220

The SmartDashboard should now look like this:

':,, 10.20.30.60 - Check Point SmartD ashboard - MyDemol

File Edt Yiew Msnage Bules Policy Smatbap Sesrch window Help
[aeEelaaEn|E |mamE|
[ |FEEEr 2 e ] s ajaam = || =% ame

=

B S ¥

[ IQ EEEE] i Seculy |72 Addess Transstion | (i) SmaatDeferss | figh Web nteligence | 3 VPN Manager | 8] Hos | 82 Deskion Seruity
) [+ Metworks &
Ak Hetwork_10.10.0.0
AL Hetwork_10101.0
AL Network 1010.10.0 :‘;;“:’a Heis
A Network 10101000 | _['d
AL Network_1010.101.0 4l | x
et Network_10.10.102.0 HName. e T Commert [ Behird NAT | verson | NetMask =l
Art Netwerk_1010.103.0 L Network_101085.0 1010850 Created_by_Object_Filer_v2 2 Yes N7 255.255.25¢
A TG AL Network_10.10.86,0 10.10.880 Created_by_Object_Filer v2.2 Yes N 255,255,258
Art Netwarl_10.10.105.0 Ak Network_10.10.87.0 10.10.87.0 Created by Object Filer v22 Yes N/ 255,256.25¢
Al Network 1010106.0 Ak Metwork 1010880 1010.880 Created_by_Object. Filer_v22 Yes N& 255 255,258
Ak Network_10.10.107.0 AL Network 1010330 1010830 Created by Obiect Filer 22 Yes N4 255 256, 258
Ak Hetwork_10.10.108.0 AL Network_101080 101030 Created_by Obiect Filer v22 Yes NiA 255 255,25
4L Network 10101030 AL Network 1010900 1010900 Created by Object Filar v22 Yes N/A 255 255, 25
At Nebwork_101011.0 AL Network 1010510 1010910 Created_by Obiect Filer v22 Yes N/A 255 256,25
LL Network 10101100 AL Network 1010520 1010820 Created by Obiect Filer v22 Yes N/ 255 255,25
AL Network 10101110 AL Netork_10.10.93.0 10.10.930 Created_by_Object_Filer_v2.2 Yer NoA 255,255, 25
AL Network 10101120 AL Network 1010940 10.10.94.0 Created_by_Object_Filer_v2.2 Yes NIA 255,255, 25
L Network 10101130 AL Network_10.10.35,0 10.10.950 Created_by_Object_Filer_v2.2 Yes oA 255,256,255
A Network 10101140 AL Network_10.10.96.0 10.10.950 Created_by_Object_Filer_v2.2 Yes N4 255,255.25
AL Network 10101150 AL Network_10.10.97.0 10.10.87.0 Created_by Object_Filer_v2.2 Yes NoA 255,255, 25
e AL Network 1010380 1010980 Created_by_Obiect Filer v22 Yes /A 255,256,255
= AL Hetwork 1010350 1010830 Created by Obiect Filer 2.2 Yes NiA 255 255, 258
et Network_10.10.117.0 b Retwork 10.200.0 102000 Created_by. Object Filer v22 o N 256.2565.00
R A Network 1020300 1020300 Daoritila Mo N 255 255,258
Art Network_1010113.0 b Network 10B60.0 106500 Created by Object Filer v2 2 Mo Nk 265 255,00t
-t Network_10.10.12.0 L Network 17216.0.0 17216.0.0 Created_by Object Filer v22 No N 255.255.00
At Mebwork 10101200 AL Ntk 172.21.0.0 172.21.00 Created by Object Filer_v22 Mo N/ 255, 255.0.0
Ak Network_1010.121.0 4L Network_172.22.00 172.2200 Crested_by_Object_Filer_v2.2 Yes N/A 2585,255.0.0
Ak Network_10.10122.0 AL Network_172.23.0.0 1722300 Created_by_Object_Filer_v22 Yes N/A 255.255.00
AL Network 10101230 AL Network_172.24.0.0 1722400 Created_by_Object_Filer v2.2 Yes /A 256.255.00
Ak Hetwork_10.10.124.0 AL Network_5.6.7.0 5E7.0 Dscar No N/ 255.255.25
AL Network 10101250 o AL Network_50,60.70,0 50,60.70.0 Flodige No N 255,266 25 -
el Mot 0101260 =) {4 | 3
Done 10,2030 60 [Feadiwite | [ [ |

Magic!

7.3 Changing IP address to multiple objects

Now let’'s assume you want to change all the hdstslkielong to the 192.168.220.0/24 subnet, to
the 172.16.220.0/24 subnet, because you are rapiggthe whole IP addressing in your WAN.

Piece of cake.

First open again the CSV file that resulted of ingrObject Dumper. Remote all the rows that
don’t belong to the objects you want to modify.tdaave the host objects you are interested on
changing.

Then, run “Search and Replace” in Excel. Search“i®2.168” and replace with “172.16".
But... Careful! — Do itonly over the IP address column. If you do it in theolehdocument, you
will change the name of the objects as well, arehtthe magic won'’t result, as we will be
referencing to a non-existent object.

The Search and Replace window should look like this
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Find and Replace 7] x|

Find Replace I

Find what:  [192.168 =

Replace with: [172. 16| =]

Qpkions == |
Replace Al | Replace | Find Al | Eind Mext I Close |

Now, in the second column, change the word “hogtthe word “modhost”, which instead of
creating a new object, just modifies it...

The final result should be something like this:

IE_I] File  Edit “iew Inset Foimat Toolz: Data  ‘window Help

NN NI NESECNEEN R R e TR - -0 -B7UE

it _J-;J ¥ | (3] By g | ¥ Aeply with Changss... End Rieview... H
Al - fx Host_192.168.220.1
A [ B ]| C | D [ET F [ 6 [ HI] | |

1 |Host 192.1658.220.1  Imodhost 172.16.220.1  255.265255 266 green Created by Object_Filler v2.2
| 2 [Host_ 1921682202  modhost 172162202 255 255 255 265 green Created_by_Object_Filler_v2.2
| 3 |Host_192165.2206  maodhost 172.16.2205  255.265.266. 2685 green Created_by_Object_Filler v2.2
| 4 |Host_192168.2206  modhost 172162206  255.255.255. 265 green Created_by_Object_Filler_v2.2
| § |Host_192168.2209  maodhost 172162209 255255255255 green Created_by_Object_Filler v2.2
| B |Host 192165.22010  madhost 172.16.220.10  255.265.266.2685 green Created by Object_Filler v2.2
| 7 |Host_192166.22013  modhost 17216220113 255265 265 265 green Created_by_Object_Filler_v2.2
| 8 |Host_192.165.220.14 maodhost 172.16.220.14 255265266 2685 green Created_by_Object_Filler v2.2
| 8 |Host 192168.22017  modhost 172.16.220117  255.255.255. 265 green Created by Object_Filler 2.2
| 10 |Host_192.168.220.18  madhost 172.16.220.18 255255255 255 green Created_by_Object_Filler v2.2
| 11 |Host_192165.220.21  madhost 172.16.220.21 255265266, 2685 green Created_by_Object_Filler v2.2
| 12 |Host_192166.22022  modhost 1721622022 255265 266 265 green Created_by_Object_Filler_v2.2
| 13 |Host_192.165.220.25 madhast 172.16.22026 255.2656.266. 2685 green Created_by_Object_Filler v2.2
| 14 |Host 192165.220.26 modhost 172.16.22026 255.255.255.265 green Created by Object_Filler 2.2
| 15 |Host 19216822029  madhost 1721622029 255 255 256 255 green Created_hy_Ohject_Filler v2.2
| 16 |Host_192.165.220.30 madhost 172.16.220.30  2556.265.266. 265 green Created_by_Object_Filler v2.2
| 17 |Host_192160.220.33  modhost 172.16.22033  255.255.255.265 green Created_by_Object_Filler v2.2
18 |Host_192.1658.220.34 modhost 172.16.220.34 265255255 285 green Created_by_Object_Filler v2.2

Save this spreadsheet with CSV format. Run Objdletr ever it using-icsv  as import type.

D:\Stuf\OFiller\v2.2> ofiller -f change_ips.csv -i csv -0 change_ips.dbed it
Unofficial/Unsupported Object Filler V2.2 - Devel oped by Martin Hoz
(c) 2003-2005 by Check Point Software Technologies, Inc.

Processing objects...

It took 3 seconds of total processing time on QUIET Mode.
Processed 256 possible objects and/or rules.
Found 128 total valid (or successfully processed) o bjects/rules.

Total successfully processed Hosts = 128

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.2!
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And then import the result into SmartCenter usirgebit the way we did it before.

The result appears now in the SmartDashboard:

Mame | IP | Comment  * | Behind NAT | Wersion | Met Mazk |
Host_192.168.220.1 172162201 Created_by Object_Filler_v2.2 Nao A
Host_192.168.220.10 17216.220.10 Created_by_Object_Filler_v2.2 No A
Host_192.168.220.101 17216.22010 Created_by Object_Filler_v2.2 No N
Host 1592168 220,102 17216.220102 Created_by_Object_Filler_v2.2 Ha 0
Host_192.168.220.105 17216.220.105 Created_by Object_Filler_v2.2 Nao A
Host_1592.168.220.106 17216.220.108 Created_by Object_Filler_v2.2 No A
Host 192168 220109 17216.220109 Created_by Object_Filler_v2.2 No N
Host 152168220110 17216.220110 Created_by_Object_Filler_v2.2 Ha 0
Host_192.168.220113 17216.220113 Created_by Object_Filler_w2.2 No A
Host_192.168.220.114 17216.220114 Created_by Object_Filler_v2.2 No A
Host_192.168.220117 17216.220117 Created_by_Object_Filler_v2.2 No N
Host 1592168220118 17216.220118 Created_by_Object_Filler_v2.2 Ha 0
Host_192.168.220.121 17216.220121 Created_by_Object_Filler_v2.2 No A
Host_1592.168.220.122 17216.220122 Created_by Object_Filler_v2.2 No A
Host_1592.168.220125 17216.220125 Created_by_Object_Filler_v2.2 No N
Host_192.168. 220126 17216.220126 Created_by_Object_Filler_v2.2 No N
Host_1592.168.220.129 17216.220129 Created_by_Object_Filler_v2.2 No A
Host_192.168.220.13 17216.22013 Created_by Object_Filler_v2.2 Nao A
Host_1592.168.220.130 17216.220130 Created_by_Object_Filler_v2.2 No N
Host 192168 220133 17216.220133 Created_by Object_Filler_v2.2 No N
Host 1592168220134 17216.220134 Created_by Object_Filler_v2.2 Ha 0
Host_192.168.220137 17216.220137 Created_by Object_Filler_v2.2 Nao A
Host_1592.168.220.138 17216.220138 Created_by Object_Filler_v2.2 No A
Host_192.168.220.14 17216.220.14 Created_by Object_Filler_v2.2 No N
Host_192.168.220.141 17216.220141 Created_by_Object_Filler_v2.2 Ha 0
Host_192.168.220.142 17216.220.142 Created_by Object_Filler_v2.2 Nao A
Host_1592.168.220.145 17216.220.145 Created_by Object_Filler_v2.2 No A
Host_192.168.220.146 17216.220.146 Created_by Object_Filler_v2.2 No N
Host_1592.168.220.148 17216.220.143 Created_by_Object_Filler_v2.2 Ha 0
Host_1592.168.220.150 17216.220.150 Created_by_Object_Filler_v2.2 No M

If you would like to change the name as well, ybeady know how to do so... ;-)

7.4 Adding Web, Mail and/or DNS Server propertiest o0 Host Objects
(Node, Host) with NG+AI R55, R55W and NGX R60-R62

In Check Point Next Generation with Applicationdiigence R55 (NG+AIl R55 for short). We
had the chance of specifying if a Host object wetsialy a Web Server. Enabling the Web
Server property allowed the firewall to apply cartaery specific protections against Web
Attacks. In the following release (NG+Al R55W) théeb Intelligence set of protections was
born. As a side comment, since NG+AlI R55W soméiefWeb Intelligence protections require
a license. Please consult your Product Document&tidind more about it.

Since NG+Al R55W we are as well able specify if asHobject is a DNS or Mail Server.
Setting such properties gives very granular praiestagainst application attacks that go against
those services. Those protections don’t requireesase so far.

Below you can see a graphic of the Hosts Propewlesre you may define the Web, Mail or
DNS Server attributes for a single object withingstbashboard.
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S AT Mame:

- DNS Server
. advanced IPAddiess |17216.2.4 M

Cornment: IColpolata DMS External Server

oo I -

oK | Cancel | Help |

So, there are very good things enabling the Web| &ha or DNS Servers property to the Host
objects — actually you should, or you'd be missiregy, very, very good protection to your
infrastructure on not doing so... - and if you haveaad about all this, go and take a look at the
manuals right now. | assure you it won't be a wadtiéme at all!

The catch: You have to do it one-by-one. If youdhaist 10 Hosts objects for which you need to
enable this, is not even worth for you continuiegding further this section. You probably will
be done doing it manually by the time you finisadiag this text! — A different story is if you
have more than 50 (perhaps 100 or 200) serverglicch you need to enable these settings...
Doing that one by one would be really painful fauy fingers and would require lots of time.
Once again, that is the case when Object Filleresom handy.

Before we go ahead, you have to know that we’lttdotesting using NGX R60A because that's
what | have installed at the time I'm writing thisworks without problems with NG+Al R55W
and NGX R60. DNS and Mail Server properties DON"®rkv before NG+Al R55W. Web
Server property DOESN'T work before NG+Al R55 — yame warned now...

To begin with, let's assume you already have sowsshcreated in your SmartCenter. Let's
assume those objects are within the 10.200.50.0é2dhask range going from 10.200.50.1 to
10.200.50.50 - Since probably you don’t have théneady created, you may use the following
Object Filler sentence to do so:

D:\Stuff\OFiller\vV2.2> ofiller -s 10.200.50.1 -d 10.200.50.50 -m 24 -t hos ts —o
hosts_for_srv.dbedit
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You should know by now how to import them. ;-)

Now, let's assume as well you still have in youréBt@enter the objects created in the sections
5.1.1 and 5.1.2 —this is a bunch of Host and N&kwbjects that have nothing to do with the
exercise we will do, but that help to understana km treat objects that have nothing to do with
what we are doing, as for sure that would be tise aareal life.

Your SmartDashboard may look more or less like this

7 10.20.30.207 - Check Point SmartDashboard - Quad_&_Policy

File Edt View Manage Bules Policy Smattap Seach Window Help
jdeliie || gabe B BfSaix |9anE]|
[z ie |PeE 2 2] & Gl e s || % 2% =

= |Q|Ch, ||$- ||g| I & I & Secuity | ] Address T_[ams\ét\bnl TET %ar‘!ﬂ_‘a@mel ik Wwieb Ih{élilgancal |51 Cantent Inspection | PN Manager | Bl QUSl ! D:Esklbp;gec_u_wity.l
|| Host_192.168.220.61 .41
| Host_192.168.22062 I
i @ oot [[E] o | % poter | ooy |
| Host 192.168.220.69
| Host 19216820070 | [Lal | i
bRl Hame [1p | Comment [ Behind NAT [ Wersion | Met Mask =2
R ngEla 192.168.99.207 No NG RE0A
. Host 19216622077 [T 1t 10200 501 10,200.501 Created by Object Filer v2.2 Mo N/
. Host_192168.200.78 Host_10.200.50,10 10,200.50,10 Created_by_Object_Filler_v2.2 Mo M
Host_152166.220.81 Hiost_10,200 5011 10,200,501 Created. by_Object_Filler_v2.2 Mo Mg
| Host_192.168.220,82 Host_10.200.5012 10.200.5012 Created_by_Object_Filer_v2.2 Na N/
| Host_192168.220.85 Host 10,200,503 10.200.50.13 Created by Object Filler_v2.2 Ha N/,
| Host_192.168.220.86 Host_10.200.50.14 10.200.50.14 Created_by_Object_Filler_v2.2 Mo M
Host_192 168 220 63 Host_100 200 5015 101 200 5015 Created_by_Object_Filler_v2 2 Mo Hia,
| Hest_192168.2209 Host_101 200 50 16 10 200 50 16 Created_by_Objent_Filler_v2 2 M oy
Host_ 192 168.220.90 Host 102005017 10.200.50.17 Created_by Object_Filler_v2.2 Mo MAA
| Host 19216822093 Host 10.20050.18 10.200.5018 Created by Object Filer v2.2 Mo A
i Husl] 92 168.220.94 Host_10.200.50.19 10.200.50.19 Created by Object Filler_v2.2 Mo M2
Host 192 168.220.97 Host_10.20050.2 10.200.50.2 Created_by Object_Filler_w2.2 Ma MZA
O Host 192 168.220.98 Host_10.20050.20 10.200.50.20 Created_by Object_Filler_v2.2 Mo M4A
o Host 10.200 50,21 10,200.50.21 Created by Object Filler v2.2 Ma MAA
=4+t Hetworks
Ak Net 101000 Host_10,20050 22 10.200.50.22 Created by Object_Filler 2.2 Mo M8
- Hast_10.20050.23 10.200.50.23 Created_by Object_Filler_v2 2 Mo M2
-G Host_10.20050.24 10.200.50.24 Created_by Object_Filler_v2.2 Mo MNA&
e Host_10.200.50.25 102005025 Created_by Obisct Filer v22 No N
A Net_10.10.100.0 Host10,200 50,26 102005025 Created. by Object Filer v2.2 No N
oAt et 1001010 Host_10.200.50.27 10.200.50.27 Crested_by_Object_Filler_v2.2 Mo M
Ak et 1001020 Host_10. 200,50 28 1020050 28 Created_by. Object_Filler_v2.2 Mo M2
At Het 10101030 Host_10.200.50.29 10.200.50.29 Created_by_Object_Filler_v2.2 Na M
oAk Het 10.10104.0 Host_10,200.50.3 10,200,502 Created_by Object_Filer_v2.2 Mo Mg
A et 10101050 Host_10,200.50 30 10.200.50.30 Created by Obiject Filler v2.2 Mo (T
I AL Met 10010 1us.u|_ _l;l Host_10.200.50.31 10.200.50.31 Created_by_Object_Filler_v2.2 Mo A i
4 * T
Done 102030207 FReadiwie | [ [

As we can see, so far none of them has the Mai DNWebServer property set:
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Host Node - Host_10.200.50 x|

- General Properties Host Node - General Properties

- Topalogy

- NAT Name Host_10.200.50.13
- Advanced
|P &ddress: 10.200.50.13 Get addlessl

Comment: ICreated_by_Db\ecl_FiHer_vZ 2

oo N -

Products

F] Canfigurs Servers

Configure Servers
Configure Servers:
I~ b Server
I~ Mail Server
" DNS Server

Ok I LCancel Help

Now, we will use the following convention:

10.200.50.1 — 10.200.50.10 will be marked as DNSe3s

10.200.50.11 — 10.200.50.20 will be marked as Baiivers

10.200.50.21 — 10.200.50.30 will be marked as Wabe3s

10.200.50.31 — 10.200.50.40 will be marked as DN$&Mail Servers
10.200.50.41 — 10.200.50.50 will be marked as DM&| and Web Servers

So, the first step we do here is to dump the Ofjasing Object Dumper. We need to pass the
file to the Windows machine (as we did in the poedi exercises) and then proceed. For
convenience, we renamed thabjects 5 0.Cfile to objects 5 0 servers,Cso we can
differentiate it.

D:\Stuff\OFiller\v2.1> odumper -f objects_5_0_servers.C -0 servers.csv
Unofficial/Unsupported Object Dumper V2.2 - Devel oped by Martin Hoz
(c) 2003-2005 by Check Point Software Technologies, Inc.

Processing objects...

Processed 42659 possible objects and found 483 vali d ones.

From these, 256 were NATted records. It took 3 seco nds on quiet mode.
Total successfully processed CP Gateways =1

Total successfully processed Hosts = 178

Total successfully processed Networks = 256

Total successfully processed Interfaces = 3

Task done successfully! - Thank you for using Objec t Dumper V2.2!

From this, we get a listing that begins more os lée the following screenshot
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£ Microsoft Excel - servers.csvy

‘] File Edt Wiew Inset Format Tools Data  Window Help T
NN BN RER NN R R SRS AN N ] -0 - B J U EEEA]S

E_J.;l.:ld.:l < 5

Repl wih Changes... End Aevier... [l

A2G - A Net 10.10.18.0
A I C | 1] | E | F 6 [ H

1
anmﬁﬂa cpgw  182.168.99.207 255.255.255.255 hlack
[ 3 ethd interface 10.20.30.207 265.260.255.0  ngxb0a internal local
| 4 ethl interface 192.168.99.20F 2552562560  ngxB0a external undefined
| 6 eth2 interface 17216 218.20F 2552566.256.0  ngxB0a internal local
| B Met_10.10.0.0 net 10.10.0.0 2652552550 blue 192.168.100.1010 ngxiE0a  Hide Created_by_Object_Filler 2.2
7 Met_10.10.1.0 net 10.10.1.0 2552552550 blue 192.168.100.102 ngxE0a  Hide Created_by_Object_Filler 2.2
[ 8 Met_10.10.2.0 net 10.10.2.0 2852852550  blue 192.168.100.103 ngxtE0a  Hide Created_by_Object_Filler 2.2
[ 9 Met_10.10.3.0 net 10.10.3.0 2652662550 blue 192.168.100.104 ngxE0a  Hide Created_by_Object_Filler 2.2
[ 10 Met 10.10.40 net 10.10.4.0 2852552550  blue 192.168.100.105 ngxB0a  Hide Created_by Object Filler 2.2
[ 11 Met 101050 net 10.10.5.0 2852552550  blue 192.168.100.106 ngxE0a  Hide Created_by Object Filler 2.2
[12 Met 101060 net 10.10.6.0 2552552550  blue 192.166.100.107 ngxtb0a Hide Created_by Object Filler 2.2
[ 13 Met 10.10.7.0 net 10.10.7.0 255.255.255.0  blue 192.166.100.108 ngxe0a Hide Created_by_ Object Filler v2.2
[ 14 Met_10.10.8.0 net 10.10.8.0 2552662550 blue 192.166.100.109 ngxb0a  Hide Created_by_Object_Filler 2.2
[ 16 Met_10.10.9.0 net 1010.9.0 255.266.255.0  blue 192.166.100.110 ngx0a  Hide Created_by_Object_Filler 2.2
[ 16 Met_10.1010.0  net 10.10.10.0 2652552550 hlue 192168100101 ngxrE0a  Hide Created_by_Object Filler 2.2
[ 17 |het_1010.11.0  net 10.10.11.0 265.255.255.0  hlue 192168100102 ngxrE0a  Hide Created_by_Object Filler 2.2
[ 18 |het_ 1010120  net 1010120 265.255.255.0  hlue 192168100103 ngxrE0a  Hide Created_by_Object Filler 2.2
[19 Met_10.10.13.0 net 10.10.13.0 2652662550 blue 192.168.100.104 ngxE0a  Hide Created_by_Object_Filler 2.2
[20 Met 1010140 net 10.10.14.0 2852552550  blue 192.168.100.105 ngxB0a  Hide Created_by Object Filler 2.2
[21 Met 1010160 net 10.10.15.0 2852552550  blue 192.168.100.106 ngxE0a  Hide Created_by Object Filler 2.2
[ 22 |Met 101016.0 net 10.10.16.0 2552552550 blue 192.168.100.107 ngurB0a  Hide Created_by Object Filler v2.2
[23 Met 10.10.17.0  net 10.10.17.0 265.260.256.0  hblue 192.168.100.108 ngxi0a  Hide Created by Object Fillar 2.2
24 Met 10.10.18.0  net 10.10.16.0 265.260.256.0  blue 192.168.100.109 ngx0a  Hide Created_by_Object_Filler 2.2
25 [het 10.10.19.0 lnet 10.10.19.0 265.260.256.0  blue 192.168.100.110 ngxi0a  Hide Created_by_Object_Fillar 2.2
[ 26 Met_10.10.20.0 net 10.10.20.0 265.285.255.0  hblue 192168100101 ngxrE0a  Hide Created_by_Object Filler 2.2
[ 27 |Met_1010.21.0  net 10.10.21.0 265.255.255.0  hlue 192168100102 ngxrE0a  Hide Created_by_Object Filler 2.2
28 Met 1010220 net 10110220 2652552550 blue 192168100103 noxrE0a  Hide Created by Obiect Filler +2.2

Well, let’s delete all the objects we won’t mod#yso we need to leave the rows that include the
Host Objects that represent the servers we argdoiprocess.

Then change the column 2 (marked as B), substifdtiost with “modhost — this is important
so Object Filler knows that we are not creating ogect, but actually just modifying some
properties.

Then in the column 10 (marked as J) in the spresetgtrogram, do the following:

For the objects from 10.200.50.1 to 10.200.50.Iftevthe worddns

For the objects from 10.200.50.11 to 10.200.50a20¢ the wordmai |

For the objects from 10.200.50.21 to 10.200.50a80¢ the wordaeb

For the objects from 10.200.50.31 to 10.200.50x¢ the wordsins; mai | (Note the
semicolon separating both words, this is important)

For the objects from 10.200.50.41 to 10.200.50:51¢e the wordsweb; dns; mai | (Note the
semicolon separating the words, this is important)

It is important to know that the Web and DNS sesvkhave as well a property to set what

firewall is protecting them (i.e. behind what gastgwsuch servers are placed). If you want to set
those servers, you may use column 11 (column kKgtdhe gateway protecting the web servers
and column 12 (column L) to set the gateway protgahe DNS server.

The initial result should look like the followingreenshot:
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A e ] D [E[FIG[H] I N
| 14 [Host_10.200.50.15 fadhast 10.20050.15 255255255 255 black Created_by Ohject Filler v2.2
| 158 |Host_10.200.50.16 rrodhast 10.200 60,16 255,255 265256 black Created_by_Object_Filler 2.2 mail
| 16 |Host_10.200.50.17 madhast 10.20050.17 255 255 255 255 black Created_by_Object_Filler 2.2 mail
| 17 |Host_10.200.50.13 madhast 10.20050.10 255,255 265.255 black Created_by_Object_Filler 2.2 mail
| 18 |Host_10.200.50.19 madhast 10.20050.19 255 255 255 255 black Created_by_Object_Filler 2.2 mail
| 19 |Host_10.200.50.20 madhast 10.20050.20 255.255.255.255 black Created_by_Object_Filler v2.2 mail
| 20 |Host_10.200.50.21 madhast 10.20050.21 255 255 255 255 black Created by Object_Filler_ 2.2 web
| 21 [Host_10.200.50.22 maodhost 10.200.50.22 265255 .255.255 black Created by_Object_Filler 2.2 weh
| 22 |Host_10.200.50.23 madhast 10.20050.23 255 255 255255 black Created by Object_Filler_ 2.2 web
| 23 |Host_10.200.50.24 madhast 10.20050.24 255 255 255 255 black Created by Object_Filler_ 2.2 web
| 24 [Host_10.200.50.25 madhost 10.200.50.256 265.255.255.255 black Created by Object Filler v2.2 weh
| 256 |Host_10.200.50.26 madhast 10.20050.26 255 255255255 black Created by Object_Filler_ 2.2 web
| 26 [Host_10.200.50.27 madhost 10.200.50.27 265.255.255.255 black Created by_Object_Filler 2.2 weh
| 27 |Host_10.200.50.23 madhast 10.20050.25 255 255265255 black Created by Object_Filler_ 2.2 web
| 28 [Host_10.200.50.29 madhost 10.200.50.29 265255 255255 black Created by_Object_Filler 2.2 weh
| 29 |Host_10.200.50.30 madhast 10.20050.30 255 255265 255 black Created by Object_Filler_ 2.2 web
| 30 [Host_10.200.60.31 madhest 10.200.50.31 265.255.255.255 black Created _by_Object_Filler 2.2 [dns;mail
| 31 |Host_10.200.50.32 madhast 10.20050.32 255 255265255 black Created by Object_Filler 2.2 dnsimail
| 32 [Host_10.200.50.33 madhest 10.200.50.33 265.255.255.255 black Created by _Object_Filler 2.2 [dins;mail
| 33 |Host_10.200.50.34 madhast 10.20050.34 255 255 255 255 black Created by Object_Filler 2.2 dnsimail
| 34 [Host_10.200.50.35 modhost 10.200.50.35 265.255.255.255 black Created_by_Object_Filler 2.2 dns;mail
| 35 |Host_10.200.50.36 madhast 10.20050.36 255 255255255 black Created by Object_Filler 2.2 dnsimail
| 36 [Host_10.200.50.37 maodhost 10.200.50.37 265.255.255.255 black Created by_Object_Filler 2.2 dns;mail
| 37 |Host_10.200.50.33 madhast 10.20050.35 255 255265255 black Created by Object_Filler 2.2 dnsimail
| 38 |Host_10.200.50.39 madhast 10.20050.39 255 255 255255 black Created by Object_Filler 2.2 dnsimail
| 358 [Host_10.200.50.40 madhost 10.200.50.40 265.255.255.255 black Created by Object Filler v2.2 dns;mail
| 40 |Host_10.200.50.41 madhast 10.200.50.41 255 255 255 255 black Created by Object_Filler_+2.2 web;dns; mail
| 41 [Host_10.200.50.42 madhost 10.200.50.42 265.255.255.255 black Created_by_Object_Filler_v2.2  web;dns;mail
| 42 |Host_10.200.50.43 madhast 10.20050.43 255 255 265 255 black Created by Object_Filler_+2.2 web;dns; mail
| 45 [Host_10.200.50.44 madhost 10.200.50.44 265255 255255 black Created by _Object_Filler 422 web;dns;mail
| 44 |Host_10.200.50.45 madhast 10.20050.45 255 255 255 255 black Created by Object_Filler_+2.2 web;dns; mail i
| 46 [Host_10.200.60.46 madhost 10.200.50.46 265.255.255.255 black Created _by_Object_Filler_+2.2  web;dns;mail
| 46 |Host_10.200.50.47 madhast 10.200.50.47 255 255 255 255 black Created by Object_Filler_+2.2 web;dns; mail
A7 |Host 10.200.50.48 modhost! 10.200,50.48 255 255 255 255 hlack Created by Obiect Filler v2.2 webidns:mail hd
(LI I >I|\ servers only I<I F ’Il_l

Just for fun, set the line 41 so the Web and DNfp@rties have as their Protecting Gateway the
current firewall we have defined. In my case thenaaof the gateway isgxr60a — do it as
appropriate in your case — the name is case sensind the gatewaymust exist before,
otherwise an error while importing the objects witBedit.

So, the line 41 should look like this

A [ 8 [ ¢ | D [ETF[G[H] I [ 4 [ k [ L ]
A0 (Host 10.200.60.40 modhost 1020050 40 255255 255255 blac Created by Object Filler v2.2  dns;mail
41 |Host 10.200.50.41 modhost 102005041 255255 255255 blac Created by Object Filler v2.2 web;dns;mail ngxE0a  ngxE0a |
| 42 |Host_10.200.50.42 modhost 10.200.50.42 255255.255.255 hlac Created_by_Object_Filler 2.2 web;dns;mail

Save the changes, and exit from your spreadshegtgm.

Now, we need to run Object Filler over the file st created with the changes:

D:\Stuf\OFiller\v2.1> ofiller -f servers_only.csv -i csv -0 setsrvprop.db edit
Unofficial/Unsupported Object Filler V2.2 - Devel oped by Martin Hoz
(c) 2003-2005 by Check Point Software Technologies, Inc.

Processing objects...

It took 3 seconds of total processing time on QUIET Mode.
Processed 100 possible objects and/or rules.
Found 50 total valid (or successfully processed) ob jects/rules.
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Total successfully processed Hosts = 50

- Total successfully processed Web Server Hosts =
WARNING: These objects are only valid on NG+AI R

- Total successfully processed DNS Server Hosts =
WARNING: These objects are only valid on NG+AI R

- Total successfully processed Mail Server Hosts =
WARNING: These objects are only valid on NG+AI R

Please review that all DBedit output commands were

Please remember DBedit commands are imported into S

If you wish to review first, the use of CSV mode (-

20

55 or higher
30

55W or higher
30

55W or higher

written correctly.
martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec

t Filler vV2.2!

Well, it seems that all went fine. As expected, €sbjFiller warns about what versions support

the given servers properties.

As well, the sum of the objects reported is moantb0, because some objects count for more

than just one server type.

Let's go through the process of importing the DiBé&te into the SmartCenter. By now, you
should know why each step in the process is needed:

[Expert@ngxr60]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii
200 Type set to A.
ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> prompt

Interactive mode off.

ftp> get setsrvprop.dbedit

local: setsrvprop.dbedit remote: setsrvprop.dbedit
227 Entering passive mode (10,20,30,76,13,142)
125 Using existing data connection

HH I

226 Closing data connection; File transfer successf
37332 bytes received in 0.0253 secs (1.4e+03 Kbytes
ftp> bye

221 Service closing control connection
[Expert@ngxr60]# Is -la setsrvprop.dbedit
-rw-rw---- 1 root root 36852 Dec 26 1
[Expert@ngxr60]# cpstat mg

Product Name: Check Point SmartCenter Server
Major version: 5

Minor version: O

Build number: 593000414

ul.
/sec)

5:50 setsrvprop.dbedit
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Is started: 1
Active status: active
Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@ngxr60]# dbedit -s localhost -u admin -f setsrvprop.dbedit
Enter Administrator Password: secret

Host_10.200.50.1 updated successfully.

Host_10.200.50.2 updated successfully.

Host_10.200.50.49 updated successfully.
Host_10.200.50.50 updated successfully.
[Expert@ngxr60]#

That's it! — let’'s take a look at a couple of oligethere to see if the modifications we wanted
were actually done.

One of the DNS Servers:

Host_10.200.50.1

DS Server

Advanced 10.200.50.1
Created_by_Object_Filler_»2.2

One of the Mail and DNS Servers:
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Host_10.200.50.33
10.200.50.29
Created_by_Object_Filler_v2.2

L___KE

Configure Servers

Host_10.200.50.41
10.200.50.41
Created by Object_Filler_w2.2

L___E

Configure Servers

Let's see now how the Host_10.200.50.41 was sttdrProtecting Gateway properties for DNS
and Web protections:
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Host Hode - Host_10.200.50_41

General Properties
Topology

ore ]

b ail Server [ IFHP

E Protections [CIET

-1 DNS Server []50L Server

Pratections D
- Advanced

oo ]

Host Hode - Host_10.200.50.41

: General Properties
Topolagy
NAT

|- Web Server

- Protections
Mail Server

Advanced

N

In contrast, other objects have “All” as their gating gateway:

Host Hode - Host_10.200.50_42 x|

- [ieneral Properties

ot ]

DMS Server [ IPHF L
Pratections [ JJET

Advanced [ 1SGL Server
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So, everything went as expected. The objects hawetine Server properties needed in each case.
So, now the last part is to tune in as well the SDefense properties for such things:

Aol Bloens
B TCF
- ﬂ Fingesprint Scrambling General Settings for SmartDefense and Web Inteligence
- 'ﬁ’l Successive Events SmantDefenze and Web Inteligence Update
(#1-{32] Dhisld Stom Center Lastupdated:  23Dec-0517:18
el ﬂ Port Scan Online Update.. |
Update version: 591050928

£§ Dynamic Ports

Application Inteligence I Check for new updates when SmartDashboard is started.

EREE]
l;!’ PDF’3JImaF Sl Central Configuration, |
ﬂ ail Security Server

[] Block A5N.1 BitString encoding

] MNTP Check Paint SmartD efense & Web Inteligence website
B-{me] FTF Wiew SmartDetense & ‘Web nteligence logs in Smartyiew Tracker
- ﬂ icrozoft Metwarks
B ﬂ Peer to Peer Free 30-Diay SmartD efense Service Evaluation
- 'f&] Instart Messengers
[EREH L]

Last Update: 28-September-2005
2be Protocol Enforcement

L] Domaine block st References:  SmartDefense Service FAQ (PDF
-ﬂ Cache Poisoning
] Resnuice Reconds Enforeement Recent updates:

IR el

58 suMP Version Contents Date

(1 ] WPN Protocals 591050901 GoToMyPe over S5L protection 01-Septermber-2005
Dﬂ EZ”:SIEPWC“UH 591050830 Updated ICQ Protection 30-August-2005

[ | MSH

B ] MS-saL —| 591050825 Malformed A1 Protection 25-August-2005
-1 socks SmartDefense Protection:

] ﬂ Routing Protocals

(-] SUN-RPC Check PoinF SmartDefense pro.tects organizations ﬁ’om netwark and application-level

You may as well tune the Web Intelligence settifigsboth the Server objects themselves and
the at the Gateway level, using the Web Intellieehab:

—

== Sacurityl =] Addiess Translationl WT SmantDefnse Tl Wb Inteligence | Cnntantlnspectinnl 0 WP Managerl &t QDSI ?ﬂ Desktop Security

Gene ab Sarvare Via 7

“Wieb Servers View

|| Malicious Code

‘wieb Servers Protections

General HTTP worm Catoher web Server | wom I Maliciow.. | 55 | LDAP | SGL | Command | Directory | 54l
[ Malicious Code Protectar H| Host_10,200.50 [H]
Application Layer Host_10.200.50 O
Cross Site Scripting m) Hast_10.200.50 | -
LDAP Injection Host_10.200.50 O
50L Injection Host_10.200.50 O
Command Injection Host_10.200.50 (]
Directory Traversal Host_10.200.50 O
21[%] Information Disclosure [T Hest 1020050 O
-] Header 5paofin Soot A0 a0t En = = L ] = = =
pacfing ol |
.| Directo Listing
1 Enar Cancealment Add... | EditEratestions. | H enmae |
| HTTP Pratocel Inspection
HTTP Format Sizes 3
- 4] 4SOl Only Request Last Update: 01-February-2005
[ A5CIl Dnly Respanse Headers
.|| Header Rejection Supported from Yersion: RSSW
-] HTTP Methods
] Block HTTP On Non Standard P|  DESErIpTiON:
~ L] Block Maicious HTTP Encoding: This is a global configuration page for Web Intelligence protections for every Web Server
- (3] HTTP Client Protections ohiject, Protections can be configured sither here, or via the Web Intelligence ree,

Each column is a Web Intelligence protection. The meaning of each column heading is given

However, explaining what you need to tune and hgeges way beyond the purpose of the
present document. You have very good documentdtiothe Products Documentation, the
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SmartDashboard help (Hey! - F1 is your friend=-4nd as well in several online resources. So,
use that to take the maximum advantage of youeptioi infrastructure..©
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8. Special (strange or non-common) operations with rules

As of Object Filler and Object Dumper version 2sécurity rules are fully supported. The
following sections show some of the most usefulrapens that can be eased by using Object
Filler and Object Dumper.

First, let's assume you are running a SmartCenidr the configuration imported from the
Cisco device on the steps 5.3 and 5.4 of this deoaranly with rules from 1 to 12 and the
addition of the clean-up and hide rules, as shoslovi

8.1 Exporting rules from one place (SmartCenter or CMA) to a CSV
File
Let's assume you have the following rulebase rugoin your SmartCenter Server

‘1';. 10.20.30.150 - Check Point SmartD ashboard - pixpol

File Edit Wiew Manage Bules Policy Smattap Search: Window Help

[@ojtme | [fnve | B RSt |[PE4BE

|l=EE [ wEev s almawmE|| =% a=%

5 Securly |£23 Address Translation] £} SmartDeferse| 5§ Cortert inspection | © SratDefense Senvices | € PN Manager | B 05 | 55 Desktop Securty |

= [ ACTION TACH INSTALL Or TIME COMMENT

MWD, | MAME

g LIRS 0
-| | % Any 8 nowre2. ‘ [3] ny Tratfic | & Any |@ drop | [1] et | % Policy Targets | % Ay | e RS

[=] Rules that belong to ACL named acl_Out (Rules 2-14)
D(! |;I. Host_10.2081 * any ‘ [] any Tratfic | 22 iomp-prota | €Y sccept Log * Policy Targets | % Any ?;C;DSET:'S;:;'—O‘“ pemiticrphost

. anness-fist acl_Out permit ip host
-| |;I. Host 102064 | 0 Host 1020221 21 ‘ [%] any Trattic | % Ay |@ accept Acoourt | Polloy Tamets | % any | SO e
| . . N % access-ist acl_Cut permit fop host

4 Host 1020247253 | [ Host 1020225103 A t An Accaurt P etz | % A e 585

. |Q- = LS Ala0 e [] Any Tratte | % n ) vecert Seaut || s R T ™ | 10,2027 253 host 10,20 225 103

) acoess-list acl_Out permit top host
- |_;I. Host_10.20.247 255 | [ Host 1020225102 ‘ [E Any Traffic | % Any |@ acoept Accourt | % Poloy Targets | & Aoy | EE T Sl e

3 T e 'A 1 An Accaunt Pai ets | % any |8ecessdistad Outpermittop host
. |Q. ! |.=. st 1020229 4 ‘E ny Tratfic | % Any |$5°‘39”‘ Eeatit | Ehale T s " | 10,2027 253 hist 10,20 225 4

) aooess-ist acl_Out permit tep host
. |_;I. Host_10.20.247 253 | [ Host 10.20229.3 ‘ [E Any Traffic | & Any |$ sccept Account - | % PoloyTaraets | 3 Any | 0 os e e e

Host_10.20.247.253 | [ Host 1020225440 A t A Accourt Pail ets | % Any [oocessdistadl Out permit fcp host
H |Q' | i : ‘ [xFeiane) | o |$ S coount | o Foley Targets | % A0V | 40 o0 947 253 host 10,20 225140

O Host_10.20.247.253 | [ Host_10.20.225.143 fhic | % coourt | % Fol ets | % el
. | e G . B @D scoopt e Folanies AN | 10,20 247 253 host 10.20. 225 143

Host_10.20.247.253 | O Host 10202296 Ay Traffic | & An Account Pal ets | % Any |Becessistacl Outpermittcp host

Q [e E Tratfic ¥ G accept ECOL & Policy Targets Any 1020247 2 10,20 229 5

O Host_1020247.253 | [ Host 10202295 tic | & coourt | & Pol sts | & roaan ) e
Host_ 7 L Host 1 E Any Tratfic Any G accept Aol Palicy Targets Any e

LLLLLL
NN

; e : ‘access-list acl_Out permitten host
O Host 1020247253 | L Host 1020229214 | [%] Any Tratfic | % any €5 accept Acoount | % Policy Targets | % Any | JRE° e e
access-ist acl_Out deny ip 10.66.0.0
4L et 10.65.0.0 X /—\ny_ IE Any Tratfic | & Any @ drop | Log | % Policy Targets | & Any 255 285 7940 any
| X Any * Any ‘ E Ay Tr“aftu:_i X Any |@ drap | Log | % Policy Targeis * Any | Clean-up rule
4] i |
Save completed successful) (102030 180 [Read/wiite.

Notice the added rules and the negated rule 2
You want to export those rules to a CSV File. Yaayrdo so with Object Dumper.

First, as you probably guess, we need to transiersburce file that holds all the rulebases,
which is (preciselyyulebases_5 0.fwiwcated unde$FWDIR/conf- this file will be transferred
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from out SecurePlatform machine running the Smant€¥eto our Windows machine where we
have Object Dumper.

[Expert@ngxr62]# cd $FWDIR/conf
[Expert@ngxr62]# pwd
/opt/CPsuite-R62/fwl/conf

[Expert@ngxr62]# Is -la rulebases_5_0.fws
-rw-rw---- 1 root root 35825 Dec 151 6:07 rulebases_5_0.fws
[Expert@ngxr62]# file rulebases_5_0.fws
rulebases_5_0.fws: ASCII text
[Expert@ngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii
200 Type set to A.
ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> prompt

Interactive mode off.

ftp> put rulebases_5_0.fws

local: rulebases_5_0.fws remote: rulebases_5_0.fws

227 Entering passive mode (10,20,30,76,10,131)

125 Using existing data connection
B

226 Closing data connection; File transfer successf ul.
37456 bytes sent in 0.0666 secs (5.5e+02 Kbytes/sec )

Okay, now we have locally the file. Let’s use Objpamper to dump the rulebases.

D:\Stuf\OFiller\v2.4> odumper -p rulebases_5_0.fws -o rules.csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

* Processing rules...

Processed 1631 possible objects and found 16 valid ones.
It took 2.0 seconds on quiet mode.
Total successfully processed Rules = 16

Task done successfully! - Thank you for using Objec t Dumper v2.4!
Please notice a few things:

- We used the-p switch to tell Object Dumper to process rules. §itn’'t need to specify thef
switch since we were not processing any objectaieler; if we want to export the objects as
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well as the rules, you can specify theswitch pointing to théDbjects_5 0.dile and the—p
switch pointing to theulebases_5 0.fwile and all would be Ok.

- Please notice that we didn’t use the(verbose) switch. We could of use it if we wantedre
details as the lines were processed. It is lefirasxercise to the reader to see how does this work
using the—v switch, which is especially useful when somethstgangeis dumpedfrom the
original configuration...- If you use the —v switch, redirect the outputatdile and then open
such file with a text editor. The syntax would lmenething likeodumper -p rulebases_5_0.fws

-0 rules.csv —v > output.txt and then open theutput.txt file using vi or notepad, for
example.

- The number of rules reported is slightly differ&@om what we expected (14). Let's see why...

Let's open the resulting file with a spreadsheet.

B Microsoft Excel - rules csv

(] Fle  Edt Wiew Inset Fomat Tools  Data: window Help Type

R EEHEE W W R SR RS NS5 Wi N ) g@;mm =10 wiB r W === ) 8 5=

E 3 e W L@ ﬂ 5 2 o iy {0, | ¥ Reply with Changes,.. End Review, %

A - #& tulebase_header

i A ] 8 [ T 5 = e =
[ 2 |#RULE TYPE SOURCE DESTINATION VPN SERVICE ACTION TRACK INSTATIME COMMENT

A |security_rule Any Any Any  Any Accept Log Any  Any

rilebase_header | pipol e S s | o i
B |zecurity_rule Any ngxE2 Any Any Drop Alert Any  Any  Hide Rule;
S R e e Lo el el el R R 3

| B |disabled sec rule Host 102081 Any Any icmp-proto Accept  Log Any  Any acoess-list acl Out permit icmp hos
8 |security_rule Host_10.20.8.1 Host 10.20.221.21  Any Any Accept Account Any  Any  access-list acl Out permit ip host 10
[ 10 |security_rule Host 10.20.247 253 Host_10.20.225 103 Any  Any Accept Account Any  Any  access-list acl Out permit tep host ©
|11 | zecurity_rule Host 10.20.247 253 Host_10.20.225.102 Any Any Accept Account Any  Any  access-list acl Out permit top host |
12 | security_rule Host_10.20.247.253 Host_10.20.228.4  Any Any Accept Account Any  Any  access-list acl Out permit tcp host
|13 | security_rule Host 10.20.247.253 Host 1002002293 Any Any Accept Account Any  Any  access-list acl Out permit tep host
|14 |zecurity_rule Host 10.20.247.253 Host_10.20.225.140 Any Any Accept Account Any  Any  access-list acl_Out permit top host
15 | security_rule Host 10.20.247.253 Host 10.20.225 143 Any  Any Accept Account Any  Any  access-list acl Out permit tep host
|16 | security_rule Host 10.20.247.253 Host_10.20.2286  Any Any Accept Account Any  Any  access-list acl Out permit top host
| 17 |security_rule Host_10.20.247 253 Host 10202255  Any Any Accept Account Any  Any  access-list acl Out permit tep host
| 18 [security_rule Host 10.20.247 253 Host 10020228214 Any Any Accept Account Any  Any  access-list acl Out permit top host
|19 | security_rule Met_1066.0.0 Any Any  Any Drop Log Any  Any access-list acl Out deny ip 10.66.0.7
20| security_rule Any Any Any  Any Dirop Log Any  Any  Clean-up rule

21 5
it « v 31 rules / 14l I ﬁj‘l
Ready 7

As usual, some things here deserve an explanation:

a) The type of rule is always shown at the begignai each line. Possible values are
disabled_sec_rulémeans the rule shown is disablesicurity rule(means the following is a
valid and enabled Security Rulsgction_headefmeans it’s the title for a section of rules, Also
Known As Section Titl¢ andrulebase_headefit's the name of the policy package, but you can
see it as the name of the rule base or the poiaye)

b) As of Object Filler and Object Dumper 2.4, rames (which is a feature available on NGX
R60 and up) are still NOT supported. While thigasy to fix and implement on the, it was left
intentionally this way to make transitions from yiois versions easier to new users of the tools.
c) You see on this case there are 2 policies. @meedStandard which is always the default
name for the first policy; and a second policy ndmipol, which actually holds all the rules
that are useful for us on this exercise.

Typically you will see listed here several policiest just two. Those are the policies you see
when you are about to open a Policy Package fromr®rashboard (File, Open):
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Open Policy Package

Select Palicy Package to Open

Open I Cancel | Help |

The currently opened policy doesn’t show up on tlEs If you want to see all the policy
packages then use Object Dumper as previously sisdl or use thile, Delete Entire Policy
Packageoption fromSmartDashboardIf you are brave enough to use this option jastee the

list of available policy packages, then be extreeftd on not deleting accidentally any policy
there...

Delete Policy Package

Select Policy Package to Delete

Eﬂ faizcpal

E Standard

8.2 Modifying a fields on a exported (CSV) policy (  rulebase) to get it
imported back later...

Let's say that, on the policy exported, you needlaosome modifications. In order to make it

simple we’ll do a basic modification, but the ideahe same if you want to modify anything on
the rules.

Let's say that you want to modify tHastall on column and make the rule apply only on the
ngxr62gateway, thus we will change such column frdnyto ngxr62on the CSV file.

The original file looks like this:
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File  Edit ‘iew |nset Fomat Tools Dats: Window  Help Ty e ]
e ™ S I W SRS W SRS AR WS = A NN ) Ema\ -0 +| B I U
- 22 B [l ! |2 B 3 | ¥ Rl with © g
Al

A 1 B \ c 5 T 0 0 0 ) | J =
| 2 [#RULE TYPE SOURCE DESTINATION VPN SERVICE ACTION TRACK INSTATIME COMMENT
| 3 |rulebase header Standard
| 4 |security_rule Any Any Any Any Accept Log Any  Any
|6 |rulebase_header  pipal
| B |security_rule Any ngxre2 Any Ay Drop Alert Any  Any  Hide Rule;
| 7 |section_header  Rules that belong to ACL named acl_Out
| & |disabled sec_rule Host 102061 Any Any icmp-proto Accept  Log Any  Any  access-list acl Out permit icmp host 10.20.8.1 any
| 9 |security_rule Host_10.20.8.1 Host 102022121 Any Any Accept Account Any  Any  access-list acl Out permit ip host 10.2008.1 host 10,200
| 10 |security_rule Host_10.20.247.253 Host 1020225103 Any Any Accept Account Any  Any  access-list acl_Out permit top host 100200247 253 host
| 11 |security_rule Host 10.20.247 255 Host 1020225102 Any Any Accept Account Any Any access-list acl Out permit top host 100200247 253 host
|12 |security_rule Host_10.20.247.253 Host_ 10202294  Any Any Accept Account Any  Any  access-list acl_Out permit tep host 10.20.247.253 host |
13 | security_nule Host_10.20.247 253 Host_ 10202293 Any Any Accept Account Any  Any  access-list acl_Out permit top host 10200247 253 host
14 | security_rule Host 10.20.247.253 Host 1020225140 Any  Any Accept Account Any  Any access-list acl_Out permit top host 100200247 253 host
15 |security_rule Host_10.20.247 253 Host 1020225143 Any Any Accept Account Any  Any access-list acl_Out permit top host 10.20.247 253 host
18 |security_rule Host_10.20.247 253 Host_ 10202296  Any Any Accept Account Any  Any  access-list acl_Out permit top host 10 20 247 263 host
17 | security_rule Host 10.20.247.253 Host 10202295 Any Any Accept Account Any  Any access-list acl Out permit top host 10,20 247,253 host
| 18 |security_rule Host_10.20.247.253 Host 1020229.214 Any Any Accept Account Any  Any  access-list acl_Out permit top host 100200247 253 host
_1_9_ security_rule MNet 10.66.0.0 Any Any  Any Drop Log Any  Any  access-list acl Out deny ip 10.66.0.0 255.255.224 0 any
20 |security_rule Any Any Any Any Drrop Log Any  Any Clean-up rule
21 o
2z -
4 v b rules2 £ |«l | ;iJ‘I
Ready i

Step 1: Strip the unnecessary lines so you onlp Kee policy (rulebase) you are interested on

Step 2: Change the policy name. This is becausedDBjller is not able to make changes over
current policies, BUT you can create a differeritqgyoand put the changes there. This is more or
less equivalent to use tlg&ave Agption in the SmartDashboard. On this case, wechainge
from pixpolto mod_pixpol_1

At the end, the file should look like this:

B Microsoft Excel - rules? csv
‘a3l Fle  Edt View Inset Fomat Took Data Wwindow Help

ER A== EE ARSI Mo e NS AR NS S5 SR R

o fama My 5| ¥ Reply it Chanass.. Er
H1 ~ A
B [ z B[ E [ F [ & ] J =
| [security_rule Any nxrE2 Any Any Drop  Alert EHB2 Any Hide Rule
i |section_header  Rules that belong to ACL named acl_Cut i .
L |disabled_sec_rule Host_10.20.5.1 Any Any icmp-prota Accept Lag Nl Any access-ist acl Out permit icmp host 10.20.8.1 any

& |security_rule Host_10.20.8.1 Host_1020221.21  Any Any Accept Account Any access-list acl_Out permit ip host 10.20:8.1 host 10.20.2

security_rule Host 10.20.247 253 Host 10.200225.103 Any Any Accept Account | access-list acl Out permit tcp host 10.20.247 253 host 1

_ |security_rule Host_10.20.247 263 Host_10.20225.102 Any Any Accept access-list acl_Out permit tcp host 10.20.247 253 host 1

security_rule Host 10020247263 Host 102002294 Any Any Accept access-list acl_Out permit top host 10.20.247 253 host 1

4 |security_rule Host 1020247 253 Host 10202293 Any Any Accapt access-list acl_Out permit tcp host 10.20.247 253 haost 1

| [security_rule Host_10.20.247.263 Host_10.20.225.140 Any Any Accept access-list acl_Out permit tcp host 10.20.247 253 host 1

|security_rule Host 10.20.247 253 Host_10.20.225.143 Any Any Accept access-list acl_Out permit top host 10.20.247 253 host 1

| 12 |security_rule Host 10.20.247 263 Host 10202296  Any Any Accept access-list acl_Out permit tep host 10.20.247 253 host 1
13 | security_rule Host_10.20.247.253 Host_10.200229.5  Any Any Accept access-list acl_Out permit tcp host 10.20.247.253 host 1_|

security_rule Host 10.20.247 253 Host _10.200229. 214 Any Any Accept access-list acl Out permit tcp host 10.20.247 253 host 1

| 158 |security_rule Met_10.66.0.0 Any Any Any Drop access-list acl_Out deny ip 10.66.0.0 255 255224 .0 any

L 1B |security_rule Any Any Any Any Drop Clean-up rule

17 | 1;1

o o v, rules2 | +
Ready 7

Now that all the changes are done, use ObjectrFiler the recently modified CSV file.
Assuming the CSV file is named rules2.csv, you nmsg the following syntax:

D:\Stuf\OFiller\v2.4> ofiller -f rules2.csv -i csv -p policy -nopv -o rul es2.dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
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(c) 2003-2006 by Check Point Software Technologies,

Inc.

Processing objects...

Rules processing requested: Processing rules now!!!

It took 3.0 seconds of total processing time on QUI
Processed 46 possible objects and/or rules.

Found 14 total valid (or successfully processed) ob
Rules processing was requested and done for Policy

Total successfully processed Rules = 15

Please review that all DBedit output commands were

ET Mode.

jects/rules.
"mod_pixpol_1".

written correctly.

Please remember DBedit commands are imported into S
If you wish to review first, the use of CSV mode (-

martCenter directly.
a switch) is suggested.

Task done successfully! - Thank you for using Objec t Filler v2.4!

Some explanations:

- The—p switch (including thegpolicy argument to thep switch) is necessary to tell Object Filler
to process rules. If you don’t use this switch @bfaller won’t process rules.

- The —nopv switch is necessary because otherwise Objectr R¥euld check the objects
referenced in the rules were processed by thisadDBj#er run. Since this is not the case, as you
are processing only rules, then thepvswitch is a must.

Now, use DBedit to enter the produced script irte SmartCenter. You should use the
following syntax and then you will see the follogiresult:

[Expert@ngxr62]# dbedit -s localhost -u admin -f rules2.dbedit
Enter Administrator Password: secret

mod_pixpol_1 updated successfully.

##mod_pixpol_1 updated successfully.

##mod_pixpol_1 updated successfully.

##nlmd_pixpol_l updated successfully.
##mod_pixpol_1 updated successfully.

Now let's take a look at the SmartDashboard andidest the policy looks like. UsEile, Open
and then choosmod_pixpol_Irom the available options
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Open Policy Package

Select Palicy Package to Open

E mod _pixpol_1
[] Standard

Open I Cancel | Help |

Now you may see the modified column shows whatas weeded: Now the rules are installed
over thengxr62gateway

File Edit Wiew Manage Bules Policy Smathap Search Window Help

|@ojyme | [gnia | B BFS="% || 908
|| @y S| v alanam= || %% ulms

TIME
1 | 8 noxrez ‘ [%] sy Trattic | & any |@ drop | [1] #tert [ rosre2 | * Any | Hide Ruls
[-] Rules that belong to ACL named acl_Out (Rules 2-14)
e onn o o | A ) Logt i e e ‘aoessHist acl_Out permit icmp host
.| O Host_10:2081 iy [] iy Tratc | 2 icmp-prota | @ sccept | [E] Log | [ naxs A0 | 02001
; . . = access-ist acl_Out permit ip host
-| Q Host_10.20.61 0 Host 1020221 21 | [%] Any Trattic | % Any €5 sccept Account ﬁﬁ ngrG2 * ANV | o081 host 1020221 21
: L Host_10:20.247.253. | [ Host_10:20.225.103 | [] Any Traiffic | % any D accept aceount | [ ngwrs2 # iy | PocessHistacl Out permiton host
=" = : " | 1020247 253 host 10.20.225.103
; = access-ist acl_Out permit top host
. O Host 1020247 283 | [ Host 1020225102 | [&] any Tratfic | & ny ) acoept socourt | [ nowez i e
y o o aocessist acl_Out permit top host
B
O Host 020247253 | O Host 10202284 | [&] Any Tratfic | % any ) accept. sccount | [ nowre2 S e e
5 = = access-ist acl_Out permit top host
O Host 1020247283 | [ Host 10202283 | [&] Ay Tratfic | & ny ) acoept socourt | [ noe2 it e
O Host 100247 255 | [ Host 1020205 140 | [%] mny Traific | % Any D sccept socount | B noerez & any | ccessist acl Out permittep host
=T - ! : " | 1020247 253 host 10.20.225 140
2 5 : 1 accesa-ist acl_Out permit top host
|Q Host_1020.247 253 | [ Host 1020225143 | [%] Any Tratfic | % Any ) acoept sooount | [ nowren * AN | 00 27 985 st 1030 295 143
_ o o ‘access-list acl_Out permit tep host
10 |Q Host_1020247 253 | O Host 102020896 | [%] Aoy Tratfic | % any 5 aceept account | [ ngere2 wAng|| T i
= i & v T access-ist acl_Out permit top host
|Q Host 10.20.247.253 | [ Host 10202295 | [%] Any Traffic | & dny R accept sccourt | [ nowrs2 TR e e
12 L Host 10.20.247 253 | T Host 1020229214 | [%] Any Traffic | % any @ wocept sccount | [ ngas2 A fny | 3ccEsslict acl Out permittop host
=T = i : 10.20.247 253 host 10.20.229. 214
7 ; 3 access-list acl_Out deny ip 10.66.0.0
|4'|. Met 10.88.0.0 * Any [%] any Trattic | & Aoy @ drop Log [ rars2 * A e e 254 Ay Ll
14 | & Any * Any ‘ IE Any Traffic | & Any |@ drap | Log m ngxre2 | & Any | Clean-up ruls
4] 1 |
For Help, press F1 [10.2030.150° [ReadAwiite. |

As you might guess, even though now our objectias ¥ puingxr62as the target of the rules
(Install Oncolumn); you could remove elements from such columany other as well (useful
when you need to remove objects), asarch and replacever the CSV file to modify the name
or references to an specific element, or... use yoagination! © - As long as you keep the
syntax, the new referenced objects already existarobjects database and you give a new name
to the policy (rulebase) so it doesn’t conflicthwén existing one; all should be fine...

Mission accomplished! (by now). Let’s get into hartasks then...

Page 74



Object Filler and Object Dumper Tutorial
Revision 20061220

8.3 Adding rules to an existing policy (rulebase)

Let’s say we want to add to the policy used onsieion 8.2 two rules:

1 - SourceExtVPNUsers@AnyDestinationNet 10.66.0.0VPN: RemoteAccessService:Any,
Action: Accept Track:Log, Install On:ngxr62 Time:Any.

2 - Source:lnternalUsers@Net_10.66.Q.Mestination:Any, VPN: Any, Service:telnet;http
Action: UserAuth Track:Log, Install On:ngxr62 Time:Any.

These rules assume the User grabp®/PNUsersandinternalUsersalready exist:
Ll & @)

B[] Users and Administrators
Administrator Groups
{2 Administrators
Extemal User Profiles
LD&P Groups
[]-- Templates

[—]! Ulger Groups

,;T-\ ExfwPMUsers

, ]
=5 Intemallsers

|'—_‘|-- Uszers

or® conbractor?

e uger2
L vipuser2

As well is assumes thRemoteAccesgPN community is properly configured, since onetlud
rules will involve the use of it

== Securityl ] Address Translationl TWT SmaltDafenseI Q Content Inspection : SmartDefense Services 0 YPM Manager |
2's 9,
Ao
Mylntranet Remoteficcess
+ /4
Type: Remote Acoess E
i3
ngxré2
|
| )
i_l_I
ExtVPNUsers |

Let's remember that since Object Filler can’t mgdaisting policies (rulebases), we need to
change the policy (rulebase) name. On this casel] walange it from mod_pixpol_1to
mod_pixpol_2

Okay. Let's get our hands dirty. The original rideb looks like this:
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| B Miciosoft Excel - les2.cov ]

Bﬂ:ml Fomat  Tools Data Mindow  Help Type aquestonforbelp. = o & »
Jdﬁq\i.b.l'?lilaa:i-\ﬂ-lﬁE-%ll[ﬂ@ﬁ il BB U EETH S % oA |

- IR SHEE W o | ¥ Repluwith Ehanges... End Review, !
ﬁ tulebase_header

I el | I =S| ) = I (| J =
security_rule ngxrG2 Any Any Drop  Alert ngxiE2 Any Hide Rule
section_headar  Rules that belong to ACL named acl Out L
disabled sec rule Host 10,2081 Any Any icmp-proto Accept Log ngxE2 Any access-list acl_Out permit icmp host 10.20.8.1 any |
security_rile Hnst_m 2081 Host_1020221.21  Any Any Accept Account ngxB2 Any access-list acl_Out permit ip host 10.2008 1 host 10202
security_rile Host_10.20.247.253  Host_10.20.225.103 Any Any Accept Account ngxB2 Any access-list acl_Out permit tep host 10.20.247.253 host 11
security_rule Host_10.20.247 265 Host 1020225102 Any Any Accept Account ngriB2 Any access-list acl_Out permit tcp host 10.20.247 263 host 11
sacurity rle: Hast 1DQD 247 253 Hast - 10 QD 229 4 Any Any Accept Account ngeB2 Any access-list acl Out permit top host 1020 247 253 host 11
security_rule HUSI_1D 20247 253 HUSl_1EI 202293 Any Any Accept Account ngxiB2 Any access-list acl_Out permit fcp host 10.20.247.253 host 11
| |security_rule Host 1020247 253 Host 1020225140 Any Any Accept Account ngeib2 Any access-list acl Out permit top host 1020 247 263 host 1t
1 |security_rule Host 10.20.247.253  Host 10.20.225.143 Any Any Accept Account ngxrB2 Any access-list acl Qut permit tep host 10.20.247.253 host 1r
security_rule Hast_10.20 247 265 Host 10202296  Any Any Accept Account nguB2 Any access-list acl_Out permit top host 10 20 247 953 host 11
| 13 |security_rule Host 10.20.247253  Host 10.20.229.5  Any Any Accept Account ngxB2 Any access-list acl Out permit top host 10.20.247 253 host 11
| 14 |security_rule Host 10.20.247 253 Host 10.20.229.214 Any Any. Accept Account ngxB2 Any access-list acl_Out permit tep host 10.20.247 253 host 11
| 15 |security_rule: Met 106600 Any Any Any Drop  Log ngxB2 Any access-list acl Out deny ip 10.66.0.0 255256 224.0 any
security_rule: Any Any Any Any Drop  Log ngxE2 Any Clean-up rule
i e Il G |

- les3.cev _[of=
Bﬂ:ml Fomat  Tools Data Mindow  Help Type aquestonforbelp. = o & »
Jdﬂq\i.il'?lilaa:i-\ﬂ (2= - )i @ B <0 - Bz U 8% BeA- |
R < |25 Wy g3 | ¥ Reply with Changss.. End Raviaw !
Al rulebase_header

HdeRole
e
2 Any UserAuthralz
[ |
1020 Any icmp-protn. Accept  Log ngB2 Any access-ist acl_Out permit icmp hot
security_rle: Host 10.20.8.1 Host 10.20.221.21  Any Any Accept  Account ngxB2 Any access-list acl Out permit ip host 1
security_rule Host_10. 247 253 Host_10.20.225.103 Any Any Accept  Account ngxB2 Any access-list acl_Out permit tep host
security_rule Hnst 10.20.247 253 Host_10.20.225 102 Any Any Accept  Account ngxbZ Any access-list acl Out permit tep host
security_rule Host_10.20.247 253 Host 10.20.2234  Any Any Accept  Account nguiE2 Any access-list acl_Out permit tep host)
security_rule Hast_10.20 247 263 Host_10.20 2283  Any Any Accept  Account ngwiB2 Any access-list acl_Out permit tep hnslf
security_rule Host 10.20.247 253 Host_10.20,225. 140 Any Any Accept  Account ngxi2 Any accese-list acl_Out permit top host:
security_rule Host_10.20.247 263 Host_10.20.225143 Any Any Accept  Account nguB2 Any access-list acl_Out permit tcp host.
sacurity_rile: Hast 10.20 247 263 Host 10202286  Any Any Accept  Account nguiB2 Any access-list acl_Out parmit top host!
security_rule Host_10.20.247 253 Host_10.20.228.5  Any Any Accept  Account ngxB2 Any access-list acl_Out permit tep host)
security_rule Hast 1020 247 253 Host_10.20.229.214 Any Any Accept  Account ngub2 Any accesslist acl_Out permit tcp host)
18 |security_rule Met 10.66.0.0 Any Any Any Drop Log noxtE2 Any access-list acl Out deny ip 10.66. EI...
18 |security_rule Any Any Any Any Drop Log ngxre2 Any Clean- up rule
¥ W3/ sl g

Check out that we also modified teection_headename for the unmodified rules, and the new
section_headeunsed to put under it the added rules.

Now, let's run Object Filler over the resultingefil.

D:\Stuff\OFiller\v2.4> ofiller -f rules3.csv -i csv -nopv -p policy -o rul es3.dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

Rules processing requested: Processing rules now!!!

It took 3.0 seconds of total processing time on QUI ET Mode.
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Processed 54 possible objects and/or rules.
Found 16 total valid (or successfully processed) ob jects/rules.
Rules processing was requested and done for Policy "mod_pixpol_2".

Total successfully processed Rules = 18

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

... and then import the results into SmartCentergiBiBedit...

[Expert@ngxr62]# dbedit -s localhost -u admin -f rules3.dbedit
Enter Administrator Password: secret

mod_pixpol_2 updated successfully.

##mod_pixpol_2 updated successfully.

##mod_pixpol_2 updated successfully.

##mod_pixpol_z updated successfully.
##mod_pixpol_2 updated successfully.

... open the resulting policy usirkile, Openfrom SmartDashboard...

Open Policy Package X|

Select Policy Package to Open

Open I Lancel | Help |

... and finally check the results on SmartDashboard
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Seems the rules were created as needed! - Well done
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9. Recovering objects from a Gateway when SmartCent er has
crashed and no backups are available

Scary: You have a distributed installation (Smanti€e separated from the gateways). You just
for some reason didn’'t back up your SmartCenten just walk in to the office one day and
then you realize your SmartCenter Server is deadlojin, nothing. Then you realize the hard
disk of your SmartCenter Server is dead and ycaus@tation powers over SmartCenter Servers
just expired yesterday! Real scary!!!

9.1 Recovering the objects

These are the good news: There is a file left @neCheck Point Gateway, where the objects
used to configure the policy installed on suchwaieare stored.

The path to such file is $FWDIR/database/objectm@ you may run Object Dumper (2.2 or

up) over it to get the network objects (includimggps and services) listed on a CSV file. Once
you have such objects listed there you may use dDbjdler later to recreate them into your

SmartCenter server.

Since we already taught you how to create objeois fa CSV file using Object Filler to later
import them into the SmartCenter Server using DBede’ll focus only on dumping the list of
objects used on the rules applied to the gateway.

First, let's locate the file. If you are using sdhrg different from SecurePlatform for the
gateway, the path to the file ($FWDIR/databasefibj€) is still valid:

[Expert@ngxr62]# cd $SFWDIR/database

[Expert@ngxr62]# pwd

/opt/CPsuite-R62/fwl/database

[Expert@ngxr62]# Is -la objects.C

-rw-rw---- 1 root root 843496 Dec 15 1 6:40 objects.C
[Expert@ngxr62]# file objects.C

objects.C: ASCII text

Now let’s transfer it from our SecurePlatform te@ WWindows machine where Object Dumper is
located.

[Expert@ngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.
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ftp> ascii
200 Type set to A.
ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp>  prompt

Interactive mode off.

ftp> put objects.C

local: objects.C remote: objects.C

227 Entering passive mode (10,20,30,76,12,152)

125 Using existing data connection

LA L S B
HH R R R R R R R R R HHH A H AR R R R R
LA L S SR SR
HH AR R R R R R R R HiH#

226 Closing data connection; File transfer successf ul.
879174 bytes sent in 0.782 secs (1.1e+03 Kbytes/sec )
ftp>

Now let’s take a fast look into the file

5 obijects.C [D:\Stuff\OFiller\v2. 4] - GVIM

File Edit Toolr Suntax Buffers ‘window Help

SERE e foERRan(ada(Taa?
tvalid_ipaddr (16.28.229_12) Garch Vim Help)
)

: (Host_172.16.28.3

:DAG (false)
zadd_adtr_rule (true)
zcp_products_installed (false)
cenforce_gtp_rate_limit (false)
:Firewall (not-installed)
:floodgate (not-installed)
zgtp_rate_limit (2848)
tipaddr {172.16.28.3)
:type (host)
cnetobj_adtr_method (adtr_static)
sthe_firewalling_obj {

stype (refobj)

irefname (“H ALLT)

I

)
tvalid_ipaddr (18.28.229.13)
)
= (Het_172.22.8.8
zadd_adtr_rule (true)
:broadcast (allow)
tipaddr (172.22.6.8)
:location (internal)
snetmask (255.255.8.0)
B:tvpe (netuwork)
cnetobj_adtr_method (adtr_hide)
tthe_firewalling_obj (
ctype (refobj)
trefname (“# ALL™)
)
tvalid_ipaddr (19.20.16868.1)

)
: (Net_172.23.8.8
:add_adtr_rule (true)
:broadcast (allow)
tipaddr (172.23.06.8)
:location (internal)
tnetmask (255.255_0.0)
:type (network) -l
783,3-24 2%

Okay. It's very similar to the Objects_5 0.C fileewsed in other occasions, but the format of
the file is different.

Let's now use Object Dumper do see what can weugetf it.

D:\Stuf\OFiller\v2.4> odumper -f objects.C -0 recovery.csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Page 80



Object Filler and Object Dumper Tutorial
Revision 20061220

* Processing objects...

Processed 35678 possible objects and found 40 valid
From these, 7 were NATted records. It took 3.0 seco
Total successfully processed CP Gateways =1

Total successfully processed Hosts = 20
Total successfully processed Networks = 7
Total successfully processed TCP Services
Total successfully processed UDP Services

6
6

ones.
nds on quiet mode.

Task done successfully! - Thank you for using Objec

t Dumper v2.4!

As you can see, several objects were recognizdt. tade a look at the CSV file generated:

crosoft Excel - recovery.csy

‘] File  Edt Mew lnset Fomat Tools  Data findow  Help
HE (e 710 (e I e - W e SRS ™ T > AN ' 87 g?Ana\ -0 - B I U
fiad B S at | A By g Beply il E
Al - #
A [ B 1 & I D == F G H 1 [l B
Host 172.16.14.11 host 172.16.14.11 255255 255.255 black 10.20.225.111 Static Processed by Object Dumper v2.4
Host_172.16.28.1 host 172168281 2566255265255 hlack 10.20.229.11 Static  Processed_by_Object_Durnper »2.4
Host_172.16.282 host 17216282 255255255255 black 10.20.22912 Static  Processed_by_Object Durnper v2.4
Host_172.16.268.3 host 17216283  255.255.285.255 black 10.20.229.13 Static  Processed_by_Object_Dumper 2.4
Plet 1722200 net 172.22.00 255.255.0.0 black 10.20.100.1 Hide Processed by Object Dumper v2.4
Met 1722300 net 1722300 25525500 black 10.20.1680.1 Hide Processed by Object Durnper v2.4
et 1722400 net 1722400 25525500 black 10:20.130.1 Hide Processed by _Object Dumper 2.4
Host_10.20.8.1 host 10.20.8.1 255.255.255.255 black Processed_by_Object_ Dumper_v2.4
Host_10.20:221.21 host 10.20.221.21 255.255.255.255 black Processed_by_Object_Dumper_+2.4
Host 1020247 253 host 10.20.247 253 255.255 255 255 hlack Processed by Object Dumper 2.4
Host_10.20225.103 host 1020225103 2556.255 265,260 hlack Processed by Object_Dumper w2 4
Host_10.20.225 102 host 10.20.225 102 255.255.255.255 hlack Processed_by_Object_Dumper +2.4
16 \Host_10.20229.4  host 10202294 255255 265255 black Processed_by_Object_Dumper_v2.4
[16 |Host 10.20229.3  host 10202293 255255255255 black Proceszed by Object Dumper 2.4
17 |Host 1020206 140 host 10.20.225 140 255 255 765 955 hlack Processed by Object Dumper 2.4
18 Host 1020225143 host 1020225 143 266 255 255 265 hlack Processed_by_Object_Dumper_v2.4
Host 102002296  host 10.20.2296 255255255255 black Processed_by_Object_Dumper +2.4
Host_10.20.229.5 host 10.20.2295 255255.255.255 black Processed_by_Object_Dumper_+2.4
1 Host 10.20229.214 host 1020229214 255255 255255 black Processed by Object Dumper v2.4
Met 10.66.0.0 net  10.66.0.0 2662662040  black Processed _by_Ohject_ Dumper 2.4
Met_10.200.0 net  10.20.0.0 25525600 black Processed_by_Object_Dumper_v2.4
Met_172.16.0.0 net  172.16.00 25525500 black Processed_by_Object_Dumper_+2.4
Met 172.21.00 net 172.21.00 255.255.0.0 black Processed by Object Dumper 2.4
Host 10.20225.111 host 1020225111 255.255 255 2685 hlack Processed by Ohbject Dumper w24
Host_10.20229.11 host 102022911 255255 255 255 black Processed_by_Object_Dumper 424
Host_10.20:229.12 host 10.20.229.12 255255255255 black Processed_by_Object_Dumper_+2.4
| Host_10.200223.13 host 102022913 255.255 255255 black Processed by Object Dumper 2.4
i TCP_Part B9 tep 62 black default Processed by Object Dumper v2.4
TCP_Port_135 tep 135 black default Processed_by_Object Dumper_v2.4 o
TCP_Port_139 tep 138 black default Processed_by_Object_Dumper 2.4
3 TCP_Port_445 tep 445 black default Processed_by_Object Dumper 2.4
TCP_Port 593 tep 593 black default Processed by Object Dumper v2.4
5 | TCP_Part 8398 tep 8958 black default Processed by Object Durnper v2.4
UDP Fort 68 udn 69 hlack norenlie default Processed by Obiect Durnner 2.4 =
MR, recovery 14] : | -

Ready

Wonderful! —=from here, if you followed the Objeatl& part of this tutorial, you should know
how to get this data converted into DBedit commaads from there how to use them to create
the objects in the SmartCenter Server.
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9.2 Recovering the rules

These are the bad news: As of Object Filler ance@dpumper 2.4 you can't (yet) recover the
rules. However you can run the following scriptddrhave to thank Peter Phan for the idea of
this script) and then have a more clear idea ort thigeinstalled rules on the gateway are.

All the script does is to parse thdes.Cfile located orSFWDIR/databasen the gateway and
show the currently installed policy.

Perform the following procedure on the gatewayyassg SecurePlatform here, but it works as
well on Solaris or Nokia IPSO. You may figure ittdor other Operating Systems):

[Expert@ngxr62]# cd $FWDIR/database

[Expert@ngxr62]# pwd

/opt/CPsuite-R62/fwl/database

[Expert@ngxr62]# Is -la rules.C

-rw-rw---- 1root root 85668 Dec 15 1 6:40 rules.C
[Expert@ngxr62]# file rules.C

rules.C: ASCII text

[Expert@ngxr62]# sed "/:rules-adtr/,/"$/d" rules.C |\

> egrep ": |:action|:disabled|:global_location|:thr ough|\

> :time|:track|:dst|:install|:services|:src" | more

The following would be the result in case of juste®@uad A(Any, Any, Any, Accept) rule

installed on the gateway:
: (rule-1

:action (

: (accept

:action ()

:disabled (false)
:global_location (middle)
;time (

: (Any
‘track (

: Log
wdst (

: (Any
sinstall (

. (Any
:services (

: (Any
:src (

. (Any
:through (

: (ReferenceObject

The following would be the first 3 rules of a pgli¢on this example, the policy used on the
section 8 of the present document). No rule 2 aswvsh since it is disabled on such policy...

: (rule-1
:action (
: (drop
:action ()
:disabled (false)
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:global_location (middle)
;time (

: (Any
;track (

. Alert
:dst (

: ngxr62
sinstall (

: (Any
:services (

: (Any
:src (

: (Any
:through (

: (ReferenceObject

:(rule-3

:action (

: (accept

:action ()

:disabled (false)
:global_location (middle)
;time (

: (Any
‘track (

: Account
:dst (

: Host_10.20.221.21
sinstall (

: (Any
:services (

: (Any
:sre (

: Host_10.20.8.1
:through (

: (ReferenceObject

: (rule-4

:action (

: (accept

:action ()

:disabled (false)
:global_location (middle)
;time (

: (Any
‘track (

: Account
:dst (

: Host_10.20.225.10 3
sinstall (

: (Any
:services (

: (Any
:sre (

: Host_10.20.247.25 3
:through (

: (ReferenceObject

As you can see, while this doesn’t provide an aatanrecovery for the rulebase, showing the
installed rules in such a format makes it easieretmver the policy by manually entering it

again... (sorry!, having no backups nor Managementhd# some price tag on it! :-P ) — Now, if
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somebody can work on a script that leaves theakate in such a format that Object Filler can
read it, then you would have the chance to usedDBjéler to recreate the rules.

Remember that Object Filler takes only CSV fornmbavalid feed for security rules. Perhaps a
scripting wizard is willing to take the challengmlve the puzzle and do something on this
regard. If you are such scripting wizard, pleasaeshvith the Check Point community your work.
Many will appreciate it and the world will be a bietter©
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10. Last Comments

The idea of this Tutorial document was to give yoquick but efficient introduction to the use
of the Object Filler and Object Dumper tools, sa y@an perform some tasks easier using the
Command Line Interface; or in other cases perfonocedures that otherwise would be
impossible to do in an automated way, such as itmgp©bjects from a PI1X configuration.

Hopefully now that you are reading these liness ibecause you went successfully through all
the exercises shown in the document and now yoa amsummated wizard in the dark arts of
bulk objects (and rules) creation, exporting andlifncation. Congr atulations!

Any feedback (good or back) about this documertwsays welcomed and encouraged. Please
(please, please... please) feel free to write toetmeail address of the author, shown at the
beginning of the document.

If you want to contribute to the project, there a@ys to do so. They are shown in the FAQ of
the User’s Manual. Take a look at questions 1.1112,11.13 and 2.6

If you want to go beyond, you have the Object Fidad Object Dumper User's Manual to go
beyond this point, and try more complicated thifgisch as more complex rule sets, services,
Edge devices, etc.) as well as other type of Slgsported as input for Object Filler. Good luck
in your journey good admin!

Cheers!
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