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1. Introduction

Provider-1/SiteManager-1 are solutions for maintaining multiple SmartCenters in a
single piece of hardware. This is, the SmartCenters are virtualized. There is one entity
which works as a container (the Multi-Domain Server or simply MDS) that hold and has
control over all the virtual SmartCenters (called Customer Management Add-Ons or
simply CMAS), which are independent from each other in configuration, environment,
disk space, etc..

You may find more information on Provider-1/SiteManager-1 here:
http://www.checkpoint.com — Products and Technologies — Provider-1

Object Dumper and Object Filler are tools that allow to import and export objects from
SmartCenters, either physical (regular SmartCenters) or virtual (CMAS).

You may find more information on Object Filler and Object Dumper here:
http://ofiller.chatscope.com/ (main download site with Beta versions, Bug tracker,
forums, FAQs and other nice resources)

http://www.lindercentral.com/ofiller/ - always the latest stable version
http://www.cpug.org/ - always the latest stable version

1.1 Typographic convention
The regular text of the document will be written in regular Arial font..

Text seen in the screen or output shown as result o f some command, will be shown on
Courier font, like this.

Text that the user has to type-in and is nornmally shown to the screen will be on
Courier bold, as this exanple

Text that the user has to type-in but is not shown to the screen will be printed in

Courier bold and italic font, as in this exanple

Whenever a new term is introduced, some specific name is used or there is a buzzword,
it will be printed in italic format. Italics may be used as well to highlight something under
special circumstances

Whenever it is needed to highlight something, it will be underlined.
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2. Disclaimer

Object Filler and Object Dumper are tools not officially supported. This is, even though
they work, nobody is in the obligation of helping you, and if you call Check Point
Support they won’'t be able to assist you. Please read the Object Filler and Object
Dumper documentation (such as the User's Manual and Object Filler and Object
Dumper Tutorial) before you proceed.

Even though the procedures described here have been tested by the author of this
document and some others, they are not guaranteed to be error-free. The only
responsible entity for the results of using the procedures and techniques described on
this document, is the person implementing them and the person that approves the use
of this on her/his infrastructure. Check Point, Check Point employees and affiliates in
any way and the document’s author; are not liable nor responsible by any good or bad
thing resulted of any direct or indirect use, abuse or misuse of the contents of this
document, either express or implicit.
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3. Environment Description

The software version used on the first version of this document was Provider-
1/SiteManager-1 NGX (Build 244) installed on Secure Platform NGX. The latest
revision of the document was done using version NGX R62 on SecurePlatform. Details
below:

[Expert@plngxr62]# ver

This is Provider-1/SiteManager-1 NGX R62 Build 031

[Expert@plngxr62]# fw ver

This is Check Point VPN-1(TM) & FireWall-1(R) NGX ( R62) - Build 120
[Expert@plngxr62]#

The expert mode of SecurePlatform was the working environment for most of the
operations done. This is needed because you need to interact with files and do
operations that the restricted cpshell, which SecurePlatform puts to all the defined users
by default, normally doesn’t allow.

The tools version used for writing this document was Object Dumper and Object Filler
2.4 running on Windows XP . The output screens of another version may be a little
different than the ones shown here. As a general rule, use at minimum Object Dumper
and Object Filler version 2.4 and for sure what you see here will work for you.

D:\Stuff\OFiller\v2.4> ver

Microsoft Windows XP [Version 5.1.2600]

D:\Stuff\OFiller\v2.4> ofiller -V
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

This is Object Filler Version v2.4
This is Object Filler Build Number Thu_211206_1229

No valid objects were processed! - Thank you for us ing Object Filler v2.4!

We'll assume that the objects that are going to be manipulated are exclusively host and
network objects. Any other type of objects, such as service objects was not tested but
there are reasons to believe they will work fine as well.

For this scenario, we’ll assume we have 2 CMAs and 1 MDS Manager and Container.

The IP Addresses are 10.20.30.200 for the MDS, CMA named cmal has 10.20.30.201
and cma2, which is the second CMA has 10.20.30.202
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The setup was done using evaluation licenses. The CMAs and the MDS have AnyHost
assigned as GUI Client for the MDS and both CMAs, and only one Provider-1 Super
User administrator. This administrator was named admin

The following screenshots will tell you more about the environment:

:m:10.20.30.200 - Check Point Provider-1/5iteManager-1

SIEEIEILIEE B LI

General - Customer Contents

10.20.30.201

-l customer2
B cma2 10.20.30.202

Figure 1 - Customer Contents View

Page 6



Manipulating objects and rules on Provider
Revision 20061229

:m:10.20.30.200 - Check Point Provider-1/SiteManager-1

il Customerl
il customer2

Figure 2 — GUI Clients View

-1/SiteManager -1 with Object Filler and Object Dumper
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Check Point Password  Provider-1 Superuser

Figure 3 — Administrators View

10.20.30.202 ustamer2 plngsiB2 W' Started
10.20.30.200 Custorner plngeE2 %’ Stated
10.20.30.200 ' Started

Figure 4 — SmartView Status View
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The following parts deal with creating objects and performing import operations. This
assumes you have previous experience working with Provider-1/SiteManager-1 and you
are familiar with the product’s terminology.

This document also assumes you already did read the Object Dumper and Object
Filler Manual - or at least the Object Filler and O  bject Dumper Tutorial _(which is
shorter, goes to the point and it is more fun to read) and you are aware on how the tools
work in_conjunction with DBedit.

If you don’t have such background, it is strongly recommended at this point to review
such documentation (again, at least the Tutorial), prior to any other step.
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4. Importing Objects into CMAs and the Global Datab  ase

4.1 Creating Objects to Importinto cmal

Before going any ahead, let's remember that the document was written using Provider-
1/Site-Manager-1 NGX over SecurePlatform, and the tools Object Filler and Object
Dumper were running on Windows.

We'll use Object Filler to automatically generate a script to create 100 hosts. We'll
import them into the first CMA (named cmal in this case). The objects will be created
on the range of the 10.1.1.0/24 address space, going from 1 to 100.

The Object Filler syntax to do it is:

D:\Stuff\OFiller\v2.4> ofiller -s 10.1.1.1 -d 10.1.1.100 -m 24 -t host -0 cmal. dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

It took 3.0 seconds of total processing time on QUI ET Mode.

Processed 100 possible objects and/or rules.

Found 100 total valid (or successfully processed) o bjects/rules.

Total successfully processed Hosts = 100

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Now, we transfer to the MDS machine the cmal.dbedit file created as a result of the
above steps. This has to be done using FTP in ASCIl mode, copy-pasting it from
notepad to vi, or any other reliable ASCII file transfer mechanism.

Let's check the CMA we are going to use to import the object to (cmal on this case) is
up and running. We will use mdsstat to check this out:

[Expert@plngxr62]# ndsst at

+ +
| Processes status checking |

E— + + + —t + + +

| Type| Name | IP address | FWM |FWD |CPD |CPCA |
— + + — + + +

| MDS | - | 10.20.30.200 | up 1213 | up 1212 |up 1211 |up 1460 |
E— + + + —t + + +

| CMA | cmal | 10.20.30.201 | up 2966 | up 2965 | up 2940 |up 2978 |
| CMA | cma2 | 10.20.30.202 | up 3562 | up 3561 | up 3536 | up 3576 |
— + + — + + +
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| Total customer add-ons checked: 2 2 up 0do wn |
| Tip: Run mdsstat -h for legend |
+ +

[Expert@plngxr62]#

Now that we know cmal is up and running, we have to make sure the CMA is not
locked by an administrator using a GUI or something. First we use mdsenv to set the
environment to the proper CMA and then cpstat to review for any connected GUISs.

[Expert@plngxr62]# nmdsenv cnmal
[Expert@plngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: 0

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

What you have to check on the above is that you don’t see something like this:

Connected clients

|Client type |Administrator|Host |Database lock|

|SmartDashboard|admin |mhoz1l|true |

The above indicated the Database for such CMA is locked by admin from the mhozl
host. You cannot use DBedit on a CMA that has the database locked.

Once you do that, we need to set the environment to the CMA cmal using mdsenv to
do so, and then run DBedit over this file. All this in expert mode:

[Expert@plngxr62]# pwd
/home/admin
[Expert@plngxr62]# Is -la

total 48

drwx------ 2 root root 4096 Dec 21 1 2:43 .

drwxr-xr-x 4 root  root 4096 Dec 21 0 6:32 ..

-FW------- 1lroot root ODec211 2:27 .bash_history
-rw-r--r--  1root root 24 Dec?210 6:32 .bash_logout
-rw-r--r-- 1root root 191 Dec 210 6:32 .bash_profile
-rw-r--r--  1root root 124 Dec 21 0 6:32 .bashrc
-rw-rw---- 1root root 25252 Dec 211 2:43 cmal.dbedit

[Expert@plngxr62]# mdsenv cmal
[Expert@plngxr62]# dbedit -s localhost -u admin -f crmal. dbedit
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Enter Administrator Password: secret
Host_10.1.1.1 updated successfully.
Host_10.1.1.2 updated successfully.
Host_10.1.1.3 updated successfully.

Hdst_10.1.1.99 updated successfully.
Host_10.1.1.100 updated successfully.
[Expert@plngxr62]#

Then we go to the MDG, open the SmartDashboard over CMA1 and make sure the
objects were created there:

B
[H
e
i
]

=] Praowider-1/5itebd anager-1
=il Customerl

- customd
& Do

® e | g
Figure 5.a — Launching SmartDashboard over cmal fro m the MDG
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. cmal - Check Point SmartDashboard - Standard
Fie Edit Wiew Manage Bules Policy Smattap Seach Window Help

"ol wm| bt B RF==

i+ wamBE

| |IPeE= 2 || s almam]| = %=
% klazlse] 33 VPH Mananer | Gl tes | 555 Desktop Secuily
=1 T Netwark Objects = HE Secuiy i 57 Address Translation ] 1 GmanDefense l _‘? Content Inspection | T SmarDefense Services
=+{8] Check Paint
] B3 cmat
4B Modes
Host 10.1.1.1
Host 101,110 o ! |
Hest 10.1.1.100 Hame [ip - [ Comment [ NAT Properties =
Hest 10.1.1.11 % Host 10.1.1.82 101182 Crested_by Obiject Filer w2 4 Norne:
Host_10.1.1.12 L Host_10.1.1.83 10.1.1.83 Created_by_ Object_Filer_v2 4 None
Host_10.1.1.13 ; Host_10.1.1.64 10.1.1.84 Created by Object_Filler_w2.4 Mone
Hest 101114 || Host 101185 1011.86 Created_by_ Object_Filer w2 4 Mone
Host_10.1.1.15 ,|; Host_10.1.1.86 10.1.1.86 Created by Object_Filer_v2.4 Mone
Host 101116 ; Host_10.1.1.87 10.11.87 Created by Obiject Filler_v2.4 Mone
Hast 101117 L Host_101.1.88 10.1.1.88 Cioated_by_Object_Filer_v2 4 Hone
Host_1 01118 ,|; Host_10.1.1.689 10.1.1.89 Created_bw Object_Filer_v2.4 Mone
Host_1 01119 ; Host_10.1.1.90 10.1.1.90 Created by Object_Filler_v2.4 Mane
Host 104.1.2 O Host_10.1.1.91 10.1.1.91 Created_by_ Object_Filer_v2 4 Mone
Host_1 0110 ; Host_10.1.1.92 10.1.1.92 Created_bw Object_Filler_w2.4 Mone
Host_1D1 131 ; Host_10.1.1.93 10.1.1.93 Created by Object_Filler_w2.4 Mane
S L Host_101.1.54 10.1.1.94 Created_by Obiject_Filer_v2 4 MNone
R O Host 10,1135 10..1.95 Created_by_Obiect_Filer_v2.4 Nane
Host_101.1.23 O Host 101198 1011.96 Created_by Obiect_Filer_v2.4 Mone
:DS‘-lg-l-l-gg % Hast_10.1.1.97 101,197 Created_by_Object_Filer_v2.4 Nane
ost_ L Host_10.1.1.98 10.1.1.98 Created by Object Filer v2.4 Mane
Hast_101.1.26 L Host 101199 1017199 Cieated_by Object Filer v2 4 None
Host 10.1.1.27 L Host_10.1.1.100 10.1.1.100 Created_by_Obiject_Filler_v2 4 None
Host_10.1.1.28 ES cmat 10.20.30.200 Pravider1 Chd Mane
Host_10.1.1.28 & tusdianhet N/ N
Host_10.1.1.3 <% CPDShield N4 DSHIELD IP blocklist M/
Haost_ 10.1.1.30 <2 DMZNet WA Nt
Haost 10.1.1.31 & Intemaliat N N/
Hnst71EI1 132 5% LocalMachine NIA Check Point Local Machine [Dynamic Interfaces)  NA&
Host 101.4.33 <% LocaMachine_ 4l Interaces N/ Check Point Local Machine A1l Interfaces] N -
Host 1711134 hd| 4| | ]
For Help. press F1 10.2030201 Resdite  lcaP | |

Figure 5.b — SmartDashboard open over cmal

4.2 Creating Objects to Importinto CMA2

Now, we’ll create 101 networks within the 192.168.0.0/16 address space so we can
import them into cma2, and do the same procedure there as we did with cmal.

First creating the objects with Object Filler:

D:\Stuff\OFiller\v2.4> ofiller -s 192.168.0.0 -d 192.168.100.0 -m24 -t net -o
cma2. dbedi t

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

It took 3.0 seconds of total processing time on QUI ET Mode.

Processed 25601 possible objects and/or rules.

Found 101 total valid (or successfully processed) o bjects/rules.

Total successfully processed Networks = 101

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!
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D:\Stuff\OFiller\v2.4>

-1/SiteManager -1 with Object Filler and Object Dumper

Then, after transferring the resulting file cma2.dbedit to the MDS machine, we need to

import the objects into cmaz2.

Remember the file has to be transferred in an ASCII format: using FTP in ASCIlI mode,
copy-pasting it from notepad to vi, or any other reliable ASCII file transfer mechanism.

The following is an example using FTP.

[Expert@plngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller
331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> pronpt

Interactive mode off.

ftp> get cma2. dbedit

local: cma2.dbedit remote: cma2.dbedit

227 Entering passive mode (10,20,30,76,8,147)
125 Using existing data connection
T HE T T

226 Closing data connection; File transfer successf
33368 bytes received in 0.0269 secs (1.2e+03 Kbytes
ftp> bye

221 Service closing control connection
[Expert@plngxr62]# pwd

/home/admin

[Expert@plngxr62]# Is -la

total 96

drwx------ 2 root root 4096 Dec 21 1
drwxr-xr-x 4 root  root 4096 Dec 21 0
-FW------- 1root root ODec211
-rw-r--r-- 1lroot root 24 Dec?210
-rw-r--r-- 1lroot root 191 Dec 210
-rw-r--r-- 1lroot root 124 Dec 210

-rw-rw---- 1root root 25252 Dec 211
-rw-rw---- 1root root 32762 Dec 211
[Expert@plngxr62]# file cma2. dbedit
cma2.dbedit: ASCII text

Now we check cmaz2 is up and running

[Expert@plngxr62]# nmisstat cnma2
Checking status of CMA ‘cma2'
+

/sec)

3:11.

6:32 ..

2:27 .bash_history
6:32 .bash_logout
6:32 .bash_profile
6:32 .bashrc

2:43 cmal.dbedit

3:11 cma2.dbedit

| Processes status checking
B — + + + —t
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| Type| Name | IP address | FWM |FWD |CPD |CPCA |

| MDS - | 10.20.30.200 | up 1213 |up 1212 |up 1211 |up 1460 |
e + + + -t + + +

| CMA | cma2 | 10.20.30.202 | up 3562 | up 3561 | up 3536 |up 3576 |
| Total customer add-ons checked: 1 1 up 0do wn |

| Tip: Run mdsstat -h for legend |
+

and there is nobody locking the database

[Expert@plngxr62]# mdsenv cma2
[Expert@plngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: 0

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

Please notice that before running DBedit, we set the environment to cma2 using the
mdsenv command:

[Expert@plngxr62]# mdsenv cma2

[Expert@plngxr62]# dbedit -s localhost -u admn -f crma2. dbedit
Enter Administrator Password: secret

Net_192.168.0.0 updated successfully.

Net_192.168.1.0 updated successfully.

Net_192.168.2.0 updated successfully.

Nef_192.168.99.0 updated successfully.
Net_192.168.100.0 updated successfully.
[Expert@plngxr62]#

Then we go to the MDG, open the SmartDashboard over CMA2 and make sure the
objects were created there:
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LL et 192168270 Al Met 192188170 192188170 Crested by Object Filer v24 Nore N FEEIEEIEED N4 Thu Dec 21 132313 2006
LL Nt 192168280 AL Nel_1921ERIRN  1921EBIAN  Cieated_ty Mbiscl_Filer %24 Nore N JEEJRE R0 N4 Thu Dec 21 132314 2006
A N 192158 29.0 Ll Wet_ 192168190 192168190 Crested by Objsct_Filer w24 Nore N FEEIEEIEED N/ Thu Dec 21 132314 2006
R Ab Met 1927E8200  1921EB200 Created by Object Filer 424 Nore N JEEIEE 5D N4 Thu Dec 21 132315 2006
s Al Net_192TERZ1N 192TERINN  Created_ty_Mbjsct_Filer v24  Nore N JEEIRE IR0 N/ Thu Dec 21 132315 2006
e Al Wel_ 192168220 192168220 Crested by Objsct_Filer w24 MNore N FEEIEEIEED N/ Thu Diec 21 132315 2006
= Ret 192 1ER 230 152 1F8 230 Created bu Ohisct Filler 24 None NS DRE DRE PRR ] NS ThiuDer 2113 7318 2NNRE
JAL et 192 16R 220 ] fTL | j_I

b fonanze  [Readmwie | | | |
Figure 6 — SmartDashboard open over cma2

4.3 Creating Objects to Import them into the Provid  er-1/SiteManager-1
Global Database

Now, we’ll create some hosts in the network 172.16.10.0/24 to import them to the global
database :

D:\Stuf\OFiller\v2.4> ofiller -s 172.16.10.0 -d 172.16.10.10 -m 24 -t host -0
gl obal . dbedi t

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

It took 3.0 seconds of total processing time on QUI ET Mode.

Processed 11 possible objects and/or rules.

Found 10 total valid (or successfully processed) ob jects/rules.

Total successfully processed Hosts = 10

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!
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D:\Stuff\OFiller\v2.4>

Once they are created and the file is transferred to the MDS machine (remember, in an
ASCII format), we’ll need to import them into the Global database. Since we’re doing
this at the MDS level, we use mdsenv with no arguments to set the environment to the
MDS.

Please notice the difference in the DBedit syntax when you are using it to import
objects into the Global Database . Also notice that no password is required:

[Expert@plngxr62]# pwd
/home/admin
[Expert@plngxr62]# Is -la

total 100

drwx------ 2root root 4096 Dec 21 1 3:33.

drwxr-xr-x 4 root root 4096 Dec 21 0 6:32 ..

-rW------- 1root root O0Dec211 2:27 .bash_history
-rw-r--r--  1root root 24 Dec?210 6:32 .bash_logout
-rw-r--r--  1root root 191 Dec 210 6:32 .bash_profile
-rw-r--r-- 1root root 124 Dec 210 6:32 .bashrc
-rw-rw---- 1root root 25252 Dec 211 2:43 cmal.dbedit
-rw-rw---- 1 root root 32762 Dec 211 3:11 cma2.dbedit
-rw-rw---- 1root root 2656 Dec 211 3:33 global.dbedit

[Expert@plngxr62]# nmdsenv

[Expert@plngxr62]# dbedit -nds -s local host -u admin -f gl obal . dbedit
Host_172.16.10.1 updated successfully.

Host_172.16.10.2 updated successfully.

Host_172.16.10.9 updated successfully.
Host_172.16.10.10 updated successfully.
[Expert@plngxr62]#

We’'ll make sure that the objects were created, by opening the Global SmartDashboard.
Please notice that the created objects have a purple the capital G, indicating those are
recognized as Global Objects:
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g8 Standard Laun arlD 21, 2006 11:41:15
-8 Mo Global Pl
=B Customer :
LB omat 102030201 achive
-l customer?
BB emaz 102030202 active

Holder

Place Customer Rules

L Host 17216101 17216101  Created by Object Filler_+2 4 Thu Dec 21 13:35:08 2006
Q Host 17216102 17216810.2  Created by Dbject Filler_v2.4  Mone MNA& MNA& N Thu Dec 21 13:35:08 2008
Q Host 17216103 17216103 Created by Object Filler_v24  None MiA MiA NA& Thu Dec 21 13:3%:08 2006
Q Host 17216104 17216104  Created by Object Filer w24  None N2 N2 N Thu Dec 21 13:35:03 2006
Q Host 17216105 17216105 Created by Object Filler v2.4  Mone NA& MNAA N Thu Dec 21 13:35:09 2006
:Dn Host 17216106 1721610.6  Created by Dbject Filler_v24  None Mi& Mi& N/ Thu Dec 21 13:35:03 2006
Q Host 17216107 17216107 Created by Object Filler +24  None N2 NAA N Thu Dec 21 13:35:10 2006
E Host 17216108 1721610.8  Created by Object Filler_ +24  Mone Ni& MNAA N Thu Dec 21 13:35:10 2006
Q Host 17216.10.9 17216109 Created by Dbject Filler_v24  None Mi& MAA NA& Thu Dec 21 13:35:10 2006
Q Host 172161010 172161010  Created by Object Filler +24  None N2 N2 N ThuDec 21 13:35:11 2006
<% Ausilianet NAA N Ni& MNA& N Thu Dec 21 11:41:19 2006
<2 CPDShisld NAA DSHIELD IP blocklist N/ MiA MiA N ThuDec 21 11:41:13 2006
<% DMZNat N N N2 NA& N/ ThuDec 21 11:41:19 2006
<% Intemallet NA& W28 N NA& N ThuDec 21 11:41:19 2008
i,-’J Localkachine MN2A Check Point Local Machine [. Mg Nia Na Mg ThuDec 21 11:41:19 2006
<2 LocalMachine A1 N/ Check Paint Local Machine [ NA& N2 N2 N/ Thu Dec 21 11:41:19 2006

L Host 17216110
L Host 17296108
L Host 1721610,

) @ Dy amic: Dbjects.

=i __|
Figure 7.b — Global SmartDashboard open over the Pr  ovider-1/SiteManager-1 Global Database
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5. Exporting and Importing Objects back between the Global
Objects Database and CMAs

All the objects database is hold in a file named objects_ 5 0.C always present in the
$FWDIR/conf directory of any regular SmartCenter. In a Provider-1 environment, this
file is also present in the CMAs and is used to hold the CMA'’s object database. The file
is present as well in the MDS itself and in that case contains the Global Objects
database.

Object Dumper can process the objects_5 0.C file and dump it to a Comma Separated
Values (CSV) format file, from which Object Filler can be used to build such exported
objects again into another place: another SmartCenter, another CMA or the MDS Global
Database.

5.1 Exporting Objects from a CMA (or SmartCenter) a  nd Importing
into the Global Objects Database

As a note: even though this procedure was done for this document using a CMA’s
objects database, it is possible to follow the same steps and perform this very
procedure with an SmartCenter, with the only exception that in a regular SmartCenter
you don’'t need to set the environment with mdsenv before gathering the objects_5 0.C
file. Remember mdsenv is only needed in Provider-1 to set the proper environment in
the shell, so the variables and directories point to one specific CMA.

The following procedure shows how the Objects database from the CMA named cma2
is exported. First we have to copy the database file to the Windows machine where
Object Dumper is running. In this case, an FTP Server was placed in the Windows
machine where the tools are running, and the FTP Client available in SecurePlatform
was used. Notice that ASCII file transfer was used

Please notice that previous to any operation, we set the environment to cma2 with
mdsenv, so we can copy the appropriate files.

[Expert@plngxr62]# mdsenv cma2

[Expert@plngxr62]# cd $FWDI R/ conf

[Expert@plngxr62]# pwd

/opt/CPmds-R62/customers/cma2/CPsuite-R62/fwl/conf

[Expert@plngxr62]# Is -l1a objects_5 0.C

-rw-rw-r-- 1 root root 651841 Dec 21 1 3:23 objects_5_0.C
[Expert@plngxr62]# file objects_5 0.C

objects_5_0.C: ASCII text

[Expert@plngxr62]# ftp 10.20.30.76
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Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> pronpt

Interactive mode off.

ftp> put objects_5_0.C objects_5 0 _cma2.C

local: objects_5_0.C remote: objects_ 5_0_cma2.C

227 Entering passive mode (10,20,30,76,4,157)

125 Using existing data connection

LA L S
HH R R R R R R R A R
P R R R
226 Closing data connection; File transfer successf

678483 bytes sent in 0.725 secs (9.1e+02 Kbytes/sec

ftp> bye

221 Service closing control connection

[Expert@plngxr62]#

Then we’ll export the objects from cma2 using Object Dumper and the file we just

transferred.

HHHHHH AR R R R R R R
B R R R R
HHH R

ul.

)

D:\StufiOFiller\v2.4> odunper -f objects_ 5 0 cna2.c -0 cna2.csv

Unofficial/Unsupported Object Dumper v2.4 - Devel

oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.
* Processing objects...
Processed 26642 possible objects and found 150 vali d ones.

It took 3.0 seconds on quiet mode.
Total successfully processed CP Hosts (Secure Serve
Total successfully processed Networks = 101

rs/SmartCenters) = 1

Task done successfully! - Thank you for using Objec

t Dumper v2.4!

Now you have to edit the cma2.csv file, which in this case is the file that results from
running Object Dumper over the objects_ 5 0.C we got from CMA2; and remove the
lines that represent objects you don’t want to transfer to the Global Database, such as
services, as usually they already exist in the other side; and extra hosts objects like the
CMA object itself, which is useless in the Global Objects Database.
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You may do this editing work using any text editor (Notepad or vi for example) or
spreadsheet program (Microsoft Excel for example).

BT Miciosoft Excel - cma2.csv )

() Fle Edt View lnsen Fomat Took Data Window Help ion for help
o = G = RS MRt SC R R TN R - F <10 G- A B
o | 4 A S| YT -
Al x £ Net 192 168.0.0
A [ B 1 & I [ ) - ) = Y | [ N
et 192 168.0.0 lnat 192.168.0.0 2552552550 black Created_hy Object_Filler +2.4
Met 192 168.1.0 net 19216810 2552552550 black Created by Object Filler 2 4
Met_192.168.2.0 net 192.168:20 255.265.255.0 black Created_by Object_Filler 2.4
Met 192.168.3.0 net  182.168.3.0 255.256.255.0 black Created by Object Filler 2.4
Met_192.168.4.0 net  192.168.4.0 255.255.256.0 black Created_by_Object_Filler v2.4
Met_192168.5.0 net  192.168.5.0 2562562550 black Created_by_Object_Filler v2 4
Met_192 16B.6.0 net  192168.6.0 2652552650 black Creatad_by_Object Filler 2.4
| B [Net 19216870 net 192.1B8.7.0 2552552650 black Created_by_Object_Filler_»2 4
| |Met 192 16880 net  19216B.B0 2552552550 black Created_by Object Filler 2.4
0 | Met_192.188.9.0 net  1982.168.9.0 255.255.255.0 black Created by Object Filler 2.4
Met_192.168.10.0 net 192.168.10.0 255.255.255.0 black Created_by Object_Filler ¥2.4 —
Met 192.168.11.0 net  192.168.11.0 255.255.255.0 black Created by Object Filler 2.4
13 |Net 192168120  net 192168120 2652652550 black Created_hy_Object_Filler w2 4
14 |Net 192 16130  net 192168130 2652652550 black Created_hy_Object_Fillsr 2.4
MNet_192 168.14.0 net 192168140 2552552650 black Created_by_Object_Filler 2.4
Met_192 168.15.0 net  192:168.15.0 25525525510 black Created by Object Filler v2. 4
Met_192.168.16.0 net  192.168.16.0 255.255.255.0 black Created by Object Filler 2.4
3 |Met_192.168.17.0 net  192.168.17.0 255.255.255.0 black Created_by Object_Filler v2.4
| Met 192.1668.18.0 net 192168160 255.265.2550 black Created_by Object Filler v2.4
Met_192.168.19.0 net  192.168.19.0 255.255.205.0 black Created_by_Object_Filler v2.4
| 21 [Met_182.168.20.0 net  182.168.200 2562662660 black Created_by_ Object Filler 2.4
22 |Net 192 188210  net 1921BB210 25528525500 black Created_hy_Object_Filler_v2 4
23 |Net_192 168.22.0 net 192168220 2552552650 black Created_by_Ohject_Filler 2.4
Met_192 168.23.0 net 192.168.230 25525525510 black Created by Object_Filler v2 4
Met_192.168.24.0 net  192.168.24.0 255.255.2550 black Created_by Object_Filler ¥2.4
| 26 Met 1592.166.25.0 net  192.168.25.0 255.255.255.0 black Created by Object Filler v2.4
| 27 [Met 192.168.26.0 net  192.168.26.0 255.255.255.0 black Created_by Object Filler v2.4
Met_192168.27.0 net 192168270 256255 2550 black Created_by_Object Filler 2.4
3 | Met_192 168.28.0 net  192.168.280 2562552650 black Created_by_Object Filler 2.4
Met_192 168.29.0 net  192168.29.0 255265 2650 black Created_by_Object_Filler +2 4
et 192 168.30.0 net  192.168.30.0 2552552550 black Created_by Object_Filler ¥2.4
Met_192.168.31.0 net  182:168.31.0 25525525510 black Created by Object Filler v2.4
Met_192.168.32.0 net  192.168.32.0 255.255.255.0 black Created_by Object_Filler 2.4
I [\IEL\WBZ Wﬁﬁl?ﬁﬂ,inel;]ﬂl1EE33‘07255‘255‘2550,71316155— Created by Obiect Filler v2.4 i}
i€ 4 v Wb cmaz 11] | W

Ready
Figure 9a — A preview (using Microsoft Excel) of th e final file that resulted from exporting objects f rom CMA2, and used to
feed Object Filler later.

7 cma2_final. B ler\v2.4) - GVIM

Took Syntax EBuffers Window Help

G R 4on RAEH S| THD2

[Net_192_168.61.6,net,192.168 .61 . 8,255 255 .255_0,black, , ,,Created_by_Object_Filler_u2 .4 (=
Net_192.168.62.8,net,192.168.62.0,255 255,255 0,black, ,, ,Created by Object Filler u2.4
Net_192.168.63.8,net,192.168.63.0,255.255.255.8,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.64.0,net,192.168 .64. 0,255 _255.255_0,black, ,,,Created by Object Filler u2.h
Net_192.168.65.8,net,192.168 .65 . 8,255 255255 8, black, , , ,Created_by_Object Filler_u2.4
Net_192_168.66.8,net,192.168 .66 . 8,255 255255 0 black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.67.8,net,192.168.67.0,255 255,255 0,black, ,, ,Created by Object Filler u2.h
Net_192.168.68.8,net,192.168.68. 0,255 .255.255.8,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.69.0,net,192.168.69.0,255 _255.255_0,black, ,,,Created by Object Fifller u2.4
Net_192.168.708.8,net,192.168.78.8,255_255.255_8,black, , , ,Created_by_Object Filler_u2.4
Net_192_168.71.8,net,192.168.71.0,255_255.255_0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.72.8,net,192.168.72.0,255 255,255 0,black, ,, ,Created by Object Filler u2.4
Net_192.168.73.8,net,192.168.73.0,255.255.255.8,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.74.0,net,192.168.74.0,255_255.255_0,black, ,,,Created by Object Filler u2.h
Net_192.168.75.8,net,192.168.75.8,255.255.255 . 8,black, , , ,Created_by_Object Filler_u2.4
Net_192_168.76.8,net,192.168.76.8,255 255255 0, black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.77.8,net,192.168.77.0,255 255,255 0,black, ,, ,Created by Object Filler u2.h
Net_192.168.78.8,net,192.168.78.0,255.255.255.8,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.79.0,net,192.168.79.0,255 255,255 0,black, ,,,Created by Object Filler uz.h
Net_192.168.808.8,net,192.168.80.8,255_255.255_0,black, , , ,Created_by_Object Filler_u2.4
Net_192_168.81.8,net,192.168.81.0,255_255.255_0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.82.8,net,192.168.82.0,255_255.255_0,black, ,,,Created by Object Filler u2.4
Net_192.168.83.8,net,192.168.83.0,255.255.255.8,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.84.0,net,192.168.84.0,255_255.255.0,black, ,,,Created by Object Filler uz.h
Net_192.168.85.8,net,192.168.85.8,255_255.255 8, black, , , ,Created_by_Object Filler_u2.4
Net_192_168.86.8,net,192.168.86.8,255 255255 _0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.87.8,net,192.168.87.0,255_255.255_0,black, ,,,Created by Object Filler u2.4
Net_192.168.88.8,net,192.168.88.0,255.255.255.0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.89.0,net,192.168.89.0,255_255.255.0,black, ,, ,Created by Object Filler uz.h
Net_192.168.98.8,net,192.168.98.8,255_255.255_8,black, , , ,Created_by_Object Filler_u2.4
Net_192_168.91.8,net,192.168 .91 .8,255_255.255_0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.92.8,net,192.168.92.0,255 255,255 0,black, ,, ,Created by Object Filler u2.4
Net_192.168.93.8,net,192.168.93.0,255.255.255.0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.94.0,net,192.168.94.0,255_255.255_0,black, ,, ,Created by Object Filler uz.4
Net_192.168.95.8,net,192.168.95.8,255_255.255 . 8,black, , , ,Created_by_Object Filler_u2.h
Net_192_168.96.8,net,192.168.96.8,255 255255 0, black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.97.8,net,192.168.97.0,255 255,255 0,black, ,,,Created by Object Filler u2.h
Net_192.168.98.8,net,192.168.98.8,255.255.255.0,black, , , ,Created_by_Object_Filler_u2.4
Net_192.168.99.0,net,192.168.99.0,255_255.255_0,black, ,, ,Created by Object Filler uz.h
Net_192.168.188.8,net,192.168 .1088.0,255.255.255 8, black, , , ,Created_by_Object Filler u2.4 i
70,78 Bot

Figure 9b — A preview (using a Text Editor) of the  final file that resulted from exporting objects fro m CMA2, and used to
feed Object Filler later.
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Once you have the file with only the objects you need, run Object Filler over it:

D:\Stuf\OFiller\v2.4> ofiller -f cma2_final.csv -i csv -o inport_gl obal . dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 202 possible objects and/or rules.
Found 101 total valid (or successfully processed) o bjects/rules.

Total successfully processed Networks = 101

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Now that the import_global.dbedit was created as a result, transfer it to the MDS
machine and import it into the Global Database using DBedit. Let's remember that the
file is an ASCII (text) file and should be treated as such. Don'’t forget as well to set the
environment accordingly using mdsenv. Also, remember the special DBedit syntax
when running it over the Global Objects Database:

[Expert@plngxr62]# pwd
/home/admin
[Expert@plngxr62]# Is -la

total 136

drwx------ 2root root 4096 Dec 21 1 4:27 .

drwxr-xr-x 4 root  root 4096 Dec 21 0 6:32 ..

-PW------- 1root root ODec211 2:27 .bash_history
-rw-r--r--  1root root 24 Dec?210 6:32 .bash_logout
-rw-r--r--  1root root 191 Dec 210 6:32 .bash_profile
-rw-r--r--  1root root 124 Dec 210 6:32 .bashrc
-rw-rw---- 1 root root 25252 Dec 211 2:43 cmal.dbedit
-rw-rw----  1root root 32762 Dec 211 3:11 cma2.dbedit
-rw-rw---- 1root root 2656 Dec 211 3:33 global.dbedit
-rw-rw---- 1root root 32964 Dec 211 4:27 import_global.dbedit

[Expert@plngxr62]# mdsenv

[Expert@plngxr62]# dbedit -nmds -s localhost -u adnin -f inport_gl obal . dbedit
Net_192.168.0.0 updated successfully.

Net_192.168.1.0 updated successfully.

Nef_192.168.99.0 updated successfully.
Net_192.168.100.0 updated successfully.
[Expert@plngxr62]#

You may see that the objects (Networks in the 192.168.0.0/16 range) were imported
into the Global Objects Database using the Global SmartDashboard
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'?,: 10.20.30.200 - Check Paoint Global SmartDashboard - Standard

Fie Edit View Manage Bules Policy Seach ‘window Help

EEE TR e
F e EE Y T
o |Q‘ |cb. |@.| a9 | 5 Secuy | i SmarDefense| T Smalisfenss Services |
= E,.. Metwark Objects I
i
[ Host 17218901 Place Holder for Customer Rules
--Ld Host 172181070
[ Host 1721610:2
L3 Host 17216103 Ell| | i
:Eg :Zzt’: ;i} g} g; Narme: IS | Comment | MAT Propenies [ Version | NetMask | 05 Version | Last Modification date: =
e L Host 17276101 17216101  Created by Dbisct Filer v24  Nore /A NI N7 Thu Dee 2113:35.08 2006
S L2 Hosl_172716102 17216102  Created_by_Objsct_Filer_v24  None /A N/ N7 Thu Dec 21133508 2008
ket G100 Ld Host_1721610.3 17216103  Created_by_Obisct_Filer_v24  None N/ N/ N Thu Dec 21 13:35.08 2006
- L3 Host 17216108 Ld Host 17276104  17276.10.4  Created by Obiject Filer 24 Mone /A /A Nz Thu Dee 2113:35,09 2006
L3 Host 17216109 LJ Host 17216105 17216105  Created_by_Objsct_Filer_v24  None M M M Thu Diec 21 133509 2006
{5 Networks Ld Host 17216106 17216105  Created_by_Obiect_Filer_v24  None N4 N4 M4 Thu Dec 21 13:35,09 2006
i Net_192.168.0.0 L2 Host 17216107 17216107  Created_tw_Dbiect Filer w24 Nore N N/ M, Thu Dies 21133510 2006
i Net_192.168.1.0 L2 Host 17216108 17216108  Created_by Object Filer w24  None N NAA N7 Thu Dec 21 13:35:10 2005
4L Net_192.168.10.0 Ld Host_17216109 17216109  Created_by_Obiject_Filer_v24  Mone /A N4 M7 Thu Dec 21 13:35:10 2006
L4 Net_152.158.100.0 L2 Host 1727161010 1727161010 Created by Obisct Filer v24  Mone /& N4 N7 Thu Dec 21133511 2008
LL Mt 192166110 A& Net 19216800 19216600  Created by Objsct Filer_v24  Mone N/ 255,255, 255.0 /A Thu Dec: 21 14:27:44 2005
LL Met 192,160,120 AL MNet 1921681.0 19216810 Created by Object Filer v24  Mone N/A 256, 255,255.0  M74 Thu Dee 21 14:27.44 2006
AL Mo 132168130 L& Nel 15216820 192716820  Created_by_Object_Filer_v24  Mone N/ 756 756 2550 N4 Thu Dec 211427.44 2006
L8 et 132158140 L& Nel 19216830 19216830  Created_by_Obijsct_Filer_v24  None N/ 255,255,255.0  M74 Thu Dec 21 14:27,45 2006
L et 132168 15.0 A& Net 19276840 19276840  Created by Object Filer v24  Mone /A 256, 256,255.0 M7 Thu Dec 2114:27.45 2006
L1 Ne 150 163 160 A4 Nel 13216850  1921B50  Created_by_Object Filer_v24  None /A 256 256 2550 M/A Thu Dec 2114.27.45 2006
LY Net 192 168170 L& Net 19216860 19216860  Created_by_Object_Filer_v24  None /& 255,255, 255.0 74 Thu Dec 21 14:27.45 2006
B Het 152188180 4L Net 15216870  19271BR70  Created by Obisct Filer v24  None /& 756 756 2550 N/A Thu Dec 2114:27.45 2008
e L4 Nel 13216880  19216G80  Creatsd_by_Object Filer 424  None /A 256 256 9550 M4 Thu Dec 2114.27.45 2006
41"3 Nt e L& Net 19216890 19216890  Created_by_Object Filer_v24  Mone N/A 255,255,255.0 74 Thu Dec 21 14:27.46 2006
i L& Nel 152168100 1927168100 Created by Object Filer v24  Mone N/ 756 7562550 N4 Thu Dec 211427.46 2006
e 4k Nel 192168110 192768110 Created_by_Obiect Filer_v24  Nane N 255 2552550 N Th Dec 21 142746 2008
el R A& Net 192166120 1927160120 Crestsd by Dbisct Filer v24  Nore o 255 55,2550 74 Thu Dec 21 14:27-46 2005
b Het 192188 2200 L% Net 192168130 152768130 Created_by Object Filer w24 Nore N 055 255 2650 N/ Thu Dec 2114:27.48 2006
-y Net 192.16823.0 L& et 192166140 192168140 Created_by Objsct Filer_v24  Nore N 255,256.255.0 N/A Thu Dec 21 14:27.45 2006 =
e == I | {5 — — = = | 2 JJ
Dione. [10.20.30.200 Pesdmmie [ [ [

Figure 10 — Global SmartDashboard open over the Pro  vider-1/SiteManager-1 Global Database after success fully importing
objects from cmaz2 into it.

5.2 Exporting the Global Database and importing it into a CMA (or
SmartCenter)

Again as a note: even though this procedure was done for this document using a CMA
as the target, it is possible to follow the same steps and perform this very procedure
with a regular SmartCenter. The only exception is that in a regular SmartCenter you
don’'t need to set the environment with mdsenv before running DBedit. Remember
mdsenv is only needed in Provider-1 to set the proper environment in the shell, so the
variables and directories point to one specific CMA (which usually is a customer).

The following lines will show how to export objects from the Global Database, so they
can be imported into a CMA (cmal). First we need to transfer the Global Objects
database file to the machine where Object Dumper is running. Remember that this is
the objects_5 0.C file in the MDS, so we have to set the environment accordingly using
mdsenv.

[Expert@plngxr62]# nmdsenv
[Expert@plngxr62]# cd $FWDI R/ conf
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[Expert@plngxr62]# Is -l1a objects_5 0.C

-rw-rw-r-- 1root root 662458 Dec 21 1 4:28 objects_5_0.C
[Expert@plngxr62]# ftp 10.20.30.76

Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> pronpt

Interactive mode off.

ftp> put objects_5 0.C objects_ 5 0 global.C

local: objects_5_0.C remote: objects_5 0_global.C

227 Entering passive mode (10,20,30,76,6,239)

125 Using existing data connection

B R T T HH T T T
P R R R R R HH R
B T R T T HH T T

226 Closing data connection; File transfer successf ul.
689622 bytes sent in 0.621 secs (1.1e+03 Kbytes/sec )
ftp> bye

221 Service closing control connection

[Expert@plngxr62]#

Now the file is transferred. Let's use Object Dumper to export the objects to a CSV file:

D:\StufiOFiller\v2.4> odunper -f objects_5 0 global.C -0 global _export.csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

* Processing objects...

Processed 27164 possible objects and found 159 vali d ones.
It took 2.0 seconds on quiet mode.

Total successfully processed Hosts = 10

Total successfully processed Networks = 101

Task done successfully! - Thank you for using Objec t Dumper v2.4!

Before importing the objects list into the CMA cmal, is necessary to edit the output file
(global_export.csv in this example) and remove the objects you don’t need to import,
such as services and extra objects — as we previously saw. Then use Obiject Filler to
convert the edited file to a DBedit script:
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D:\Stuf\OFiller\v2.4> ofiller -f global _export_final.csv -i csv -o cnmal_inport. dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 223 possible objects and/or rules.
Found 111 total valid (or successfully processed) o bjects/rules.

Total successfully processed Hosts = 10
Total successfully processed Networks = 101

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Then you need to transfer the output file (cmal_import.dbedit in this example), to the
MDS machine and perform the import procedure. Remember to set the environment
appropriately using mdsenv

[Expert@plngxr62]# pwd

/home/admin
[Expert@plngxr62]# Is -la

total 172

drwx------ 2root root 4096 Dec 21 1 5:20.

drwxr-xr-x 4 root  root 4096 Dec 21 0 6:32 ..

-rW------- 1root root O0Dec211 5:17 .bash_history
-rw-r--r--  1root root 24 Dec?210 6:32 .bash_logout
-rw-r--r--  1root root 191 Dec 210 6:32 .bash_profile
-rw-r--r--  1root root 124 Dec 21 0 6:32 .bashrc

-rw-rw---- 1 root root 25252 Dec 211 2:43 cmal.dbedit
-rw-rw---- 1 root root 35640 Dec 21 1 5:20 cmal_import.dbedit
-rw-rw---- 1root root 32762 Dec 211 3:11 cma2.dbedit
-rw-rw---- 1 root root 2656 Dec 211 3:33 global.dbedit
-rw-rw---- 1root root 32964 Dec 211 4:27 import_global.dbedit

[Expert@plngxr62]# mdsenv cnmal

[Expert@plngxr62]# dbedit -s localhost -u adnmin -f crmal_inport. dbedit
Enter Administrator Password: secret

Host_172.16.10.1 updated successfully.

Host_172.16.10.2 updated successfully.

Host_172.16.10.10 updated successfully.
Net_192.168.0.0 updated successfully.

Net_192.168.99.0 updated successfully.
Net_192.168.100.0 updated successfully.
[Expert@plngxr62]#
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You can see that the objects imported from the Global Objects database (Networks
within the 192.168.0.0/16 address space and Hosts from the 172.16.10.0/24 network)
appear now within the cmal context. Launch SmartDashboard over cmal to verify this

cmal - Check Point SmartDaghboard - Standard

File Edit View Manage Bules Polcy SmatMap Search Window Help

jdo|i s aavas B RE<-2+ ||9amE

e EEE A AR =
FREE T ) VPN Mansger | 1 005 | 75 Desktop Gecuiiy
[ Host_10.1.1.67 | EE Gecurity | 59 Address Translation | ) SmarDsfense I £} Content Inspection | . SmaiDefenss Services
Host_10.1.1.88
[T~ - |
Host_10.1.1.3 -
Host_10.1.1.80
Host_10,1.1.51 K| | |
SR Hame [k« [ Comment. [ NAT Froperties [ Version | Nethask | OS Version | Last Modiication d =]
IRl es Il Her 19216870 19216870 Created_by_Object Filer_v24  None [ IEEIRE.256.0 M/ Thu Dac 21 1521
Host_10.1.1.84 4 Het 192168.60 19216960 Created_by_Object Filer_v24  None N, 255.255.255.0° M/ ThuDec 21 15:21;
Host 10.1.1.35 4l Met 19216850 19216850 Created_by Object_Filer_ v24  None Nt 2562552550 N/ Thu Dec 21 15:21:
_10.1.1.86 A Net 192168.40  192168.40 Created_by_Object_Filer_v24  None Nt 265.255.255.0 N4 Thu Dec 21 15:21;
L 101.1.87 A Net 192168.30  192168.30 Created by Object Filer v24  None & 255.255.255.0 M4 Thu Dec 21 15:21:
£ 101.1.58 AL Net 19218820 192168.20 Created_by_Object Filer v24  None N PEEBEIEE0 /A Thu Deo 21 1621
L 101.1.89 Ak Net_192160.1.0 19216810 Created_by_Object_Filer_v24  MNone N2 255.255.255.0° N/A Thu Dec 21 15212
17216101 Ak Net 19218800  192188.00 Created by Object Filer v24  None M2 2E6.255.255.0 M ThuDee 21 1521
Host 172161010 O Host_172161010 172161010 Created_by_Object_Filer_v24  Mone N N [ ThuDeo 21 1621
Hnst71 7216102 L Host 17216109 17216108 Created_by_Object Filer_v2.4  MNone N/ N/ N/A Thu Dec 21 15:21:
Hnst71 7216103 Q Host 17216108 17216108 Created by Object Filler v2.4  MNone M7a M/a Mid ThuDec 21 15212
Host 17216104 — | Hes 1721807 17218107 Created_by_Object_Filer_v24  None N N M, ThuDen 21 16215 |
Host71 7218105 Q Host 17216106 17216106 Created_by_Object_Filler_v2.4  MNone MAE M M Thu Dec 21 15:21;
Host71 7216106 Q Host 17216105 17216105 Created by _Object_Filler_ w24 None MAa M/a Mid ThuDec 21 15:217
e L Host 17216104 17216104 Created by Object Filer v24  None Nt N [ Thu Dec 21 1521
i Q Host_17216.10.3 17216103 Created_by_Object_Filer_v2.4  MNone MAE M, Meh ThuDec 21 15:21:.
ety iy L Host 17216102 17216102 Created_by Object Filer w24 None N N [ ThuDes 21 1621
L Host 17216109 O Host 17216101 17216101 Created_by_Object_Filer_v24  Mone N7 N4 N, Thu Dec 21 15:21:
=l-{2n] Hetwarks B3 cmat 10.20.20.200 Provider-1 CH& None: NEXFE2 N Unierown .. ThuDes 21 1214
-t Net 192.168.0.0 L Hest_1071100 1011100 Created_by_Object_Filer_v24  None N/ N HAA Thu Dec 21 1245
-k Net 192.168.1.0 L Host_101.1.89 10.1.1.99 Created_by_Object_Filer_v24  Nons N2 M HiA Thu Dec 21 12:45:
-yt Net_192.16810.0 L Host 1071198 101.1.98 Created_by Object Filer v2.4  None N N Mt Thu Dec 21 12:45:
Ak Wt 192.168.100.0 O Host 101187 101187 Created_by_Object_Filer_ w24 None N N [ Thu Dac 71 1245
Ak Net 192168110 L Host 101196 10.1.1.96 Created_by_Object_Filer_v24  None NZE N [ ThuDec 21 1245
AL et 192.168.12.0 L Host 107185 101138 Created_by_Object Filer v24  None MR N [ ThuDec 21 1245
AL et 192168120 _I % Host 1071154 101134 Created_by_Object_Filer_v24  None N N M Thu Dec 21 12:45: _
RS | [ ——— R b e ) 'y S
Fon Helo, press F1 [ia 2030201 Readiite | [ [
Figure 11 —SmartDashboard open over cmal after succ  essfully importing objects from the Global Database into it

Now you have the objects combined in one CMA (cmal on this case), as it was intended from
the beginning...
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6. Special operations involving objects and rules

Here we will discuss special operations that can be done with Object Filler and Object
Dumper and involve both objects and rules. Even though the usage of rules has not
been explained up to now, since the sections will be divided in objects and rules, you
can skip to the proper section if you want to pass just one part of the configuration.

For this section we won'’t explain on detail the objects part, since that was explained in
the previous chapters of this document. The objects section is shown here so the
document can be used as a quick reference when needed, but it is assumed that if
details are needed, the proper section needs to be read.

6.1 Cautions before performing any operation

The following points are valid for all the operations explained on the sections below. So,
reading this section will save you headaches later.

a) Backup everything. Include a full backup (using the backup facility on Nokia IPSO or
Check Point SecurePlatform will save as well operating system information) and then a
Database Revision Control entry. If possible (on IPSO and SecurePlatform) take as well
a snapshot entry, just to be on the safe side. | know it sounds basic, but most of the
times (let's admit it) we forget or believe it's easy to skip it, just to find out later we would
need to recover. So, always backup. Even if you are running a partially damaged
configuration, at least you know the state of the environment before performing any
procedure. You might need to recover later to a known point, and this is the chance

b) Not all objects or parameters are moved/merged. Remember Object Filler and Object
Dumper (the tools) only deal with objects and rules:

b.1- Users are not passed. You may need to take a look at fwm dbimport and fwm
dbexport to pass users and groups. References to such commands appear on the
Command Line Interface (CLI) User Guide manual (part of the standard set of Check
Point manuals). If you have any RADIUS, Secure ID, LDAP or any other user database
configured, you might need to reconfigure as well. In all the cases, if the configuration
you are passing involves User Groups, make sure such User Groups exist as well on
the target environment.

b.2- Check Point Gateways or Host properties such as Products Installed or Log
Settings are not passed.

b.3- VPN Communities are not passed. This includes any configuration related to VPN
Communities and associated gateways, such as configuration type, pre-shared secrets,
etc.

b.4- SmartDefense settings are not passed. Those would need to be reconfigured
manually if they were manually changed. However, remember that host settings for
DNS, Web and Malil servers are objects properties that can be handled with the tools.

Page 27



Manipulating objects and rules on Provider  -1/SiteManager -1 with Object Filler and Object Dumper
Revision 20061229

b.5- Resources are partially supported. If you are going to pass resources, make sure
you pass them manually. If you let the tools to handle them, they will create a resource
with the same name of the appropriate type (URI, SMTP, FTP, etc.) but the properties
for the resource itself will not be passed.

b.6- Global properties are not passed. If there are global properties different from the
defaults, those must be manually passed.

b.7- Certificates (from ICA or any other CA) are not passed. This means all the
certificates must be manually passed, or revoked and created again (depending on how
your CA handles situations when you move the configuration).

b.8- SIC trust relationships are not passed. Since when you install a new CMA (or
SmartCenter) a new ICA root certificate is created, automatically you need to establish
trust again with any managed device (establish SIC between the gateway and the new
CMA/SmartCenter)

b.9- Points b.1, b.7 and b.8 are as well relevant if you have deployed internal certificates
for VPN users. As the new CMA will have a new root ICA certificate, such certificates
become invalid, and you will need to issue certificates for all your users again.

b.10 Just to make sure, sections 9.4 and 9.5 of the User's Manual will tell you the
objects supported by the tools. Take a look on these tables to be sure you are using the
tools to process the right kind of objects.

b.11 Time Objects do not pass automatically. They have to be manually copied over as
well.

b.12 Object Filler and Object Dumper (the tools) can deal with Automatic NAT rules, but
they can NOT deal with Manual NAT rules.

b.13 The tools do NOT support QoS policies.

b.14 The tools do NOT support Desktop Security policies.

b.15 If you have User, Client or Session Authentication rules, the authentication
properties (the ones you have access to when you double-click on the Action item of the
rule) are NOT processed by the tools.

b.16 The tools don’t take care of any third-party device (Including OPSEC servers)

b.17 The tools don’t take care of any Content Inspection settings.

As a reminder, all of the points above can be saved if you use the migrate_assist and
cma_migrate supported scripts, when this option is available (such as when moving
from SmartCenter to a CMA). Those are as well not needed to be considered if you are
using upgrade_export/upgrade_import when this option is available (such as when
moving from SmartCenter to SmartCenter). So, if you can workaround and NOT use
Object Filler and Object Dumper, then do...

All of the above are reasons of why you should use Object Filler and Object Dumper as
your very last resort: when there is no other supported way to do whatever you are
trying to do.

c) Always use the —v (verbose) switch of the tools. Especially with Object Filler, since
this is the part where you prepare the configuration to be imported. Using this option will
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give you a detailed view on how the processing is done line by line, will give you
indication of any potential problems (look for the WARNING and Failed messages), and
will give you as well a report on objects, services and groups processed. As an advice,
it's easier to redirect the —v output to a file, and then editing the file with a text editor.

d) Always audit and compare the results of the imported configuration before taking it to
production. One way to do it is using Object Dumper to dump the configuration again
and compare it with the original dump from the source, and compare. You have to
manually review the configuration you passed manually. By experience (and per best-
practice), it is better if a different person from the one that passed the configuration
performs the audit.

e) After you are absolutely sure everything went fine, backup everything (again). At this
point, you are backing-up a new configuration that is ok. This time, include as well a
Database Revision Control entry, just in case.

f) If possible, have the new configuration with no additional changes, under testing
(staging if you want to look at it this way) on the production environment, for at least one
week. If one week is not possible, have it the more time you can and document the
changes done for at least one month. If issues arise later (such as a rule you forgot to
pass) or there is a conflict later, you know you can go back to this known state.

6.2 Moving a configuration from a SmartCenter to a CMA

There is an official and supported way to import object from a SmartCenter Server into a
CMA: you have the migrate_assist and cma_migrate scripts to help you on this task.
These tools are extensively covered on SecureKnowledge, the Provider-1
documentation and the Upgrade Guide that comes with every version of the Check
Point Software. The Upgrade Guide is great document all along. Don’t miss it.

So, if you are trying to migrate from a SmartCenter to a CMA, it is better to follow such
path, which is supported.

There might be special reasons of why you want to pass the configuration using Object
Filler and Object Dumper: perhaps you want to take a look on the objects you are about
to move on a CSV format first and then delete some of the objects you don’t need
anymore. Perhaps you have a partially damaged configuration and you want to rebuilt
most of it as if you were doing it for the scratch. In any case, whatever the reason you
have, it is better for you to consider that using Object Filler and Object Dumper to move
configuration from a SmartCenter to a CMA is NOT the officially supported procedure,
and you are going to perform additional steps that if you do it automatically. If you
reached to this point and still want to do it, let’'s continue...
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6.2.1 Scenario (environment) for the operations

In order to move a configuration from a SmartCenter to a CMA, one configured
SmartCenter must exist and one configured CMA must exist. We will say the CMA is
named cma3 and the SmartCenter lives on a StandAlone installation and is named
ngxr62

Let's assume we have the SmartCenter with the following rules:

= Hide rule (Rule 1)

——
E

I

=% wtemalUsarsginternsl_ stz | B internal_ets - FitpsLaggng UFL | ) User futh

. [= clean-up rule (Rule 11)

The network topology perhaps looks like this:
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Check section 6.1 before going ahead.

6.2.2 Cautions before performing any operation
Again, check section 6.1 before going ahead.

Especially, make sure the Check Point objects (gateways, SmartCenters, etc.), users,

user groups, VPNs and resources have been created manually first.

You need to check them on the SmartCenter first:
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So, let's go to the CMA and make sure you have passed all the above mentioned
elements.

» Users and User Groups

We will use fwm dbexport and fwm dbimport for this. Both are documented on the
Command Line Interface (CLI) Manual, and you can check the full syntax there. On this
case, both systems are NGX R62 and that's why this works. Most of the times, doing
this even with different versions should work, but you better test it first.

On the original SmartCenter server (ngxr62 on this case), make sure there is no GUI
connected so it doesn’t affect our operations:
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[Expert@ngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

Now do the following to export the groups:

[Expert@ngxr62]# f wm dbexport -v -g -f /home/adm n/groups. db
DBExport> db_exp_main(): Start of execution

Done.

[Expert@ngxr62]# pwd

/home/admin

[Expert@ngxr62]# I's -1 groups.db

-rw-rw---- 1 root root 117 Dec 201 0:31 groups.db

As a catch, groups cannot be automatically imported. We will have to re-create them
manually anyway, but having them exported is good for backup purposes. You never
know.

Now, do the following to export the users:

[Expert@ngxr62]# fwm dbexport -v -f /hone/adm n/users. db
DBExport> db_exp_main(): Start of execution

Done.

[Expert@ngxr62]# pwd

/home/admin

[Expert@ngxr62]# I's -1 users.db

-rw-rw---- 1root root 1449 Dec 20 1 0:32 users.db

As you can see, both files are ASCII files:
[Expert@ngxr62]# pwd

/home/admin

[Expert@ngxr62]# file *.db
groups.db: ASCII text

users.db: ASCII text, with very long lines

So, transfer those files (remember, as ASCII files) to the target CM, and check they are
there:

[Expert@plngxr62]# pwd

/home/admin

[Expert@plngxr62]# Is -la *.db
-rw-rw---- 1root root 117 Dec211 7:36 groups.db
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-rw-rw---- 1 root root 1449 Dec 211 7:36 users.db
[Expert@plngxr62]# file *

groups.db: ASCII text

users.db: ASCII text, with very long lines

Once you verified they are on the target system, let's check cma3 (our target CMA) is
up and running.

[Expert@plngxr62]# ndsst at
+

| Processes status checking |

— + + —t + + +
| Type| Name | IP address | FWM |FWD |CPD |CPCA |
E— + + + —t + + +

| MDS | - | 10.20.30.200 | up 1213 | up 1212 | up 1497 |up 1460 |
— + + —t + + +

| CMA | cmal | 10.20.30.201 | up 2966 | up 2965 | up 2940 |up 2978 |
| CMA | cma2 | 10.20.30.202 | up 3562 | up 3561 |up 3536 |up 3576 |
| CMA | cma3 | 10.20.30.203 | up 6228 | up 6227 | up 6209 |up 6249 |
— + + —t + + +

| Total customer add-ons checked: 3 3 up 0do wn |

| Tip: Run mdsstat -h for legend |

+ +

Now, let’s put ourselves into the environment of cma3 (our target CMA) and check no
GUI is connected:

[Expert@plngxr62]# nmdsenv cma3
[Expert@plngxr62]# cpstat ngy

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: 0

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

Now, let's recreate the groups first. Remember that groups cannot be automatically
imported, so just create them on the SmartDashboard. (You can and should create a
Database Revision Control entry at this point, before doing anything, so you have a
“backup” to be on the safe side of a known state). You can view the groups.db file to
see what User Group names you had and need to recreate and have copy-paste to give
you hand

[Expert@plngxr62]# cat groups.db
name; groups; color; comments; is_administ rator_group;
ExtVPNUsers; ; bluel; ; ;
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InternalUsers; ; olive drab;

After the re-creation of the groups, you should have something like this:

D&l & @]

B [&] Users
External User Profiles
| LDAP Groups
Templates
E| User Groups

=0 ExtyPHUsers
% Intemallsers

s
----- Users

Then, exit from SmartDashboard and finally, let's import the users, which can be done
automatically

[Expert@plngxr62]# fwm dbi mport -v -f /hone/adm n/users. db
Trying to import file /home/admin/users.db. Import _mode is: add
Connecting to database

writing the new users to database...

creating user userl...

creating user user2...

creating user contractor2...

creating user vipuser2...

4 users were written to database

Done

[Expert@plngxr62]#

If for some reason you didn’t create all the groups, on this phase will have errors. If you
passed all this successfully, you will end up with something like the following:
o |2 |2 | & ||
= [&] Users
External Uzer Profiles

LDAP Groups
| Templates
[_]El User Groups

..... 'LT_| E=fPM U zers
..... 'LT—| Internalll zers

H"El IJzers
----- 2 contractor2

If you are getting a versions conflict at this point, you would need to pass manually the
users, and handle their passwords according to what you have on your password
management policy to notify them on password changes.
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* Resources

The resources (URI, SMTP, TCP, etc.) must be manually passed, so... just open the
resource on the original SmartCenter and check the properties. Then create one just
exactly like it on the CMA. Below an example for a URI resource

URI Resource Properties - Logging URLs

* VPN Communities

Even though you will NOT have any members yet on the VPN Communities, at least
make sure all the communities are created with the exactly same names you have on
the original SmartCenter. They will be on default by now. That's OK:

Mylntranet e Site2Site

Type: Remale Aecess
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BE Seouity | 29 Adcress Translation | il SmaDefense | . Content Inspestion

% SmartDefense Sarvices VPN Manager | QoS I 5 Desktop Security
Myl riranst Remoteccess Sitel5ites

Topology: Meshed
Agorithm: AES-128
Integrity; MDS
RenegotistionTime: 3600

+ 4

b

Check Point Gateway objects

Create them with the exactly same name you used for them originally. The IP doesn't
need to match, so you may change the IP address if that is needed, but the name has

to be the same. Preferably establish SIC wit

h them, but if that it is not possible, at least

create them. This is important because some of the objects (such as Automatic NATs or

protection properties for Web, DNS and Ma

il Servers) and the rules, may reference to

such objects. On this case, since the original gateway has as name ngxr62, we will

create an object with this name and at |
Products:

Check Point Gateway - ngrr62

Check Point Gateway - General Properties

east Firewall marked under Check Point

Securs Internal Communication

Commgnicat\om...l DN: |

Wersion: INGX REZ j Get Version
0s: ISecureF’Iallorm j Get 0S5
Type: IVF’NJ Power j

Check Point Products

[w|Firewall

[ 1Secondary SmartCenter Server
[ ILog Server

[ IIntearity Server

[ JAnti Vins

Additional Products:

E| Configure Servers..

Your objects list should look like this:

Mame: IngxrBZ
i+ SmarDefense
;--Aulhenticaliun |P &ddress: IW 92.168.99.150 Get address ™ Dynamic Address
Logs and Masters Comment I
i Capacity Oplimization =
i Coor | I |
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=N ENETEN )
= E',.n. Metwark Objects
=[] check Point

.. Dynamic Objects

Now you are ready for the next step.

6.2.3 Moving the objects

Obtain the $FWDIR/conf/objects_5_0.C file from your original SmartCenter and transfer
it to the machine where you have Object Dumper and Object Filler:

[Expert@ngxr62]# cd $FWDI R/ conf

[Expert@ngxr62]# ftp 10.20.30.76

Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> pronpt

Interactive mode off.

ftp> put objects 5 0.C objects_ 5 0 SmartCenter.C

local: objects_5_0.C remote: objects_5_0_SmartCente r.C

227 Entering passive mode (10,20,30,76,16,103)

125 Using existing data connection

HH T HHEHHHHEHEHHHH P
S B TR R R
HH I P HHEHHHHEHEHHHH P P
S B TR R

226 Closing data connection; File transfer successf ul.
786164 bytes sent in 0.654 secs (1.2e+03 Kbytes/sec )
ftp> bye

221 Service closing control connection

[Expert@ngxr62]#

Now, run Object Dumper over it to get a CSV file with the objects listed:

D:\Stuf\OFiller\v2.4> dir obj*.C
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Volume in drive D is Data
Volume Serial Number is 88AE-1253

Directory of D:\Stuf\OFiller\v2.4

28/12/2006 10:57 p.m. 786,164 objects_5_
1 File(s) 786,164 bytes
0 Dir(s) 862,584,832 bytes free

D:\Stuff\OFiller\v2.4>
Unofficial/Unsupported Object Dumper v2.4 - Devel

0_SmartCenter.C

odunper -f objects_5 0 _SnartCenter.C -0 objssnt.csv

oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.
* Processing objects...
Processed 30823 possible objects and found 97 valid ones.

From these, 7 were NATted records. It took 3.0 seco
Total successfully processed CP Gateways = 1
Total successfully processed Hosts = 20

Total successfully processed Interoperable Devices
Total successfully processed Networks = 12

Total successfully processed Interfaces = 5

Total successfully processed Groups =1

Total successfully processed Group Elements = 10
Total successfully processed TCP Services = 6
Total successfully processed UDP Services = 6
Total successfully processed URI Resources =1

nds on quiet mode.

Task done successfully! - Thank you for using Objec

t Dumper v2.4!

Then edit the CSV file to remove the objects that you won’t need. Those include the
resources (which you manually passed) and the Check Point Gateways and its
associated interfaces, for which you will take care manually (Which is the best anyways

for this kind of cases).
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B Microsoft Excel - objssmc.csv =l@]x]

Fle Edit Mew Inset Fomat Tooks Data  Window Help Typeaquestionforheln = — & X

S-A- F

o EE G a e m 98 =0 0e [ | 10 ey =8 %
B 5 % | 51 By | ¥ Feplywith Changes . End Feview !
& ngx2

172.16.0.0 26525500 forest green Created_hy_Ohject_Filler_v2 4

Created by Ohject Filler v2.4

|Host_10.20.229.3 10202293 265,255 255,255 Created by Object Filler v2.4
Host_10.20.225.4 10.20.229.4 265,255 255,255 Created_by_Object_Filler +2.4
ost_10.20.229.12 hnst 102022912 255255 955 255 blug Created by Object Filler v2 4
Host_10.20.223.13 host 102022913 255255 255255 blue Created_by_Object Filler v2.4
ost_10.20.225.102 host 10.20,225.102 255255 285,255 blue Created_by_Object_Filler 2.4
|Host_10.20. 229 11 host 1020,22911 266265 265,955 blug Created by Object Filler w2 4
host 10.20.225.143 255255 755 255 blue Created_by_Object_Filler v2.4
host 1020 225 103 255 255 265265 blue Created_hy_Object_Filler_v2 4
host 10202295 255.255 255.255 blue Created by Object Filler v2.4 |
o host 10.20.229.6 255,255 255,255 blue Created_by_Object_Filler v2.4 =
Host_10.20.225 111 host 1020 225 111 265 255 266 255 blue Created_hy_Object_Filler_v2 4
20 Host 10.20.247 253 host 10:20.247 263 265255 266,255 blue: Created by Object Filler v2.4
21 |Host_10.20.229.214 host 10.20/229.214 255.255 255,255 blue Created_by_Object_Filler v2.4
22 |Host_10.20.221.21 host 102022121 266265 265,955 blug Creatad hy Object Filler w2 4
3 |Host_10.20.225.140 host 10.20.225.140  255.255.755.255 blue Created_by Object_Filler v2.4
b | Host_10.20.8.1 host 102081 255,255 255,255 blue Created by Object_Filler_v2 4
@_ Wet 10.66.0.0 net 1066.0.0 2552552240  lightseagreen Created hy Object Filler w24
| 28 et 10.20.30.0 net 10.20.30.0 2652552550 lightskyblued
| 27 Met_192.160.89.0 net 182166990 265255 2560  Fareground
8 |DMZ_172.16.87.0 “het 17216.87.0 265250.256.0  forest green
%NEY_WU.ZA.U 0 net 102400 255.255.0.0 burlywoodd 10.20.130. Al Hide Created_by_Object_Filler 2.4
30 |Net_10.21.00 net 10.21.0.0 266255 0.0 sienna Created_hy_Object_Filler_v2 4
_—ﬁ:;NeUU.ZZU 0 net 10.22.0.0 265.255.0.0 grayd0 10.20.100. Al Hide Created by Ohject Filler v2.4
32 Net_10.23.00 net 102300 255.255.0.0 darkseagreen3 10.20.160. All Hide Created_by_Object Filler 424
EVPNiGateway idevice 182 166 198 66 255 255 265 265 darkorange3d
. tm—mwwwﬁmmmwa ondefined
i 4 ¥ i objssme e s T R e e s Y pestae

=,

ady.

Over the resulting file (the one that doesn’t have the objects above mentioned), let’s run
Object Filler this way:

D:\Stuf\OFiller\v2.4> ofiller -f objssnc_final.csv -i csv -0 objssnt. dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 99 possible objects and/or rules.
Found 49 total valid (or successfully processed) ob jects/rules.

Found 7 total NATted records.

Total successfully processed Hosts = 20

- Total successfully processed Web Server Hosts = 2

WARNING: These objects are only valid on NG+AI R 55 or higher
- Total successfully processed DNS Server Hosts = 1

WARNING: These objects are only valid on NG+AI R 55W or higher
- Total successfully processed Mail Server Hosts = 1

WARNING: These objects are only valid on NG+AI R 55W or higher
Total successfully processed Interoperable Devices =1

Total successfully processed Networks = 12

Total successfully processed Groups = 2

Total successfully processed Group Elements = 10

Total successfully processed TCP Service objects = 6
Total successfully processed UDP Service objects = 6
Total successfully processed Interface entities = 2
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Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Transfer the resulting DBedit file to the MDS system, where we will import it under the
environment of the target CMA (cma3 in out case). Remember the usual cautions when
doing this:

[Expert@plngxr62]# pwd

/home/admin

[Expert@plngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller
331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> pronpt

Interactive mode off.

ftp> get obj ssnt. dbedit

local: objssmc.dbedit remote: objssmc.dbedit
227 Entering passive mode (10,20,30,76,16,104)
125 Using existing data connection

BHRHHHHHHHH R

226 Closing data connection; File transfer successf ul.
19475 bytes received in 0.0602 secs (3.2e+02 Kbytes /sec)
ftp> bye

221 Service closing control connection
[Expert@plngxr62]# pwd
/home/admin

[Expert@plngxr62]# I's -1a objssnt. dbedit

-rw-rw---- 1root root 19120 Dec 21 1 8:28 objssmc.dbedit
[Expert@plngxr62]# nmdsst at

+ +

| Processes status checking |

Hoeeeet + + + + +

| Type| Name | IP address | FWM |FWD |CPD |CPCA |

e + + + -t + + +
| MDS | - | 10.20.30.200 | up 1213 | up 1212 | up 1497 |up 1460 |
| CMA | cmal | 10.20.30.201 | up 2966 | up 2965 | up 2940 |up 2978 |
| CMA | cma2 | 10.20.30.202 | up 3562 | up 3561 |up 3536 |up 3576 |
| CMA | cma3 | 10.20.30.203 | up 6228 | up 6227 | up 6209 |up 6249 |
| Total customer add-ons checked: 3 3 up 0do wn |

| Tip: Run mdsstat -h for legend |

+ +

[Expert@plngxr62]# nmdsenv cma3
[Expert@plngxr62]# cpstat ngy
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Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@plngxr62]# pwd
/home/admin
[Expert@plngxr62]# I's -1 objssnc. dbedit

-rw-rw----  1root root 19120 Dec 21 1 8:28 objssmc.dbedit
[Expert@plngxr62]# dbedit -s local host -u admn -f objssnt. dbedit
Enter Administrator Password: secret

Net_172.16.0.0 updated successfully.
Net_10.20.0.0 updated successfully.

UDP_Port_135 updated successfully.
UDP_Port_137 updated successfully.

Mail_Services updated successfully.
Mail_Services updated successfully.
[Expert@plngxr62]#

At this point, you should have your objects passed.

6.2.4 Moving the rules
The process of moving the rules is somewhat similar to moving the objects.

First, gather the $FWDIR/conf/rulebases_5 0.fws from the original SmartCenter and
transfer it to the machine where you have Object Dumper and Object Filler:

[Expert@ngxr62]# cd $FWDI R/ conf
[Expert@ngxr62]# I's -1 rulebases_5 0.fws
-rw-rw---- 1 root root 37037 Dec 20 1 0:55 rulebases_5_0.fws
[Expert@ngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.
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ftp> hash
Hash mark printing on (1024 bytes/hash mark).
ftp> pronpt

Interactive mode off.

ftp> put rul ebases_5 0.fws rul ebases_5 0_Smart Center.fws
local: rulebases_5_0.fws remote: rulebases_5 0 _Smar tCenter.fws
227 Entering passive mode (10,20,30,76,16,123)

125 Using existing data connection

BHHHH R R R

226 Closing data connection; File transfer successf ul.
38731 bytes sent in 0.00808 secs (4.7e+03 Kbytes/se C)
ftp> bye

221 Service closing control connection

[Expert@ngxr62]#

Now, run Object Dumper over this file, using the following syntax:

D:\Stuf\OFiller\v2.4> odunper -p rulebases_5 0_SmartCenter.fws -0 policysnt.csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

* Processing rules...

Processed 1694 possible objects and found 16 valid ones.
It took 2.0 seconds on quiet mode.
Total successfully processed Rules = 16

Task done successfully! - Thank you for using Objec t Dumper v2.4!

Now we have all the rules on this CSV file. You may take a look at it if you want:
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E Microzoft Excel - policysme.cev

j FEile  Edit Miew Insert Fomat Tools Data Window Help Type 3 que

R4 RETEE NG« SN RAR-RAR W8-S AT N <10 B I US==:3$ %
g i g w0 ) S % )9 My )| W9 Replu with Bhsngss,,, E :

A - =
- A i B | iz | 1] | 2 T e I
| 2 |#RULE TYPE  SOURCE DESTINATION VRN SERVICE ACTION TRACK IMSTALLTIME
3 |rulebase_header Policy]
4 |zection_header  Hide rule
& |security_rule Any nigxie2 Any Any Drop Alert nigxtE2  Any
B |section_header VPN Rules
7 |security_rule Remote_10.200.55.0 Wyeh 172.16.28.3 Site2Site http Accept  Account ngxB2  Any
B |security_rule Internial_Mets Remote 10.200.55.0 Site2Site sglnet2; Citrix_rretaFrarme Accept  Log ngurB2  Any
| 8 |security_rule ExtvPMUsers@Any DMZ 172.16.87.0 RemoteAccess CIF S ftp; Mail_Serices Accept  Log ngxrB2  Any
10 |section_header  Incoming firewall rules
11 |disabled_sec_rule Any Internal_Mets;DMZ 172.16.87.0 Any Any Accept  Log ngxe2  Any
12 [security_rule linternal_MNets Web 172.16.28.1 Any http Accept  Log ngxE2  Any
13 |security_rule lInternal_Mets DNS_172.16.28.2 Any dns Accept  Log ngxB2  Any
14 | security_rule linternal_Mets hail_172.16.14.11 Any smmtp Drop Log ngxEB2  Any
15 |section_header  Outgoing firewall rules
1B | security_rule InternalUsers@internal_Nets lnternal Mets Any http-=Logging URLs UsetAuth Account ngxB2  Any
| 17 |security_rule Internal_Rlets lIinternal Mets Any dns;ssh_version_2;https;echo-request Accept  Log ngxrB2  Any ||
| 18 |section_header  Clean-up rule
18 |security_tule Any Any Any Any Drop Log ngxB2  Any
W4 ST, policysme 141 | il
Ready. SCRL 7

In reality, the original CSV file looks uglier, but the format is quite helpful:

K“ policysmc.csy = [D:AStuff\OFiller\v2 4] - GYIM

File Edit Tools Sentax Buffers ‘Window Help

AERE 9@ 4 B RRAB|SSA THD 2 2

&RULE_TVPE,SUURBE,DESTINHTIUN,UPN,SERUICE,HBTIUN,TRHCK,INSTHLL_UN,TIME,CUMMENT

iFulebase_header,Policyi

section_header,Hide rule"

security_rule,Any,ngxré62,Any,Any,Drop,Alert,ngxr62,Any,"Hide Rule

section_header,”UPH Rules"

security_rule,Remote_10.2808.55.0,Web_172.16.28.3,Site2Site,http,Accept,Account,ngxré2,Any,
security_rule,Internal_Hets,Remote_108.2008.55.0,5ite2Site,sqlnet2;Citrix_metaFrame,Accept,Log,ngxré2,Any,
security_rule,ExtUPHUsers@Any ,DHZ_172.16.87.0,Remotefccess ,CIFS;ftp;Hail_Services,Accept,Log,ngxré62,Any, "UPH users con
tact services on our internal network.;Requested by: UP ;Authorized by: Hanager;Operated by: Engineer;Created: 81/861/
2006 ;Last modified: 12/26/2006"

section_header,"Incoming firewall rules™
disabled_sec_rule,fAny,Internal_Hets;DHZ_172.16.87.0,Any,Any,Accept,Log,ngxr62,Any,"Having any as source is a bad idea" —
security_rule,*Internal_Mets,Web_172.16.28.1,Any,http,Accept,Log,ngxr62,Any, " Inconing HTTP requests;™
security_rule,?Internal_Hets,DNS_172.16.28.2,Any,dns,Accept,Log,ngxré62,Any," " Inconing DHS requests;™
security_rule,*Internal_Mets,Mail_172.16.14.11,Any,sntp,Drop,Log,ngxr62,Any, " Inconing Mail Service;"™
section_header,"Outgoing firewall rules™
security_rule,Internallsers@Internal_Hets,*Internal_Mets,Any,http->Logging_URLs,Userfuth,Account,ngxr62,Any,
security_rule,Internal_Hets,*Internal_Hets,Any,dns;ssh_version_2;https;echo-request,fccept,Log,ngxr62,Any,
section_header,"Clean-up rule®

security_rule,Any,Any,Any,Any,Drop,Log,ngxré2 ,Any, "Clean-up rule”

B =
1,8-1 a1l

The next step is running Object Filler over this file with a special syntax, to make it
process the rules:

D:\StufiOFiller\v2.4> ofiller -f policysnc.csv -i csv -p policy -nopv -0
pol i cysnct. dbedi t

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.
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Processing objects...

Rules processing requested: Processing rules now!!!

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 49 possible objects and/or rules.

Found 11 total valid (or successfully processed) ob jects/rules.
Rules processing was requested and done for Policy "Policy1".

Total successfully processed Rules = 16

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Then transfer the DBedit File to the MDS, enter the proper environment and import the
file. Remember the usual cautions to make of this a success:

[Expert@plngxr62]# pwd

/home/admin

[Expert@plngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller
331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> pronpt

Interactive mode off.

ftp> get policysnt. dbedit

local: policysmc.dbedit remote: policysmc.dbedit
227 Entering passive mode (10,20,30,76,16,128)
125 Using existing data connection

HHHH AT

226 Closing data connection; File transfer successf ul.
10779 bytes received in 0.0111 secs (9.5e+02 Kbytes /sec)
ftp> bye

221 Service closing control connection

[Expert@plngxr62]# Is -la policysnt. dbedit

-rw-rw---- 1root root 10608 Dec 21 1 9:03 policysmc.dbedit
[Expert@plngxr62]# ndsst at
+ +

| Processes status checking |

+omeem + + + -t + + +

| Type| Name | IP address | FWM |FWD |CPD |CPCA |
— + + — + + +

| MDS | - | 10.20.30.200 | up 1213 | up 1212 | up 1497 | up 1460 |
+omeem + + + -t + + +
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| CMA | cmal | 10.20.30.201 | up 2966 | up 2965 | up 2940 |up 2978 |
| CMA | cma2 | 10.20.30.202 | up 3562 | up 3561 | up 3536 |up 3576 |
| CMA | cma3 | 10.20.30.203 | up 6228 | up 6227 | up 6209 |up 6249 |
+omem + + + -t + + +

| Total customer add-ons checked: 3 3 up 0do wn |

| Tip: Run mdsstat -h for legend |

+ +

[Expert@plngxr62]# mdsenv cma3
[Expert@plngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: 0

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@plngxr62]# dbedit -s localhost -u admn -f policysnt. dbedit
Enter Administrator Password:

Policyl updated successfully.

##Policyl updated successfully.

##Policyl updated successfully.

##Policyl updated successfully.
##Policyl updated successfully.
[Expert@plngxr62]#

This should have your rules successfully imported. Let’'s open the SmartDashboard and
take a look:

Open Policy Package

Select Policy Package to Dpen

EE' Policy

Open I Cancel Help
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T cma3 - Check Paint SmartDashboaid - Policy1
Fle Edit Miew Manage Bules Policy SmatMap Seach Window Help

jgelrom|abka|a|asgs-2~|vana]
[z ||PeEla g Blel || s alla e m || = % alEe

% s ble a6 B8 Seouiy |75 Addiess Tranlation | 3} SmaitDefense | | ContertInspection | 2 SmanDefense Saices | &3 PN Manager |
= T Hetwork Object =
n
5 ena [ Hide rule (Rule 1)
[} rors2
[T Nodes l‘ | * Any [} rerez ‘ [#] &ny Trattic * Any ‘@ drop ‘ [1] mtert [} o2 | * &ny | "Hide Rule!
.% DNS_17216.28.2 [ VPN Rules (Rules 2-4)
Host10.20221.21 e
Fremote_10.200.55.0 Wiel_17218.28.3 SiteSite IE b acce Accourt ngw2 | % Any | Processed_by Ob
O Hest 1020225102 !‘ |JL'l ‘Q ‘ﬁ ‘m i ‘6 ot ‘ ‘m | i
O Hest 10202511
= Host - o sinet2 -y
O Host 1020225111 Internal_hets ik Remate_10.200550 | €Y Ste2Sie. e &y accent Log [} o2 * Any | Processed_by_ Ok
= ey T CFS "PH Lssrs contac
_% Host_10.20 225143 11 e
L Host_1020229.11 - = Requested by, VP
T Host 102022912 4 =% EdVPNLsers@Any AL DMZ_17246 870 1% Remoteacces | Mal Services 3 acoept Log [ noxre2 | % Any | Authorized by: Mar
= Oiperated by: Engir
L Host 102022913 Crested; 01/01/20C
L Host 1020229214 Last mosified: 1262
[ Host 10202293 [=] Incoming firewall rules (Rules 5-8)
L Host_1020.229.4 T Al
] Host 10202285 l * Ay St it traregry, |(CElAnYTSE | Ay @ accent Log ‘ [inges2 | % any | "Having any as son
L Host 10202295 — —
[ Host_1020.247.253 IR Irternal_hets L vt 172.18.282 [#] any Trattic | TEE bty & accegt Log Bl sz * any | eeming HITF rec
[ Hest_10.20.8.1
L Mai172.18.14.11 [ imternal_ets L ons_17216.28.2 [#] any Tratfic dns &% accept Log Bl nowerez2 % any | neoming DN regt
L] web_17216.281
O wet_17216.283 H 1] Internal_hets O Mai_172.1544.01 Any Tratfic | 10 smtp (@) arop Log Eiretz | & any | | mooming el Ser.
=1 {Z] Interoperable Devices —
[ vPH_Gitmmay =] Outgoing firewall rules (Rules 9-10)
-] Networks =% InternalUsers@internal_Nets | Tl Internal_nets [#] any Trattic | H hitp-=Looging_URLs | §Y User Auth Account | [} noxrs2 % &ny | Processed_by_Oh
AL DMZ_172.1687.0 —
AL Net 10.20.0.0 dns
Ak Net 10.20.30.0 10 Internal_ets ] nternal_piets [] any Tratfie | = :h-"mmj Y scoent Log ) noxre2 % Any | Processed_by_Oh
AL Net 10.21.00 S i
L IAEE 02 echo-request
Net 10.23.0.0 [l Clean-up rule (Rule 11}
Al Net_10.24.00 !‘ ® Any * Any Any Traific * Any (@) arop ‘ Log [0 rers2 | % Any | "Clean-up rule"
A7k Net_10.86.0.0
AL Net 1721600
AL Net_192.168.99.0
A7k Remote_10.200.55.0
AL Remote_132.168.133.0
=-{ Groups
Internal_Mets
= [] Dynamic Objects P
<2 EudiaryNet
4% CPDShield
2 DMZNet =
4] | _>|_I 4] | |
For Help, press F1 |10.20.30.203 |Read/wiite | |scAL|

6.2.5 Completing and verifying the configuration

In short, review that all the manual items you need to pass, passed fine. The following is
NOT an exhaustive list, but it marks some of the important items that your list should
include:

- Configure properly the VPN communities. Add members to them, change properties
as required

- Modify the Global properties accordingly

- Modify the Authentication properties on the Security Rules

- Recreate the Manual NAT rules, Desktop Security rules and/or QoS rules as needed

- Modify the SmartDefense settings as required.

- Finish configuring the gateway properties (such as Log Servers, Concurrent
Connections, Products installed on the gateway, etc.)

- Set the proper policy targets to the relevant policy packages

- Install Policy to the relevant gateways.
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6.3 Moving a configuration from a CMA to a SmartCen ter

This section of the document covers the opposite procedure as of what we discussed
on the section 6.2 of this document. The steps are pretty much the same, so | would
repeat them here, with the necessary modifications to make it from a CMA to a
SmartCenter.

The steps would be the same as well if you need to move configuration from one CMA
to another, with the exception that you would need to be changing environments (using
mdsenv) all the time. But the same procedure should work.

To give you an idea on what we will do here, reading section 6.1 of this document is
strongly suggested, if you have not done so yet; because (Again) the steps will be pretty
much the same, and is important to understand the differences when moving a
configuration from a CMA to a SmartCenter with regards to moving the configuration
from a SmartCenter to a CMA.

6.3.1 Scenario (environment) for the operations

The view on the Multi Domain GUI for the relevant CMA is as follows:

:m:10.20.30.200 - Check Point Provider-1/SiteManager-1

File ¥iew Manage Help

EEO| = C| o S EX e & E
General - Customer Contents
Custamer Contents |P Address ulti Domain Serverl Status |

= Provider-1/5iteb anager-1 © (FOEER IS
E|. Customer] MName
General o LB omal 10.20.30.201 plngsE2 + Started [Castomers
customer2
- LBemaz 10.20.30.202 plngE2 + Started Contact Person
CveiEend IMartin Hoz
10.20.30.203 plng=rB2 +" Started
B ngwE2 192 167 93150 Email
martinhoz{Sgmail. com

The following is a screenshot of the assigned Global policies window. Please note the
CMA we are trying to deal with has a Global Policy Assigned
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:m:10.20.30.200 - Check Point Provider-1/5iteM anager-1

’—
= Provider-1/5iteM anager-1 SmantDefense iz comman to all Customers
= ﬁﬂ Mo Global Policy
Custamer]
g cmal
customer?2
= g cmaZ
E‘ﬂ Access_ta_MSP_webMail todified at Dec 22, 2006 8:06:44 Modified at Dec 21, 2006 14:33:14
-l

1020030200 active

10.2030.202 active

10.2030.203 active

The following is a screenshot of the Global SmartDashboard on the global policy that
cmag3 has assigned

20.30.200 - Check Point Global SmartDashboard - Access to MSP_wWebMail

Check Point

Hodes -1 . = "TT"@w & T
i

L2 Global_wwiebai —i osre

- - L ottt
etworks
1oups Place Holder for Customer Rules

ynamic Objects

The following is a screenshot of the rulebase as it appears on the CMA
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File Edit Miew Manage Hules Policy Smarthlap window  Help
EERED N E e e =
|ese | eElerael || s o m s wpe || % 6=

53 Secuty |25 Addiess Translation | i SmarDefense |

TIME
I L gertp T
1 * Any L3 Global ebMai [] any Trafic i & accent Account | % Policy Tare| & &ny
LE gttt
ustomer Rules b Customer Rules Aol Customer Rules - Customer Rule: oo
[ Hide rule (Rule 2)
| * Any ‘ [ nowre2 | Any Traffic | % Any @) drop ‘ [1] Atert ‘ [ ror62 | * Any ‘ Hice: Rule:
© W¥PN Rules (Rules 3-5) . .
ok Remote 10,200 55 0 [ e 17216283 by sitezsite ICP hitp D) accept [F] Account | [ noxrs2 % Any | WPN fromthe remote ste
= ojnet2 .
] Internal Mets A4 Remote 10,200 55.0 Site2Site accej Log o2 % 2ny | Access tothe remote PN site
2l % ] Citrix_metaFrame @ acoont ®
CIFS WP users contact services on our
160 g interrial netvvork
5 i . - Requested by, VP
2% ExtvPNUsers@any Lk DMZ 17216670 IH Remotescees Mail_Services 0 accent Log [ nore2 % Any | Authorized by: Manager
Operated by: Engineer
Crested: 01/01/2006
Last moifisck 12/26/2006
[=] Incoming firewall rules (Rules 6-9)
i 2] Internal_sts [ Ay Traftie. | % any 6 sccent Log [Brows2 | & Ay | Having sy =5 source is 2 bad ides.
) Ak DMZ 17246570 : : 5
. T ternal_Hets L vsbi 17216280 [%] Ay Trattic | L0 ptp @) accept Log [ roxre2 * Any | Incoming HTTF requssts
H i internal Nets [ ons 17216282 [] &y Trafhic dns € accept Log [ noee2 % Ay | Incoming DMS requests
. 98 internial_tets L Mail 17246 1441 [#] Ay Traffic. | 12 smip @ drop Log 5 ez * Any | Incoming Mail Service
Outgoing firewall rules (Rules 10-11)
=5 interralUssrs@intemal_Nets | [ Intermal_niets Ay Trattic | M0 kot ogging URLs | €9 User Auth Accourt | [ w6z & Any | Authertication for outgoing wels
dns
= TER ssh_ver: 2
11 Internal_tets [ Irternal_niets by Trattic | = :; PR & sccept Log [Broxs2 | & any | Access from the Internal Netto Internet
28 rtps
I echo-request
5 Clean-up rule (Rule 12)
* Any ‘ * Any Ay Traffic | % Any |© drap ‘ Log ‘ [ ners2 | * Any ‘ Clen-up e
For Help, press Fi 10,2030 203 [Readwite | [ | I

The following is a SmartMAP screenshot with the topology for the Network we are

dealing with:

()
feb_172
O A28
Global A ]
TR Mail_172
- 16,14
\ / A1
4t
Het_172 [l
(] T 500 \-\\DNS_WZ
Wiab_172 | 1528
16,28 2
: O
DMZ_Nets
woom iy
Nat_10 NetAD  omas DMZ_172
22.0.0 66.0.0 A6.57
0
| 4t o ot
Host_10 Net_10 [ Nat_102
20228 Intemal 2030 ngHrbz 168.99
214 s \ ] 0
i q
Net_10 Net_10 Het_10
2100 2300 2400
Intem et
4 o i
Remote i Remote
_10.200 WPN_G ateway _182.188
550 1220
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The Check Point Objects, Users Groups, VPN Communities, OPSEC objects, Servers

and Resources are as follows:

= klamlalel
= Ea. Metwork Objects =

£+[] Check Pairt
Y a3

‘_g Logging_LURLs

..... [ DNS_17216.28.2

..... L2 Global wehhail

..... [1 Host_10.20.221.21

..... [ Host_10.20.225102

..... [ Host_10.20225.103

..... [1 Host_10.20.225.143

..... [] Hast_10.20.225.144

..... [1 Host_10.20.229.11

..... [1 Host_10.20.229.12

..... [ Host_10.2022913

..... [1 Host_10.20.229.214

..... [] Host_10.20.229.3

..... [ Host_10.20.229.4

=

..... [1 Host_10.20.229.5

..... [] Host_10.20.229.6

..... [] Host_10.20.247.253

..... [ Host_10.20.8.1

..... [ Mail_172.16.14.11

..... [ web_17216.281

..... [] web_172.16.28.3

El Interoperable Devices

222 Securty I =9 Address Translation |

Q Cantent Inspection I L SmantDefense Services

i} SmanDefense
e WP Manager

TRV N o)
=) ﬂ} {Servers and OPSEC Applications!
E| Bl Servers
Trusted Cas
: i& internal_ca
.45} OPSEC Applications

LDAP Groups
Templates
i Default
Uzer Groups

contrachor2
uzer]
Lger2

2 Security I
Q Content Inspection |

=7 Address Translation

%L SmanrDefense Services

| 1 SmartDeferse

0 VPN Manager

w

Site2Site:

s i

Mulntranet Rematedccess

A oA

A

Remotedcoess

oy

Mylntranet

oy

Site2Site:

Type: Remote Access

'1

ngxré2

| ]
Ly
ExtVPNUsers

o

I3

ngxré2

4

/=

Topology: Meshed
@lgarithm: AES-128
Irtegrity: MDS
RenegotistionTime: 3600

VPN_Gateway

Notice that by definition, since it's a CMA, the installation is distributed. The CMA’s
name is cma3 and the gateway name is ngxr62.

Now, let's assume we want to move this environment to a StandAlone configuration
(SmartCenter + Gateway on the same machine). Let’s say the new machine has as
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name newngxr62. This impacts a lot on the references we have on rules, Automatic
NAT rules (NATted objects), Servers (objects marked as Web or DNS servers).

Below a screenshot for the initial configuration for the target StandAlone System

Check Point Gateway - newngxr62 x|
1 Check Point Gateway - General Properties
; Topolagy
S NAT Mame: Inewngxr52
- SmartDefense
VPN IP Address: |182.188.88.150 Get addressl
[+ Remate Access _
EI"_ (o] - Auithentic ation Cae I
|Q |‘:h ||ib} |'_' | | -- Logs and Masters Calor I_ ,l
= E',n. Metwark Objects - Capacity Dptimizatian )
E| Check Paint [+ Advanced
: EE newngsrb2 Secure Intemal Communication
[EarnmumEatEn. . | [0 Icn=cp_mgmt,o=newngxr52.chkpdemn.com.?srs
- Metwarks
Wersion: NG RE2 0 P EER R
Dynamic Objects I J —I
4% Al et os: ISecurePIatform Pra x| GetDs |
4% CROShield
ﬂ?f DMZMet Type: IVPN-W Power J
4% IntenalNet Check Point Products
a .
: 42 LocalMachine [ Fireall =
L ﬂf} Localkd achine_All_Interfaces IW[VPN
[w] Frimary SmartCenter Server
[w|Log Server
[ Integrity Server
1At Virus =l
Additional Products:
[ Corfigus Servers... |

ak I Cancel | Help |

We will deal with the fact of different names for the gateway in the following sections.

6.3.2 Cautions before performing any operation

Again, check section 6.1 before going ahead. The 5 minutes (or less) you will use to
read it are worth your time.

Especially, make sure the Check Point objects (gateways, SmartCenters, etc.), users,
user groups, VPNs and resources have been created manually first in the new
SmartCenter.

» Users and User Groups
We will use the fwm dbexport command to export the users information from the CMA,
and then fwm dbimport to import such users into the SmartCenter

[Expert@plngxr62]# mdsst at
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+ +

| Processes status checking |

+omeem + + + -t + + +

| Type| Name | IP address | FWM |FWD |CPD |CPCA |
— + + — + + +

| MDS | - | 10.20.30.200 | up 1364 | up 1363 | up 1362 | up 1635 |
+omeem + + + -t + + +

| CMA | cmal | 10.20.30.201 | up 1340 | up 1335 |up 1290 |up 1637 |
| CMA | cma2 | 10.20.30.202 | up 1336 | up 1333 | up 1277 |up 1631 |
| CMA | cma3 | 10.20.30.203 | up 1338 | up 1334 | up 1279 |up 1632 |
+omeem + + + -t + + +

| Total customer add-ons checked: 3 3 up 0do wn |

| Tip: Run mdsstat -h for legend |
+

[Expert@plngxr62]# mdsenv cma3

[Expert@plngxr62]# pwd

/home/admin

[Expert@plngxr62]# fwm dbexport -v -g -f /hone/adni n/groups_cna. db
DBExport> db_exp_main(): Start of execution

Done.

[Expert@plngxr62]# fwm dbexport -v -f /hone/adm n/users_cma. db
DBExport> db_exp_main(): Start of execution

Done.

[Expert@plngxr62]# Is -1 *.db

-rw-rw---- 1root root 117 Dec 22 0 7:22 groups_cma.db
-rw-rw---- 1root root 1449 Dec 22 0 7:22 users_cma.db

[Expert@plngxr62]# file *.db
groups_cma.db: ASCII text

users_cma.db: ASCII text, with very long lines
[Expert@plngxr62]#

We need to pass the users_cma.db file to the SmartCenter, and via SmartDashboard
create the groups contained in the file groups_cma.db — Groups must be created before
you can import users due the internal references.

[Expert@plngxr62]# cat groups_cna. db

name; groups; color; comments; is_administ rator_group;
ExtVPNUsers; ; bluel; ; ;
InternalUsers; ; dark green; ; ;

LslalE &|a)

[ [2] Users and Administrators

“{58) Admimistrator Groups
: Admikiztrators

E cpconfig_administrators
Esternal User Profiles
LDAP Groups

Templates

=, ExtvPH Lisers

25 Internalllsers

Uszers

Now let’s import the users into the SmartCenter using fwm dbimport:
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[Expert@newngxr62]# pwd
/home/admin
[Expert@newngxr62]# Is -1

total 8
-rw-rw---- 1 root root 117 Dec 291 1:55 groups_cma.db
-rw-rw---- 1 root root 1449 Dec 29 1 1:55 users_cma.db

[Expert@newngxr62]# file *.db
groups_cma.db: ASCII text

users_cma.db: ASCII text, with very long lines
[Expert@newngxr62]# cpstat nyg

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1
Active status: active
Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@newngxr62]# fwm dbi nport -v -f /hone/adm n/users_cra. db
Trying to import file /home/admin/users_cma.db. Im port_mode is: add
Connecting to database

writing the new users to database...

creating user contractor2...

creating user userl...

creating user user2...

creating user vipuser2...

4 users were written to database

Done

[Expert@newngxr62]#

e Resources

Resources must be manually recreated. So, take a look on the ones from the CMA and
recreate them into the SmartCenter. Below an example:
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URI Resource Properties - Logging URLs
General |
Mame:
LComment: I
Color: lﬁ

Use this resource to:
& Optimize URL logging
" Erforce LRI capabilities
" Enhance UFP performance

s aRlale] .
Qﬁ. Fesources Connection Methods
Cl i ¥ | Transparernt URI Match
EHE HLTIIIEI ¥ Eiowy Specification Type:
+—a Legging URLs I Tunnelig & widzards

1 Eie

Exception Track
’75" Mone £ Log € Al R

Ok, I Cancel | Help

* VPN Communities

You need to create the VPN communities that exist on the source CMA, on the target
SmartCenter. Even if they are empty and left to the defaults, they need to be created
before you attempt to import rules and objects

5 Seculy | 5 AddressTranslsion | f} SmanDefenss | X CortentInspection < SmartDefense Services ¥ Secwly | 75T AddessTianslaon | i) SmaiDefense | % Contenthspection | SmarDefense Services
VPN Manager | 005 | 5 Desktop Securty ) VPN Manager 0oS | iE Desklop Securty

+ 4

Type: Remote Acoess

AllUsers

* Global Objects

The global objects that are used on the Security Policy currently assigned to the CMA
will be moved with the other local objects. As well, the global rulebase assigned to the
CMA at the moment you do the export, will pass along with the rules locally defined.
You don’t need to worry on those by now.

» Check Point Gateway objects

If you have more than one Check Point gateway created on the CMA that is referenced
by the rulebase, VPNs or objects, you must create them first on your new configuration.
This includes any global Check Point object used locally.
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For our example, since the firewall will be the same machine as the SmartCenter, we
don’t need to create any additional objects.

6.3.3 Moving the objects

First let's export the $FWDIR/conf/objects 5 0.C file from the source CMA to the
machine where Object Filler and Object Dumper are running. Remember to take the
usual cautions to make sure the file contains the lastest updates:

[Expert@plngxr62]# mdsst at

| Processes status checking |

oot + + -+ + + +
| Type| Name | IP address | FWM |FWD |CPD |CPCA |

| MDS | - | 10.20.30.200 | up 1364 | up 1363 |up 1362 |up 1635 |
oot + + -+ + + +

| CMA | cmal | 10.20.30.201 | up 1340 | up 1335 | up 1290 |up 1637 |
| CMA | cma2 | 10.20.30.202 | up 1336 | up 1333 | up 1277 |up 1631 |
| CMA | cma3 | 10.20.30.203 | up 1338 | up 1334 |up 1279 |up 1632 |
[ + + + J— + + +

| Total customer add-ons checked: 3 3 up 0do wn |

| Tip: Run mdsstat -h for legend |

+ +

[Expert@plngxr62]# nmdsenv cnma3
[Expert@plngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: 0

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@plngxr62]# cd $FWDI R/ conf
[Expert@plngxr62]# Is -1 objects_5 0.C
-rw-rw-r-- 1root root 768775 Dec 22 0 8:44 objects_5 0.C
[Expert@plngxr62]# ftp 10.20.30.76
Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0
Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> pronpt
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Interactive mode off.
ftp> put objects 5 0.C put objects 5 0 cna3.C

local: objects_5_0.C remote: objects 5 0_cma3.C

227 Entering passive mode (10,20,30,76,5,58)

125 Using existing data connection

B T R T T HHTHHHH T R
HH R R R R R R R R HHHA R AR R R R
LA L S

BHBR AR AR R R R R AR R RRARAFHHHHH

226 Closing data connection; File transfer successf ul.
800118 bytes sent in 0.323 secs (2.4e+03 Kbytes/sec )
ftp> bye

221 Service closing control connection

[Expert@plngxr62]#

Now, let’s run Object Dumper over the file to get the list of objects on CSV format

D:\Stuf\OFiller\v2.4> odunper -f objects_5 0 cnma3.C -0 objscnma3. csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

* Processing objects...

Processed 31491 possible objects and found 96 valid ones.

From these, 7 were NATted records. It took 2.0 seco nds on quiet mode.
Total successfully processed CP Gateways =1

Total successfully processed CP Hosts (Secure Serve rs/SmartCenters) = 1
Total successfully processed Hosts = 20

Total successfully processed Interoperable Devices =1

Total successfully processed Networks = 12

Total successfully processed Interfaces = 5

Total successfully processed Groups =1

Total successfully processed Group Elements = 10
Total successfully processed TCP Services =5
Total successfully processed UDP Services =5
Total successfully processed URI Resources = 1

Task done successfully! - Thank you for using Objec t Dumper v2.4!

Good. Now, let’'s open the list and do two things. First we need to delete the objects we
don’t want to import into the new SmartCenter. These include Resources, the object
that represents the CMA and the object representing the Check Point Gateway. All
those were manually addressed and this is the reason.

On the following screenshots such objects are highlighted
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BT Microsoft Excel - objscma3.csy
e fat hset Fomst Tooks @Motsend jou  Help
SIS < S R T RN O - E
.5 | =i By @u] V¢ Beplywith Changes.. End Beyiew !

host 10202293 256 256 756 2% \
hast: 1020.229.4 255255 266 255 i
Host_10.20.229.12 “host 10.20.229.12 255,255 255265 blue i
Host 102022913 host 1020229.13 265255 355.255 blus \
Host_10.20.225102  haost 10.20.225.102 255255 255255 blue i
Hosi_ 102022911  hast 102022911 255,265 265,255 blue ‘
Host 10.20225143  host 1020225143 265265 255,255 blus \
Host_10.20.225103 host 1020225103 255,255 255,255 blue i
Host 10202296  host 10202996 255756 756255 blue Il
Host 10.20.247.253  host: 10.20.247.253  255.255 255.255 blue =
Host_10.20.223.214  host 10.20.229.214 255255 255,285 blue

Host_102022121  host 02022121 254756 756 255 blus

Hast_10.20.8.1 host 102081 265 256 266 266 bl
PR _Gateway idevice 182.166.199 65 265.255 265,255 darkoranged

(i

interface  192.168.199 66 2652552550 VPN _Gateway external undefined
interface 10200561  255.255.256.0 VPN _Gateway  intemal Iocal

Remote_10.200.55.0  net 10.200.55.0 2565255 256.0  medium slate blue : | .
hast 1721614 11 255 255 256956 forest green 1020225111 All Static mail
net 10.20.0.0 255.255.0.0 dodgerblue3

net 192.160.199.0 255265 3550  black

“het 152.166.99.0 2652552560  Faoreground

‘net 10.21.0.0 255.255.0.0 _sienna

net 1020300 2652652560  lightskyblued - ;

nat 10.24.0.0 26525500 burlywood4 10201300 Al Hide
net 102300 25525500 darkseagreen3 102018001 All Hide
net 1066.0.0 2552557240 lightseagreen

Once the unnecessary objects get deleted, the second thing we need to do is to change
any reference to ngxr62 to newngxr62 — this is important since newngrx62 is the name
of the new gateway, and if the name still refers to the old one, the references will break
with DBEdit. For our example, those references appear as the gateways protecting the
DNS and Web Servers, and on some automatic NAT rules.

| 25 |Met_10.24.0.0 net 10.24.0.0 255.255.0.0 burlywoodd 10.20130.1 Al Hide

| 26 |Met_10.23.0.0 net 10.23.0.0 265.250.0.0 darkseagreen3 10201600 Al Hide

| 27 |Net 10E6.0.0 fet 10.66.0.0 2552552240 lightseagreen

| 28 |DMZ_172.16.87.0 net 172.16.87.0 2652552550  forest green

| 28 |Met_172.16.0.0 net 172.16.0.0 255.255.0.0 farest green

| 30 | Global_VWehhail host 172.16.28.5 2652565256 255 black web;mail Al

1 31 |Host 1020225144 host 1020225144 255 255255255 hlue
32 |Host 10.20.229.5 host 10.20.229.5 255.256.255.255 hlue

| 37 |TCP_Port_135 tcp 135 default black default
| 38 | TCP_Port 553 tcp 5583 default black default
| 39 |TCP_Port_B9 tep B9 default black default

Search and replace is a good helper for doing the job. Once replaced, the objects
should look like this:
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I’;‘HE@ Edit. Miew in;?_aif Fﬁm'*r_a‘[ Tools an Help Type a question farkelp =

HRNE=BETIE RN R S N RN - B

R | Ji‘.ﬂ |28 % | 3 g lﬂ_l | ¥ Feply with Changes. End Review !
; 16

37| TCP_Port 135 135 default default
38 TCP Port A93 tep A53 default black default

Good. Now, let’s run Object Filler over this resulting file and get the DBedit commands
we need to import the objects into the new SmartCenter

D:\Stuf\OFiller\v2.4> ofiller -f objscna3_final.csv -i csv -0 objscna3. dbedit
Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 96 possible objects and/or rules.
Found 46 total valid (or successfully processed) ob jects/rules.

Found 7 total NATted records.

Total successfully processed Hosts = 20

- Total successfully processed Web Server Hosts = 2

WARNING: These objects are only valid on NG+AI R 55 or higher
- Total successfully processed DNS Server Hosts = 1

WARNING: These objects are only valid on NG+AI R 55W or higher
- Total successfully processed Mail Server Hosts = 1

WARNING: These objects are only valid on NG+AI R 55W or higher
Total successfully processed Interoperable Devices =1

Total successfully processed Networks = 12

Total successfully processed Groups = 2

Total successfully processed Group Elements = 10

Total successfully processed TCP Service objects = 4
Total successfully processed UDP Service objects = 5
Total successfully processed Interface entities = 2

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Let's pass the file to the SmartCenter, check the file is there, no GUI is connected and
import the objects.

[Expert@newngxr62]# pwd

/home/admin

[Expert@newngxr62]# I's -1 objscm3. dbedi t

-rw-rw---- 1root root 18943 Dec 29 1 4:19 objscma3.dbedit
[Expert@newngxr62]# file objscrma3. dbedit

objscma3.dbedit: ASCII text
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[Expert@newngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@newngxr62]# dbedit -s local host -u admin -f objscma3. dbedit
Enter Administrator Password:

Host_10.20.229.3 updated successfully.

Host_10.20.229.4 updated successfully.

Net_10.22.0.0 updated successfully.
Web_172.16.28.1 updated successfully.
TCP_Port_135 updated successfully.

UDP_Port_8998 updated successfully.
Internal_Nets updated successfully.

Mail_Services updated successfully.
Mail_Services updated successfully.
[Expert@newngxr62]#

At this point you should have the objects created:
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% e lalm 6]
= E‘.;. Metwork Objects

E| . Check Point

L & newngeb2

|_—_| L—_| Modes
..... [ DbNs_172.16.28.2
..... L Global ‘wetMsai
..... [ Host_10.20.221.21
..... L1 Host_10.20.225.102
..... L] Host_10.20.225.103
..... [ Host_10.20.225.143
..... L] Host_10.20.225.144
..... [ Host_10.20.223.11
..... L1 Host_10.20.223.12
..... L] Host_10.20.22313
..... [ Host_10.20.229.214
..... L1 Host_10.20.229.3
..... L] Host_10.20.229.4
..... [ Host_10.20.2295
..... L] Host_10.20.2295
..... [ Host_10.20.247.253
..... L1 Host_10.20.8:1 =
..... L1 Mail_172.16.14.11
..... [ web 172.16.28.1
..... L] sweb_17216.28.3
|'_'| . Interoperable Devices
..... E.I VPN _Gateway
|_—_|-- 44| Metwarks

Al DMZ_17216.87.0

Ak Met_10.20.0.0
oAk Net_10,20.30.0
oAl Met_10.21.0.0
..... Net 10.220.0 |

Ir

6.3.4 Moving the rules

-1/SiteManager -1 with Object Filler and Object Dumper

Let's gather the $FWDIR/conf/rulebases 5 0.fws from the source CMA to the machine
where we have Object Filler and Object Dumper

[Expert@plngxr62]# mdsst at
+

| Processes status checking

+. +. +.
y t y

| Type| Name | IP address | FWM

R — + + +
| MDS | - | 10.20.30.200 | up 1364
E— + +

| CMA | cmal | 10.20.30.201 | up 1340
| CMA | cma2 | 10.20.30.202 | up 1336
| CMA | cma3 | 10.20.30.203 | up 1338
E— + +

| Total customer add-ons checked: 3 3 up 0do
| Tip: Run mdsstat -h for legend
+

[Expert@plngxr62]# nmdsenv cma3
[Expert@plngxr62]# cd $FWDI R/ conf
[Expert@plngxr62]# pwd
/opt/CPmds-R62/customers/cma3/CPsuite-R62/fwl/conf
[Expert@plngxr62]# I's -1 rul ebases_5_0.fws
-rw-rw-r-- 1root root 42176 Dec 220
[Expert@plngxr62]# ftp 10.20.30.76

+ +. +. +
t t t y

|FWD |CPD |CPCA |

—t + + +
| up 1363 | up 1362 | up 1635 |
-t + +

| up 1335 | up 1290 | up 1637 |
| up 1333 |up 1277 |up 1631 |
| up 1334 | up 1279 |up 1632 |
— + + +
wn |

8:08 rulebases_5_0.fws
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Connected to 10.20.30.76 (10.20.30.76).

220 3Com 3CDaemon FTP Server Version 2.0

Name (10.20.30.76:admin): ofiller

331 User name ok, need password

Password: secret

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ascii

200 Type set to A.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

ftp> pronpt

Interactive mode off.

ftp> put rul ebases_5 0.fws rul ebases_5 0_cnma3.fws
local: rulebases_5_0.fws remote: rulebases_5 _0_cma3 fws
227 Entering passive mode (10,20,30,76,5,153)

125 Using existing data connection

HHA S

226 Closing data connection; File transfer successf ul.
44101 bytes sent in 0.0387 secs (1.1e+03 Khytes/sec )
ftp> bye

221 Service closing control connection

[Expert@plngxr62]#

Once the file is there, let’s extract the CSV format with Object Dumper, so we can work
more easily with it.

D:\StufiOFiller\v2.4> odunper -p rulebases_ 5 0 _cma3.fws -0 rul es_cma3. csv
Unofficial/Unsupported Object Dumper v2.4 - Devel oped by Martin Hoz
(c) 2003-2006 by Check Point Software Technologies, Inc.

* Processing rules...

Processed 1925 possible objects and found 18 valid ones.
It took 2.0 seconds on quiet mode.
Total successfully processed Rules = 18

Task done successfully! - Thank you for using Objec t Dumper v2.4!

The result of this operation appears on the next screenshot:
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BT Microsoft Excel - rules_cma3.csv

(4] Fle Edt View lnsst Fomat Took Dstar Window Help
Im e AR Wi W RSN RS A B SR

- AL EL i g 100% v@EEAnal 10 | B I U

Fa e a5 3 By 43| Y50 Rl with Ching o |
K1 - =
A [ B | £ I ] [ E L =T = 1 H T =
i
[ 2 [#7ULE TYPE SOURCE DESTINATION VPN SERVICE ACTION  TRACK  INSTALL QN TIME COMMENT
| 3 |rulebase_header  Paolicy!
4 |security_rule Any Glabal Webhail Any gsrmip; ghttp Accept  Account  Any Any
| 5 |section_header  Hide rule
| B | security_rule Any ngxIG2 Any Any Drop Alert g xIG2 Any  Hide Rule
| 7 |section_header PN Rules
| 8 | security_rule Remote 10:200.55.0 Web 172.16.28.3 Site2Site hittg Accept  Account  ngxiG2 Any  WEN from the remote site
| 9 |security_rule Internal_Msts Remote_10.200.55.0 Site28ite sglnet2; Citrix_metaFrams Accept  Log ngxiB2 Any  Access to the remote WP sif
| 10 |security_rule ExtvPNUsers@Any DMZ_172.16.87.0 RemoteAccess CIFS;ftp;Mail_Serices Accept  Log rgxrG2 Any WP users contact services o
|11 |zection_header  Incoming firewall rules
|12 |disabled_sec_rule Any Intermnal_Mets;DMZ_172.16.87.0 Any Any Accept  Log ngxrB2 Any Having any as source is a bac
13 | security_rule lnternal_Mets Web 172.16.28.1 Any http Accept  Log G2 Any Incoming HTTP requests
14 |security_rule linternal_Mets DNS_172.16.28.2 Any dns Accept  Log nguiB2 Any Incoming DNS reguests
15 | security_rule lnternal_Mets Mail_172.16.14.11 Any simtp Drap Log ngxrG2 Any Incoming Mail Service
|16 |section_header  Outgoing firewall rules
| 17 |security_rule IntemalUsers@lnternal_Mets lnternal_Nets Any http-=Logging URLs UserAuth Account  ngxrG2 Any  Authentication for outgaoing we
| 18 |zecurity_rule Internal_Nets linternal_Mets Any dns,ssh_wersion_Z2;https;echo-request Accept  Log ngxiB2 Any  Access from the Internal Net t
|19 |section_header  Clean-up rule
|20 | zecurity_rule Any. Any Any Any Drop Log ngxib2 Any  Clean-up rule
| 21 |rulebase_header Standard =
| 22 | security_rule Any Global Webhail Any gsrntp; ghttp Accept  Account  Any Any
2= |
i4 4 ¥ ik rules_cma3 11 i Ol
Ready 7

For the policies we have to take caution with some items as well:

a)

b)

So,

Change references to the names of old gateways . On our case, we need to
search and replace the old name ngxr62 with the new name newngxr62. This may
appear as source, destination or installation target for the rules.

Policy names . Check specifically for default policy names such as Standard. As a
caution change the policy names to something slightly different and you will avoid
potential conflicts.

References to global services . Global services would be dumped as well with
regular services when you are passing objects, EXCEPT if the services are default
ones. Default Global Services do NOT exist on the SmartCenter, so you will need to
either create them manually or reference the names on the policy to the names of
the regular default services.

let's open the CSV file, search and replace any reference to the elements above

mentioned. The following screenshot highlights the changes required/suggested for our
example.
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B Microsoft Excel - rules_cma3._final.csv

stionfochelp v oa @ X

Y] Fle  Edit Miew Inset Fomat  Took  Dasta window  Help Tupea

A T RS T W 2 o RIS e N R AL ﬁiﬂ-ﬂ}mﬂ‘z'@EEAnal 210 B U= == 8 %o e 7-:»-&-@

2 B 80 L [35]7) (5 %0 |21 By g | ¥ Renl ik Chsige ™ |

H14 - .;‘;{ newnirib2
A I B I e ] o I E I F 1T & DdET 1] ]

1
Z#QULEiTVF‘E SOURCE DESTINATION VPN SERVICE ACTION TRACK  INSTALL ON TIME COMMENT

3 |rulebase_header Paligy 200
Isecumy?rule Any Global WWebhdail Any smitp;htth 0 Accept  Account  Any Any

| 5 |section_header  Hide rule
| B |security rule Any InewngiiB2 1 Any Any Drop Alert FEwRERB2 Ay Hide Rule
| 7 Isection_header VPN Rules
| 8 |security_rule Remote _10.200.56.0 Wyeb 172.16.28.3 Site2Site http Accept  Account FEWRGHEZTN Any VPN from the remate site

5 |security_rule Intemnal_ets Remote_10.20055.0 Site2Site sqlnet2; Citrix_metaFrame Accept  Log HewngaB2 ] Any  Access ta the remate YPH sif
T"F_Dﬁ‘secumy?rule ExtvPNUsers@Any DMZ_172.16.87.0 RemoteAccess CIFS;ftp;Mail_Serices Accept  Log FeWngB2o" Any WP users contact sewices of
11 |section_header  Incoming firewall rules

2] dizabled_sec_rule Any Intermnal_Mets;DMZ_172.16.87.0 Any Any Accept  Log FEWNGREZ Any  Having any as source is a bac
Esecumyirule linternal_Nets Web 172.16.28.1 Any hitp Accept  Log FEngB2 0 Any  Incoming HTTP requests

14 | security_rule linternal_Nets DNS_172.16.23.2 Any dns Accept  Log hewngx@2 ] Any  Incoming DNS requests
|15 |security_rule lntetnal_Nets Mail_172.16.14.11 Any smtp Drap Log RGBT Any  Incoming Mail Serice
| 16 section_header  Outgaing firewall rules

A7 |security_rule InternalUsers@lnternal_Mets lnternal_Mets Any http-=Logging URLs Userfuth Account  HeWmgiiB20 Any  Authentication for outgoing we
(18 |=ecurity_rule Inteal_ets linternal_Nets Any dns;ssh_version_2;https;echo-request Accept  Log Wl Any  Access from the Internal Net t
| 19 |section_header  Clean-up rule
Fz&security_rule Any - Any Any Any. Drop Log fewngsEa | Any  Clean-up rule
| 21 |rulebase_header Sfandardi2s i L
| 22 |securty_rule Any Global Webhail Any srmtp;http U Accept  Account  Any Any

23 .
i 4 ¥ 3k rules_cma3_final 14l i :,IJ—1
Ready

Once the required/suggested changes are complete, we need to use Object Filler to
convert from the CSV format to DBedit commands. The syntax is as follows:

D:\Stuff\OFiller\v2.4>ofiller -i csv -nopv -p polic y -frules_cma3_final.csv -0
rules_cmag3.dbedit

Unofficial/Unsupported Object Filler v2.4 - Devel oped by Martin Hoz

(c) 2003-2006 by Check Point Software Technologies, Inc.

Processing objects...

Rules processing requested: Processing rules now!!!

It took 3.0 seconds of total processing time on QUI ET Mode.
Processed 55 possible objects and/or rules.

Found 13 total valid (or successfully processed) ob jects/rules.
Rules processing was requested and done for Policy "Standard_2".

Total successfully processed Rules = 18

Please review that all DBedit output commands were written correctly.
Please remember DBedit commands are imported into S martCenter directly.

If you wish to review first, the use of CSV mode (- a switch) is suggested.
Task done successfully! - Thank you for using Objec t Filler v2.4!

Note we are using the —p policy and —nopv options. Those are important for the correct
processing of rules.

Now, pass the output file of this operation to the SmartCenter, and use DBedit to
process the commands:

[Expert@newngxr62]# pwd
/home/admin
[Expert@newngxr62]# I's -1 rules_cnma3. dbedit
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-rw-rw---- 1root root 12655 Dec 29 1 4:58 rules_cma3.dbedit
[Expert@newngxr62]# file rules_cm3. dbedit

rules_cma3.dbedit: ASCII English text

[Expert@newngxr62]# cpstat ng

Product Name: Check Point SmartCenter Server
Major version: 6

Minor version: O

Build number: 618000021

Is started: 1

Active status: active

Status: OK

Connected clients

|Client type|Administrator|Host|Database lock|

[Expert@newngxr62]# dbedit -s localhost -u admin -f rul es_cma3. dbedit
Enter Administrator Password:

Policyl_2 updated successfully.

##Policyl_2 updated successfully.

##Policyl_2 updated successfully.

##Policyl_2 updated successfully.
Standard_2 updated successfully.
##Standard_2 updated successfully.

Now, open the SmartDashboard on the SmartCenter. Go to the File menu, use the
option Open, then choose the Policy you just imported (Policyl 2)

Open Policy Package

Select Policy Package to Open

[/ Stancard_2

Open I LCancel Help
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6.3.5 Completing and verifying the configuration

In short, after passing the objects and the rules (Which is what you can automate with
Object Filler and Object Dumper) review that all the manual items you need to pass,
passed fine. The following is NOT an exhaustive list, but it marks some of the important
items that your list should include:

- Create the administrator accounts to the new SmartCenter, especially if granular
access to the configuration is needed (such as having read-only administrators).

- Add the relevant GUI entries to the new SmartCenter, to match what you previously
had on the CMA, or to match the new environment.

- Configure properly the VPN communities. Add members to them, change properties
as required

- Modify the Global properties accordingly

- Modify the Authentication properties on the Security Rules

- Recreate the Manual NAT rules, Desktop Security rules and/or QoS rules as needed

- Modify the SmartDefense settings as required.

- Finish configuring the gateway properties (such as Log Servers, Concurrent
Connections, Products installed on the gateway, etc.)

- Set the proper policy targets to the relevant policy packages

- Install Policy to the relevant gateways.

6.4 Advises on merging configurations from 2 CMAs ( or2
SmartCenters, or 1 SmartCenter + 1 CMA)

As you saw from previous exercises, since you can export the configuration to a text
format, this gives great flexibility to the manipulation of objects and policies.

One of the uses that such format may have is when you are trying to merge the
configurations from 2 different sources (CMAs or SmartCenters). Below are some
general recommendations on how to deal with this situation the best possible way.

6.4.1 Merging objects

a) It is better if you export all the objects from both sources using Object Dumper.
Remove any objects you want to exclude on the merge (such as Check Point Objects,
or resources) from each individual file

b) Put all the them both in 2 files: one for network objects and the other for services.

c) Once all the objects are in one file (for each class), sort them by IP address/Port. This
is better than by name, as it reveals duplicates. Find out if the duplicates have any
reason to be there (such as services with different timeouts or Host objects representing
different entities on different networks). In case there is no reason for the duplicates to
be there, delete them. Make sure you know to document each object you delete. You
will need to track these objects down later when dealing with the policies.
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d) Make a “diff” of this resulting file with the original files. You may use diff from GNU
(http://www.gnu.org/software/diffutils/) if you are on any UN*X version. You may use
CSDiff from Component Software
(http://www.componentsoftware.com/Products/CSDiff/download.htm) for Windows. It is
free and the output is very good.

e) Once you know what the different objects are, then put them into a separate file and
import them using Object Filler and DBedit. Document the list of objects added on this
step.

6.4.2 Merging rules

a) Dump the rules from both sources using Object Dumper and put them into a single
CSV file.
b) Make sure you NEVER sort the rules. If you sort the rules in any form, you will lose
the order of them, and that leads to disaster.
c) Check the list of policy names from both sources. If there are policies that have the
same name, change the name for one of them.
d) Review the list of the objects you had to add or delete as part of the process of
merging the objects. Look for any references to them in the rules and change them for
the new equivalent. The search and replace of the spreadsheet should be of great help
here.
e) Delete from the CSV file the Policies (rulebases) that are already present in the target
system where you will import the difference, in case such policies didn’'t suffer any
modification. If the rules inside any of these policies suffered a change (as a
consequence of the objects merger) then rename the policy and leave it in the file
f) Use Object Filler over the resulting CSV File and then DBedit to import the rules that
remained on the file.
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